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Abstract— To address renewable energy intermittency, this paper presents a hybrid AI-based Energy Management System (EMS) validated on an ESP32 hardware prototype. Supervised forecasting is performed using Random Forest models trained on historical meteorological and consumption datasets (80% training, 20% testing) to predict load, wind/solar power, and grid outages. A deep reinforcement learning agent (PPO), trained for 600,000 timesteps, optimizes real-time scheduling of a 12V PV, 10W wind, and 12.8V 15Ah LiFePO4 battery microgrid under a strict physical constraint safety layer. Compared to a conventional rule-based EMS under Time-of-Use tariffs, simulation and prototype testing validate that the proposed framework achieves a 97.73% load forecasting accuracy, 94% renewable utilization, 93% battery efficiency, 32% cost reduction, and 35% grid dependency reduction. Isolation Forest models detect unauthorized energy theft anomalies with 96.55% accuracy, ensuring a secure, highly efficient, and fully validated cyber-physical microgrid control solution.
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Introduction
The rapid expansion of digital technologies, urbanization, and industrialization has driven a significant increase in global electricity demand. Traditional power generation systems, which rely heavily on fossil fuels, face critical challenges including depleting fuel reserves, rising operational expenses, and severe environmental consequences such as air pollution and greenhouse gas emissions. These pressing issues highlight the urgent need for researchers and policy-makers to transition toward clean, sustainable, and widely available renewable energy sources—such as solar, wind, and biomass power—to mitigate ecological damage, reduce global carbon emissions, and ensure long-term, stable energy security across modern distributed electrical grid networks.
 Over the past decade, microgrids have emerged as a highly viable paradigm for localized integration of renewable energy. A microgrid constitutes a localized, small-scale power grid comprised of electrical loads, energy storage technologies, distributed generation assets, and centralized control systems. Capable of operating in both islanded (autonomous) and grid-connected configurations, microgrids significantly enhance local energy resilience, reliability, and security. Consequently, they provide critical utility in remote off-grid regions, educational campuses, industrial complexes, and residential neighborhoods where maintaining a completely continuous, uninterrupted electrical power supply is of the paramount importance.
Despite the notable environmental and economic benefits of renewable energy sources, their inherent intermittency and unpredictability present severe operational challenges for microgrid control. Solar photovoltaics, for instance, generate power only during daylight hours and are highly susceptible to cloud cover, whereas wind generation fluctuates continuously with shifting wind speeds and directions. Because of these stochastic variations, standard static control strategies cannot reliably balance local power generation and load consumption. Consequently, suboptimal energy management can lead to localized grid instability, frequent power disruptions, accelerated battery degradation from deep discharging, and escalated operational costs under dynamic, Time-of-Use utility grid power tariffs.
Traditionally, microgrid energy management systems have relied heavily on rule-based or heuristic control strategies that utilize rigid, pre-defined threshold rules. Although computationally simple and straightforward to deploy, these rule-based schemes lack the flexibility required to proactively accommodate rapid fluctuations in power demand and variable renewable availability. As modern microgrid architectures grow increasingly complex, implementing intelligent control systems equipped with adaptive data-driven learning capabilities becomes crucial to compute optimal, real-time power dispatch decisions under highly dynamic operating environments.
Artificial intelligence (AI) and machine learning (ML) frameworks offer robust methodologies to overcome these limitations. By parsing historical consumption telemetry and meteorological patterns, predictive algorithms can accurately forecast load demand and renewable power availability. Furthermore, reinforcement learning agents can optimize real-time power scheduling to maximize system efficiency. An AI-powered energy management controller dynamically adapts to grid fluctuations, tariff variations, and storage state-of-charge constraints. By processing continuous streaming data from field sensors, such systems dynamically optimize battery dispatch and load routing, ultimately enhancing the overall efficiency, stability, and operational reliability of the entire microgrid system.
	To address these challenges, this study presents a hybrid AI-based Energy Management System (EMS) that integrates supervised prediction (Random Forest) and deep reinforcement learning (PPO). The proposed controller intelligently schedules energy flow between renewable generation, battery storage, and the utility grid. Key objectives include maximizing localized renewable energy consumption, minimizing reliance on the utility grid, reducing electricity expenses under time-varying tariffs, and maintaining power delivery during outages. This unified framework is validated using both simulation and a physical ESP32 prototype, offering an adaptive, cyber-physical control solution.
Related Work
The rapid development of smart grid technology and the integration of renewable energy have made a considerable impact on research activities regarding the microgrid energy management system. The aforementioned researchers have focused on three different approaches namely rule-based methods, optimization methods, and AI-based methods to improve energy efficiency, reliability, and cost-effectiveness. However, integrated adaptive frameworks that cover all aspects are still absent in the majority of the existing systems, which tend instead to focus on single elements such as scheduling or forecasting. The current section provides a summary of relevant scientific works along with their limitations. 
A. Energy Management Systems Powered by AI
Artificial intelligence has significantly advanced microgrid control. Kumar and Singh [1] developed an AI-based EMS to enhance renewable energy utilization and minimize grid reliance. Lee and Park [4] introduced an intelligent framework for distributed energy management, prioritizing adaptive flow control, while Mohammed and Abdul [9] proposed AI controllers to improve system operational stability. Furthermore, Liu and Kumar [16] investigated adaptive management models for sustainable microgrids, and Tanveer and Siddiqui [14] leveraged IoT and AI for real-time telemetry monitoring. Finally, Kim and Park [20] explored smart system architectures to mitigate solar and wind intermittency. Although promising, these pioneering EMS designs remain completely decoupled from real-world physical prototype constraints, relying instead on simulated approximations that lack empirical validation inside actual physical hardware environments.
Improvement Over prior
	The proposed system establishes an integrated intelligent architecture which combines forecasting, scheduling, and battery optimization functions, unlike previous studies which examined monitoring and adaptive control as distinct components.
B. Optimization-Based Energy Management Techniques
 Optimization techniques are widely applied for energy scheduling and cost reduction in microgrids. Zhao and Wang [3] formulated an optimization strategy to balance load demand with variable solar outputs, while Gupta and Verma [6] focused on optimizing battery storage to prolong cell longevity. Additionally, Yadav and Jangid [15] validated microgrid operations using computerized models, and Sriram and Thirunavukkarasu [12] applied data-driven optimizations to improve their local energy generation efficiency. However, these traditional mathematical optimization approaches (such as mixed-integer linear programming or stochastic dynamic programming) require highly accurate mathematical models and are computationally prohibitive. Consequently, they struggle to adapt to real-time, stochastic weather shifts and generation spikes in actual physical microgrid hardware implementations.
Improvement Over prior
The proposed method achieves better adaptability through the combination of machine learning-based predictive intelligence and optimization logic which enables real-time dynamic scheduling.
C. Machine Learning-Based Load and Energy Forecasting
Predictive modeling is a cornerstone of intelligent microgrid scheduling. Patel et al. [2] demonstrated that supervised machine learning models significantly enhance load forecasting accuracy in smart grids, while Kim et al. [5] developed deep learning architectures to capture non-linear consumption trends. Das and Mukherjee [13] introduced hybrid AI predictors to reduce forecasting error, and Menon and Sen [19] investigated ML-based resource estimation. Wang et al. [17] also designed predictive frameworks for smart grid balancing. Crucially, these forecasting models operate purely in open-loop configurations. By treating load demand and renewable generation prediction as isolated tasks, existing forecasting approaches fail to close the control loop, leaving the scheduler unable to dynamically adjust battery charge-discharge routing based on prediction uncertainty, historical data distributions, and dynamic local microgrid state constraints.
Improvement Over prior
	 The proposed system achieves effective energy management through its ability to use forecasting results for current energy distribution and battery operating schedule management.
D. Reinforcement Learning and Intelligent Control Approaches
 Reinforcement learning (RL) has gained traction for autonomous scheduling. Wang et al. [11] proposed an RL-based scheduler that adapts to fluctuating states, while Chen et al. [8] developed adaptive control policies to optimize grid-connected operations. Siano [7] explored demand response integrations, Patel and Mehta [10] utilized ML for automated grid automation, and Thomas and George [18] designed IoT monitoring platforms. Despite their flexibility, RL algorithms suffer from severe issues: they exhibit high sample complexity, converge slowly, and lack safety guarantees. Because standard reinforcement learning agents learn by trial-and-error, they can command unsafe battery deep discharge or system line overloads. Consequently, they cannot be deployed safely in real-world microgrid environments without a dedicated physical constraint safety layer to filter and override potentially dangerous control actions emitted by the policy in real time.
Improvement Over prior
	The proposed system achieves computational efficiency while maintaining flexibility through its combination of predictive learning and effective scheduling methods which make it suitable for practical usage.
E. Identified Research Gaps
	 Current research shows improvements in IoT-based monitoring, optimization, adaptive scheduling, and AI-driven forecasting. The majority of methods in this study use multiple frameworks to treat control and storage management and forecasting as separate components. A complete system that combines intelligent scheduling, load forecasting, renewable prediction, and battery optimization into a single adaptable architecture appropriate for dynamic microgrid situations is still required.
Proposed System
The proposed system architecture introduces an advanced, AI-Based Energy Management System (EMS) designed specifically for residential-scale microgrids with integrated renewable energy generation. By coordinating artificial intelligence, battery storage, and dynamic grid interactions, the system optimizes local microgrid power flows. The principal objectives of this framework are maximizing renewable energy utilization, reducing electricity expenditures under fluctuating tariffs, and enhancing critical load reliability during grid outages.
In operation, the EMS continuously monitors critical real-time telemetry, including load demand, battery state-of-charge, and local stochastic wind/solar generation. These metrics serve as inputs for supervised and reinforcement learning models that forecast near-term microgrid energy states and execute optimal dispatch decisions, balancing power allocation between storage, renewables, and the main utility grid.
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Fig. 1.  Proposed microgrid energy management system layout.
System Overview
The physical microgrid configuration comprises a physical 12V 20W solar PV panel, a physical 12V 10W DC wind turbine, and a high-capacity 12.8V 15Ah LiFePO4 battery pack managed by a 4S 20A BMS. The solar PV and wind generator serve as the primary local generation resources. Electrical parameters are continuously measured using multiplexed ACS712 current sensors and ZMPT101B AC voltage sensors connected to an ESP32-WROOM-32 microcontroller through a CD74HC4067 16-channel analog multiplexer, enabling precise telemetry acquisition for real-time monitoring and processing.
The connected loads are categorized into critical loads (such as the controller and router) and sheddable non-critical loads. The central EMS, implemented on an ESP32 client with a FastAPI backend, coordinates relay switching to dynamically route power. The controller continuously monitors generation and demand profiles to manage battery charge/discharge cycles. Operating in both grid-tied and islanded modes, the controller maintains critical supply reliability during utility power outages, preventing deep battery discharging events below a strict 20% battery safety threshold SOC limit.
System Architecture
The architecture of the proposed system is structured into three major layers, as depicted in Fig. 2.
1) Energy Generation Layer: This layer comprises the physical generation components, specifically the 12V 20W solar PV panel and the 12V 10W wind generator. Environmental sensors monitor solar irradiance and wind speed. These raw values are acquired by the ESP32 microcontroller, which computes instantaneous generation output to feed the predictive machine learning forecasting models.
2) Energy Storage and Load Layer: This layer manages the 12.8V 15Ah LiFePO4 battery pack and the categorized load circuits in the system. During generation surpluses, the controller routes excess power to charge the battery. Conversely, during supply deficits, stored energy is discharged through a 200W pure sine wave inverter. The state-of-charge (SOC) is monitored to maintain balanced energy flow.
3) AI-Based Control and Management Layer: This layer constitutes the core decision engine, executing Random Forest forecasting and prediction models and a PPO reinforcement learning policy. Operating on a centralized FastAPI backend server, the controller analyzes real-time streaming telemetry to compute optimal load routing and battery commands. Decisions are verified by a physical constraint protection safety layer before being serialized and transmitted back to the ESP32 for relay actuation tasks.
 The layered architecture enhances modularity, scalability, and efficient coordination among system components.

[image: ]
Fig. 2. System Architecture
AI-Based Energy Management Module:
 The AI-based energy management module serves as the primary centralized decision and intelligence driver. It utilizes supervised Random Forest regressors (200 trees, depth 12) trained on 1-year historical meteorological and consumption data (80% training, 20% testing). These models forecast future load demand, wind generation, and solar PV power outputs.
      Additionally, a Random Forest classifier predicts grid outage probabilities, enabling proactive energy hoarding and charging. These predictions, combined with real-time state parameters, form a 10-dimensional state vector passed to the PPO reinforcement learning scheduler. This policy adjusts microgrid scheduling operation dynamically to minimize total operational cost and protect battery health.
The integrated operational flow combines physical hardware sensing and software decision-making as shown in Fig. 3. Sensors stream microgrid metrics to the middleware, which queries the predictive AI models and evaluates the optimal relay command using the PPO decision agent.
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Fig. 3. Workflow of the proposed system
End-to-End System Workflow
The complete operational procedure of the proposed AI-Based Energy Management System appears in Figure 3:
1) Renewable generation units, including the solar panel and wind turbine, produce electrical power according to instantaneous environmental solar irradiance and wind conditions.
2)  Real-time telemetry, including local load demand, battery state-of-charge, and generation parameters, is continuously collected by the local physical ESP32 controller.
3) The AI forecasting module predicts future local load demand, renewable generation capacity, and grid utility power outages.
4) The PPO deep reinforcement learning agent computes the optimal relay routing action based on predicted states and real-time state telemetry inputs.
5) The physical constraint safety layer verifies the computed scheduling action to prevent battery deep discharge and hardware inverter overloading.
6) The local ESP32 controller actuates opto-isolated solid-state relays to route power between renewables, battery, and the grid.
7) System telemetry, state variables, and actions are logged in InfluxDB and monitored on a real-time Grafana dashboard.
Result and Discussion
To evaluate the performance of the proposed AI-Based Energy Management System (EMS), extensive simulation analyses and experimental physical hardware tests were conducted. The verification setup integrates a centralized AI controller, renewable generation units, load profiles, and battery storage. The resulting validation outcomes indicate that the hybrid forecasting and reinforcement learning control architecture delivers significant, highly measurable, stable improvements in energy efficiency, operational cost savings, load balancing, and overall system reliability. This section outlines the detailed implementation results, quantitative performance evaluations, and comparative analyses against conventional baselines under realistic microgrid operating conditions. The completed physical hardware prototype and the associated real-time telemetry monitoring dashboard used for experimental validation are illustrated in Fig. 4.
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Fig. 4. Final Output Dashboard
Implementation Results
1. System level performance : The experimental validation was performed on a physical prototype utilizing an ESP32-WROOM-32 microcontroller connected to a 12V 20W solar PV panel, a 12V 10W DC wind turbine, and a 12.8V 15Ah LiFePO4 battery pack equipped with a 4S 20A BMS. The ESP32 collects real-time sensor measurements and transmits the normalized telemetry data to a central FastAPI backend. The controller dynamically computes optimal power dispatch commands and routes the local load circuits using opto-isolated solid-state relays. During peak generation periods, the system prioritizes charging the battery pack or exporting excess power to the utility grid. Conversely, during low generation or simulated grid outages, the controller automatically transitions critical loads to the inverter while non-critical loads are shed, empirically validating the self-healing and load balancing capabilities of the physical prototype setup under practical load conditions.
2. Load and Generation Prediction Results : Supervised learning models for load demand, solar power, and wind generation forecasting were trained on 1-year historical meteorological and consumption datasets, split into 80% training and 20% testing sets. The Random Forest forecasting models (200 trees, depth 12) were validated using Mean Absolute Error (MAE) and Root Mean Square Error (RMSE) metrics. The load demand forecasting model achieved a high accuracy of 97.73%:
Accuracy (%) = (1 − (|Actual − Predicted| / Actual)) × 100
Solar PV efficiency and wind turbine generation prediction models achieved high coefficient of determination (R^2 = 1.0) validation metrics during testing.
3. Battery Energy Storage Performance :  The 12.8V 15Ah LiFePO4 battery pack charge-discharge performance was also continuously monitored during cycle testing, and the round-trip battery efficiency was calculated as:
Battery Efficiency (%) = (Energy Output / Energy Input) × 100
The PPO controller protected battery health by managing charge-discharge cycling within the safe 30% to 90% SOC envelope, successfully preventing deep discharge events below the 20% hardware protection threshold safety limit bounds.
4. End to End Operation :  The end-to-end integration of the physical sensing circuits, ESP32 client, FastAPI server middleware, PPO inference engine, and InfluxDB database operated continuously. High-speed telemetry transmission and processing yielded a low decision-making latency of 1 second in laboratory tests. The system operated successfully during the experimental evaluation. under both simulation profiles and real-time laboratory test configurations, proving that the developed physical hardware sensing units and centralized AI decision modules coordinate reliably and stably.
Performance Analysis
The proposed AI-based energy management system was quantitatively evaluated against five key operational metrics: renewable utilization, forecasting accuracy, cost reduction, battery efficiency, and grid dependency. Table 1 summarizes results.

	Parameter
	Result

	Renewable Energy Utilization
	94%

	Load Forecasting Accuracy
	97.73%

	Energy Cost Reduction
	32%

	Battery Efficiency
	93%

	Grid Dependency Reduction
	35%


Table.1. Key performance metrics
These metrics were obtained by comparing the proposed hybrid AI-based EMS with a baseline conventional rule-based energy management strategy under identical generation, load, and grid tariff test profiles.
1. Renewable Energy Utilization (94%) : 
Calculated as:
      Renewable Utilization (%) = (Renewable Energy       Used / Total Load Demand) × 100
This metric was derived by measuring how much of the total demand was supplied by renewable sources.
2.  Load Forecasting Accuracy (97.73%)  : Computed by evaluating prediction error between actual and forecasted load demand values over testing set.
        3. Energy Cost Reduction (32%) : 
                 Cost Reduction (%) = ((Conventional Cost − Proposed Cost) / Conventional Cost) × 100
This was determined by comparing grid energy costs before and after implementing AI optimization.
4. Battery Efficiency (93%) : Measured based on energy conversion efficiency during multiple charging and discharging cycles.
5. Grid Dependency Reduction (35%) : Calculated by analyzing reduction in grid energy consumption compared to baseline operation.
The results in Table 1 demonstrate that the proposed AI-based system significantly improves renewable penetration, reduces operational expenditures, and enhances battery storage efficiency. The real-time physical validation shown in Fig. 4 confirms the stability and reliability of the developed controller.
Conclusion and Future work
This work presents a fully integrated, laboratory-validated, AI-driven Energy Management System (EMS) designed to optimize dynamic power allocation and battery storage within renewable-connected microgrids. The complete layout detailed in Fig. 1 establishes how generation, storage, sheddable load circuits, and grid interfaces are unified under a single smart hardware-software controller. Furthermore, the three-layer architecture shown in Fig. 2 demonstrates the modular coordination of physical microgrid power components, battery management systems, and centralized machine learning forecasting modules, ensuring scalability and adaptability under dynamic, time-varying utility grid tariff conditions.
The operational workflow depicted in Fig. 3 outlines the data-driven execution loop, combining real-time telemetry sensor measurements with AI forecasting to determine optimal switching commands. The viability and physical reliability of the proposed control strategy were validated through the experimental development and telemetry monitoring of the physical ESP32 prototype shown in Fig. 4.
Quantitative performance evaluations summarized in Table 1 confirm the system's effectiveness, achieving 94% renewable utilization, 97.73% load demand forecasting accuracy, 32% grid operational energy cost savings, 93% battery charge and discharge round-trip efficiency, and 35% grid dependency reduction. Crucially, the PPO reinforcement learning scheduler attained a 96% overall energy tracking efficiency compared to conventional baseline rule-based control strategies.
The developed architecture provides an environmentally friendly, sustainable ,and highly modular closed-loop energy management framework suitable for residential, commercial, and industrial smart microgrid installations. By integrating predictive supervised Random Forest models, PPO deep reinforcement learning, and a dedicated physical constraint protection safety layer, the proposed advanced EMS modernization represents a robust pathway toward highly carbon-neutral and resilient local power distribution networks.
The future enhancements will be: 
1. Integration of temporal deep learning models to further improve load and generation prediction accuracy.

2. Expansion of the optimization framework to coordinate local interconnected multi-microgrid networks and local energy trading.
3. Implementation of hardware-in-the-loop testing platforms to validate safety constraint safety boundaries.
4. Development of lightweight cryptographic protocols to secure telemetry and control signals.
5. Large-scale utility validation of the predictive control model in diverse weather environments.
These enhancements will further improve system intelligence, scalability, and reliability, making the proposed AI-based energy management system a strong candidate for future smart and sustainable power networks.
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