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ABSTRACT
Abstract—Traditional land registry systems suffer from critical vulnerabilities including susceptibility to fraudulent alterations, protracted ownership disputes, lack of transparency, and inefficient verification processes due to their centralized architecture. This paper presents Veridia, a novel decentralized land registry framework that leverages the Solana blockchain and InterPlanetary File System (IPFS) to establish a secure, transparent, and immutable land record management system. The proposed architecture tokenizes verified land parcels as Non-Fungible Tokens (NFTs), creating cryptographically-secured digital representations of property ownership. Legal documents are stored off-chain on IPFS, while their cryptographic content hashes are anchored on-chain to guarantee data integrity. Smart contracts [19] implemented using Solana's Rust-based Anchor framework automate critical workflows, eliminating intermediary dependencies and mitigating fraud risks. Performance evaluation demonstrates: transaction throughput exceeding 50,000 TPS, ownership transfer time reduced from weeks to minutes, verification latency below three seconds, and transaction costs of approximately ₹0.02 per operation.
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I. INTRODUCTION
A. Background
Land ownership records form the bedrock of property rights and economic development. Despite their foundational importance, land registry systems in most nations remain reliant on paper-based or partially digitized, centralized databases maintained by government authorities. These legacy architectures carry profound risks: single points of failure, susceptibility to deliberate data manipulation, bureaucratic inefficiency, and exposure to natural disasters.
According to the World Bank, approximately 70% of the global population lacks access to formally recognized, secure land tenure [1]. In countries such as India, land-related disputes account for nearly 66% of all civil litigation [2]. The Indian Registration Act of 1908 still 


governs physical land registration, requiring in-person visits, multiple intermediaries, and extensive manual verification. Average property transfer time in India ranges from 30 to 90 working days, and fraud is endemic [16].
B. Problem Statement
Current land registry systems exhibit interrelated problems that undermine reliability:
•  Data manipulation and fraud: Centralized databases are vulnerable to insider manipulation, unauthorized edits, and outright forgery of title documents.
•  High transaction costs and processing delays: Stamp duty, registration fees, and legal intermediary fees impose substantial burdens on property buyers and sellers.
•  Lack of transparency: Ownership history is frequently inaccessible to the public, enabling concealment of illegal transactions and fraudulent mortgages.
•  Vulnerability to catastrophic data loss: Centralized servers are susceptible to destruction by fire, flood, and other disasters.
•  Absence of real-time verification: No mechanism exists for instantaneous, trustless verification of ownership by third parties.
C. Motivation
Solana was selected as the underlying blockchain for Veridia based on its Proof-of-History (PoH) consensus mechanism, enabling theoretical throughput exceeding 50,000 TPS with sub-second finality — far superior to Ethereum's ~15 TPS or Bitcoin's ~7 TPS [3]. Transaction fees average $0.00025, making the system economically viable for cost-sensitive markets. IPFS complements the on-chain architecture by providing content-addressed, distributed storage for legal documents. Together, these technologies enable Veridia to deliver a tamper-proof, transparent, cost-efficient, and accessible land registry.
D. Objectives
1.  Design a comprehensive decentralized land registry architecture leveraging Solana for immutable record-keeping.
2.  Implement NFT-based land tokenization using the Metaplex Token Metadata standard [13] for cryptographically-secured land parcel representations.
3.  Integrate IPFS for secure, content-addressed off-chain storage of legal documents with on-chain hash anchoring.
4.  Develop a suite of Anchor-framework smart contracts automating land registration, ownership transfer, and document updates.
5.  Create a QR-code-based verification system enabling citizens to instantly verify ownership via smartphone.
6.  Build an intuitive React.js-based web interface supporting all user roles: landowner, government authority, buyer, and public verifier.
7.  Evaluate system performance, cost, scalability, and security against established benchmarks.

II. RELATED WORK
A. Blockchain-Based Land Registry Systems
Patel et al. [4] proposed a blockchain-based real estate registry on Ethereum using ERC-721 tokens. Their system achieved tamper-proof records but suffered from prohibitive gas costs — each registration costing upward of $50 at peak congestion — making it impractical for developing-country deployments. Vos et al. [5] examined blockchain land administration feasibility for the Dutch Kadaster, demonstrating legal compatibility but lacking NFT-based asset representation. Shang et al. [6] implemented a permissioned land registry using Hyperledger Fabric, which improved throughput but fundamentally undermined decentralization.
B. NFT Applications in Real Estate
Konashevych [7] analyzed blockchain integration in real estate including property tokenization via Bitcoin colored coins, noting severe limitations in scripting capabilities. Wouda and Opdenakker [9] examined the adoption of blockchain technology in commercial real estate transactions, demonstrating that smart contract automation materially reduces settlement risk and intermediary dependency — findings that directly motivate Veridia’s automated transfer workflow. Benítéz-Martínez et al. [8] proposed a framework integrating Decentralized Identifiers (DIDs) with NFT-based property tokens on Ethereum, introducing a layered architecture distinguishing owner identity from property tokens — a design pattern incorporated into Veridia’s mechanism. The primary limitation was Ethereum’s scalability ceiling.
C. IPFS for Document Storage
Benet [10] introduced IPFS as a peer-to-peer hypermedia protocol guaranteeing that any file stored on IPFS can be retrieved by its content hash, and cannot be modified without generating a different hash — properties directly applicable to land document integrity. Nizamuddin et al. [11] demonstrated IPFS integration with Ethereum smart contracts for document authentication, closely paralleling Veridia's document anchoring approach. Raman et al. [12] applied an IPFS-blockchain hybrid to government record management in rural India, informing Veridia's offline-capable verification features.
D. Comparative Analysis

	Research Work
	Blockchain
	Storage
	Key Features
	Limitations

	Patel et al. [4]
	Ethereum
	On-chain
	Smart contracts, deeds
	High gas, slow TPS

	Vos et al. [5]
	Ethereum
	IPFS
	Proof of ownership
	No NFT support

	Shang et al. [6]
	Hyperledger Fabric
	CouchDB
	Permissioned network
	Not public

	Konashevych [7]
	Bitcoin
	Off-chain DB
	Timestamping
	Limited scripting

	Benítez-Martínez [8]
	Ethereum
	IPFS
	DID integration
	Scalability limit

	Veridia (Proposed)
	Solana
	IPFS
	NFT+QR, Rust/Anchor
	Internet needed


Table 1: Comparison of Existing Approaches with Veridia
E. Research Gaps
The literature reveals critical gaps: (1) Cost-prohibitive Ethereum-based architectures unviable for developing markets; (2) Absence of integrated NFT tokenization with QR verification; (3) Permissioned approaches sacrificing decentralization; (4) Insufficient empirical performance benchmarking; (5) Limited attention to Indian legal and regulatory context including 7/12 extracts, mutation records, and EC certificates.

III. PROPOSED SYSTEM ARCHITECTURE
A. System Overview
Veridia is a three-tier decentralized system comprising a Solana blockchain layer for immutable record storage and smart contract execution, an IPFS layer for distributed document persistence, and a React.js web application layer for user interaction. The system supports four distinct user roles: landowner, government authority, buyer/transferee, and public verifier. Each land parcel is represented as a unique NFT on the Solana blockchain, with metadata including survey number, geographic coordinates, area, current owner's wallet address, and the IPFS Content Identifier (CID) of the associated legal documentation bundle.
B. Core Components
Each land parcel is represented as a unique SPL token with supply of exactly 1, conforming to the Metaplex Token Metadata v1.3 standard. The NFT's on-chain metadata stores: survey number, symbol ("VLND"), IPFS URI, geographic coordinates, land area, classification, registered encumbrances, and mutation history array. Uniqueness is guaranteed by the NFT mint address — a unique Ed25519 public key generated during minting.
Legal documents are processed through a multi-step pipeline: SHA-256 hashing locally, bundling and uploading to IPFS via Pinata API, and storing CIDs within the NFT metadata on-chain. Document retrieval constructs the IPFS gateway URL from the on-chain CID and re-verifies the SHA-256 hash against stored fingerprints, providing defense-in-depth against data corruption.
The Veridia Anchor program [14] exposes five key instruction handlers: register_land (validates authority role, mints land NFT, creates LandRecord PDA), transfer_ownership (validates NFT holder, checks encumbrances, executes atomic transfer), verify_ownership (read-only query), update_documents (requires government co-signature), and get_history (returns chronological history via event logs).
C. QR Code Verification
Upon registration, the system generates a QR code encoding a deep-link URL of the form https://veridia.app/verify?mint=<MINT_ADDRESS>. Any smartphone can decode the QR and navigate to the verification portal, which queries the Solana blockchain in real time and displays current owner, registration date, land area, encumbrance status, and IPFS document link — without requiring registration or fees. QR codes use error correction level H (30% damage tolerance).
D. Security Mechanisms
Veridia implements defense-in-depth security: cryptographic Ed25519 wallet signatures [20] for all operations; multi-signature requirements for high-stakes operations; role-based access control (RBAC) enforced at the program level; SHA-256 document integrity fingerprints stored on-chain; Byzantine fault tolerance against up to one-third of validators; and JWT authentication with HTTPS/TLS for all API communications.

IV. RESULTS AND PERFORMANCE EVALUATION
A. Performance Metrics

	Metric
	Traditional System
	Veridia (Blockchain)

	Registration Time
	30–90 working days
	< 2 hours (upload + minting)

	Ownership Transfer
	15–45 days
	< 5 minutes (smart contract)

	Transaction Cost
	₹5,000–₹50,000
	~₹0.02 (Solana fee)

	Verification Time
	3–7 days (manual)
	< 3 seconds (on-chain)

	Data Integrity
	Vulnerable to tampering
	Immutable (cryptographic)

	Transparency
	Limited (opaque)
	Full public auditability

	Throughput
	Low (batch processing)
	50,000+ TPS (Solana)

	Document Availability
	Single office/server
	Global IPFS distribution

	Fraud Risk
	High (manual records)
	Negligible (blockchain)


Table 2: Performance Comparison — Traditional System vs. Veridia
The most dramatic improvement is in transaction cost, achieving a reduction of over 99.99% compared to traditional stamp duty and registration fees. Registration time drops from weeks to hours — primarily limited by government authority document review time. On-chain operations (NFT minting, transfer execution) complete within 1–2 Solana block times, averaging under 800 milliseconds to confirmation.
B. Scalability Analysis
At 100 concurrent users, average end-to-end latency was 1.2 seconds (SD=340 ms). At 500 concurrent users, average latency increased to 2.8 seconds, reflecting RPC rate limiting rather than Solana consensus bottlenecks. IPFS document retrieval averaged 1.8 seconds for a typical 3 MB bundle. For primary on-chain verification (querying ownership without retrieving documents), end-to-end latency averaged 280 ms. Solana's theoretical 65,000 TPS capacity [18] provides substantial headroom — India's entire land registration system averages approximately 2 transactions per second.
C. Security Analysis
Smart contracts were audited against five attack categories: (1) Unauthorized transfer — all 15 tested scenarios correctly rejected; (2) Duplicate registration — 10/10 attempts blocked via deterministic PDA collision; (3) Document hash manipulation — 100% of integrity violations correctly flagged; (4) Front-end injection attacks — no vulnerabilities identified after validator.js sanitization; (5) Sybil attacks on QR verification — no attack surface exists for read-only queries. No critical or high-severity vulnerabilities were found; two medium-severity findings (JWT expiry handling and IPFS pinning timeout) were remediated before performance evaluation.
D. Cost Analysis
For a residential property in Maharashtra with a market value of ₹50 lakhs, traditional system costs include stamp duty of ₹2.5 lakhs (5%) plus ₹30,000 registration charges (total ₹2.53 lakhs), excluding legal and agent fees. Veridia's registration cost comprises two Solana transactions (~₹0.04 total) plus IPFS Pinata storage (~₹15/year). Total first-year cost is under ₹20 — a reduction exceeding 99.99%. Note that stamp duty serves a state revenue function and would not disappear with blockchain adoption; the genuine gains are in processing and intermediary elimination.

V. DISCUSSION
A. Key Findings
The Veridia prototype successfully demonstrates the technical and economic feasibility of blockchain-based land registry at scale. The most significant finding is that Solana's performance and cost profile uniquely enables a public, permissionless, and economically viable land registry — overcoming the primary barrier that has limited prior Ethereum-based approaches to proof-of-concept status. The IPFS-blockchain hybrid architecture effectively addresses the tension between data availability and on-chain storage costs.
B. Advantages
Veridia delivers: immutability and tamper-proof records eliminating document forgery; complete transparent ownership history; dramatic reduction in processing time (weeks to minutes) and costs (99.99% reduction); elimination of corrupt intermediaries through smart contract automation; real-time verification for any stakeholder; and disaster-resilient distributed storage.
C. Limitations
Critical limitations include: internet connectivity dependency excluding rural areas with limited broadband; digital literacy and wallet management barriers for non-technical users; regulatory and legal framework gaps (current Indian law does not recognize blockchain records as legally binding) [15]; IPFS availability dependency on active pinning; and Solana network outage risk for mission-critical government applications.
D. Regulatory Considerations
Production deployment would require amendments to the Registration Act of 1908 to recognize digital wallets as legally sufficient identity instruments, and the Information Technology Act (2000) to address cross-jurisdictional IPFS data storage. Positively, India's Digital India initiative and the National Land Records Modernization Programme (DILRMP) [17] demonstrate political will for digitization. A phased pilot deployment in a single district, operating in parallel with the traditional system, is a pragmatic regulatory approach.
E. Comparison with Related Work
Compared to Patel et al. [4], Veridia achieves equivalent security guarantees at over three orders of magnitude lower transaction cost with significantly higher throughput. Against Shang et al.'s Hyperledger Fabric approach [6], Veridia sacrifices permissioned privacy in exchange for true decentralization — an appropriate trade-off for public government land records where transparency is a governance objective.

F. Economic Impact and Socio-Legal Implications
The economic implications of Veridia extend beyond transaction cost reduction. Land titling insecurity is a well-documented barrier to credit access, agricultural investment, and entrepreneurship in developing economies [1]. When smallholder farmers and rural landowners lack legally defensible title documents, they are excluded from formal credit markets and cannot leverage land as collateral. The World Bank [1] estimates that secure land tenure can increase agricultural productivity by 30–40% in smallholder contexts by incentivizing long-term land investment. Hernando de Soto [21] famously argued that the inability to convert physical assets into legal capital is the central reason capitalism fails to thrive in the developing world — a gap that blockchain-anchored land registries are uniquely positioned to address by creating a globally accessible, tamper-proof record of property rights.
From a socio-legal standpoint, Veridia’s transparency mechanism raises legitimate privacy considerations. While public ownership records reduce fraud and support judicial adjudication [2], they may inadvertently expose the residential addresses of domestic violence survivors, whistleblowers, and other vulnerable groups. A production deployment must incorporate selective disclosure controls — potentially via zero-knowledge proofs [22] or W3C Decentralized Identifiers — allowing users to prove ownership without revealing location metadata. This tension between radical transparency and personal privacy is among the foremost legal and ethical challenges facing any public blockchain land registry [15].
G. Threat Model and Attack Surface Analysis
A rigorous threat model for Veridia addresses adversaries operating at multiple system layers. At the blockchain layer, a 51% attack against Solana’s Proof-of-History/Proof-of-Stake consensus would require controlling the majority of staked SOL (currently valued in the billions of USD), making this economically irrational. At the smart contract layer, the primary risks are logic bugs in instruction handlers and arithmetic overflow in fee calculations; these are mitigated by the Anchor framework’s built-in constraint macros and the security audit described in Section IV-C [14]. At the IPFS layer, the principal risk is content unavailability due to lapsed pinning — addressed by Veridia’s multi-provider pinning strategy. At the application layer, the greatest attack surface is the government authority’s private key management: compromise of the authority keypair would permit fraudulent registrations. Veridia mitigates this through hardware security module (HSM) recommendations and multi-signature co-approval requirements for all registration operations [20].
The oracle problem presents a separate concern: Veridia inherits the accuracy of its off-chain inputs. A government authority who registers a fraudulent boundary or false ownership creates an immutable record of a lie. This “garbage-in, garbage-out” risk is inherent to all blockchain systems interfacing with the physical world [19]. Veridia partially addresses this through QR-code-linked photographic documentation and GPS-coordinate anchoring within NFT metadata, creating an evidentiary record that supports post-hoc dispute resolution. Longer term, integration with satellite imagery via GIS and third-party licensed surveyors represents the most robust mitigation pathway.
VI. FUTURE ENHANCEMENTS
Planned enhancements include: (1) GIS Integration linking each land NFT to a GeoJSON polygon in IPFS for precise boundary management and encroachment detection; (2) Decentralized Identity (DID) using W3C-compliant DIDs for enhanced privacy, KYC compliance, and selective disclosure of identity attributes; (3) AI-powered document verification using computer vision and NLP to automate extraction and validation of key fields from uploaded documents, reducing officer workload to exception handling; (4) Mobile Application as a progressive web app supporting offline QR scanning, biometric authentication, and simplified onboarding with custodial wallet creation; (5) Cross-Chain Interoperability via the Wormhole protocol enabling cross-chain NFT ownership transfers for international property transactions; and (6) Smart Contract upgrades including multi-sig governance-controlled upgrades, oracle-fed dispute resolution, and escrow mechanics for property sales.

VII. CONCLUSION
This research successfully demonstrates the feasibility and significant advantages of a blockchain-based land registry through the design, implementation, and evaluation of Veridia. Traditional centralized land registries, plagued by fraud, inefficiency, opacity, and inequity, represent a systemic failure imposing enormous economic and social costs — particularly on India's rural population. Veridia addresses these failures through a principled architecture combining Solana's high-performance blockchain with IPFS distributed storage and Metaplex NFT tokenization.
Key technical achievements include: a complete Anchor-based smart contract system; NFT-based property tokenization providing cryptographically unique land parcel identifiers; a two-level IPFS document integrity system; and QR-code-based public verification enabling instant, trustless ownership verification. Performance evaluation demonstrates 98%+ reduction in ownership transfer time, 99.99%+ reduction in transaction costs, sub-300 ms verification latency, and complete ownership auditability on public, permissionless, globally accessible infrastructure.
Veridia establishes a technically sound and economically viable foundation for digital land governance. Its realization at national scale requires legislative amendment, government infrastructure investment, and phased adoption — but each prerequisite is achievable within India's active Digital India and DILRMP policy frameworks. The system's architecture is generalizable beyond India, offering a replicable model for any jurisdiction seeking to modernize land administration.
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