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I. INTRODUCTION
Cybersecurity awareness has become increasingly important as students engage in AI-assisted learning environments and digital education platforms. The growing use of generative artificial intelligence (AI) tools, intelligent tutoring systems, and learning management systems has transformed educational practices by improving accessibility and efficiency. However, these technologies also expose students to cybersecurity risks such as phishing attacks, data breaches, privacy violations, and unsafe digital behaviors. Studies have shown that while digital learning technologies enhance educational opportunities, they also increase users' vulnerability to cyber threats, highlighting the need for stronger cybersecurity awareness among students [10], [17].
Cybersecurity awareness is commonly measured using the Human Aspects of Information Security Questionnaire (HAIS-Q), which evaluates individuals' Knowledge, Attitude, and Behavior regarding information security [14]. Recent studies have identified HAIS-Q as one of the most widely used cybersecurity awareness assessment tools [16]. Despite the availability of such instruments, previous studies have reported that students often exhibit moderate levels of cybersecurity awareness and inconsistencies between their cybersecurity knowledge and actual security practices [15].

Although AI technologies have become increasingly integrated into educational environments, limited research has examined cybersecurity awareness specifically within AI-assisted learning contexts. Existing studies primarily focus on traditional e-learning systems and do not adequately address the unique cybersecurity challenges associated with AI-driven educational technologies. Recent literature suggests that AI-assisted learning tools may introduce new security risks and influence user behavior in ways that are not fully captured by existing cybersecurity awareness frameworks [11]
To address this gap, the present study assessed the cybersecurity awareness of students in AI-assisted learning environments using an adapted Human Aspects of Information Security Questionnaire (HAIS-Q). Specifically, the study examined students' cybersecurity awareness in terms of Knowledge, Attitude, Behavior, and AI-Specific Security Practices and determined whether a significant relationship exists between students' exposure to AI-assisted learning tools and their cybersecurity awareness.
Research Objectives
1. Determine the level of cybersecurity awareness in terms of:
· Knowledge
· Attitude
· Behavior
· AI-Specific Security Practices
2. Determine the overall level of cybersecurity awareness.
3. Determine whether a significant relationship exists between AI-assisted learning exposure and cybersecurity awareness.

Conceptual Framework
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Fig. 1. Conceptual Framework
This study is anchored on the Knowledge-Attitude-Behavior (KAB) Framework, which explains that an individual's knowledge influences attitudes, and these attitudes subsequently affect behaviors. In the context of cybersecurity awareness, students who possess adequate cybersecurity knowledge are more likely to develop positive attitudes toward information security, which in turn encourage secure online behaviors [14].
The Human Aspects of Information Security Questionnaire (HAIS-Q) developed by Parsons et al. [14] is founded on this framework and measures cybersecurity awareness through the dimensions of Knowledge, Attitude, and Behavior. For the purposes of this study, an additional dimension, AI-Specific Security Practices, was incorporated to address cybersecurity concerns associated with AI-assisted learning environments.
The framework assumes that students' exposure to AI-assisted learning tools may influence their cybersecurity awareness through their knowledge of cybersecurity concepts, attitudes toward information security, online security behaviors, and AI-specific security practices. These dimensions collectively determine the overall level of cybersecurity awareness among students.
Accordingly, the study examined the level of students' cybersecurity awareness and determined whether a significant relationship exists between students' exposure to AI-assisted learning tools and their cybersecurity awareness.
Review Of Related Literature
Cybersecurity Awareness in Educational Environments
Cybersecurity awareness refers to an individual's understanding of cybersecurity threats, safe online practices, and the responsibilities associated with protecting digital information. In educational environments, cybersecurity awareness is essential because students frequently interact with online learning platforms, cloud-based services, and digital communication tools. As educational institutions continue to adopt technology-enhanced learning approaches, students become increasingly vulnerable to cyber threats such as phishing attacks, malware infections, identity theft, and data breaches [10], [17].
Studies have shown that cybersecurity awareness plays a critical role in reducing human-related security risks. Students with higher levels of cybersecurity awareness are more likely to recognize cyber threats and engage in safer online behaviors [12], [18]. Students with higher levels of cybersecurity awareness are more likely to adopt secure online behaviors, recognize potential threats, and protect sensitive information from unauthorized access [17]. Therefore, cybersecurity awareness remains a significant component of information security management within academic institutions.

Human Aspects of Information Security Questionnaire (HAIS-Q)
The Human Aspects of Information Security Questionnaire (HAIS-Q) is one of the most widely used instruments for assessing cybersecurity awareness. Developed by Parsons et al. [14], the HAIS-Q measures cybersecurity awareness through three key dimensions: Knowledge, Attitude, and Behavior. The framework assumes that individuals who possess adequate cybersecurity knowledge are more likely to develop positive attitudes toward information security, which subsequently influences their cybersecurity behaviors.
The HAIS-Q has undergone extensive validation and has demonstrated strong reliability in measuring information security awareness across different populations and organizational contexts [14]. A systematic review conducted by Rohan et al. [16] identified HAIS-Q as one of the most frequently used and validated cybersecurity awareness instruments in contemporary research. Due to its strong theoretical foundation and established reliability, the instrument has been widely adopted in studies involving students, employees, and other technology users. McCormac et al. [12] further emphasized that individual differences such as security attitudes, organizational culture, and personal experiences significantly influence information security awareness and compliance behaviors. Their findings support the application of HAIS-Q in assessing human-related cybersecurity factors.
Cybersecurity Awareness Among Students
Several studies have examined cybersecurity awareness among students. Bromall et al. [4] found that although students generally possess adequate cybersecurity knowledge, many fail to consistently apply secure online behaviors. This finding highlights the gap between cybersecurity knowledge and actual cybersecurity practices.
Similarly, Perkasa and Setiawan [15] reported that students demonstrated moderate levels of cybersecurity awareness, particularly in areas involving password management, information sharing, and online privacy protection. Their findings emphasized the need for cybersecurity education programs that focus not only on knowledge acquisition but also on behavioral change. Similarly, Hadlington [9] found that students' cybersecurity behaviors are influenced by psychological factors such as impulsivity and internet dependency, suggesting that awareness alone may not always translate into secure online practices.
Research conducted by Setiawan and Rizal [17] further revealed that increased engagement with digital learning technologies contributes to students' awareness of cybersecurity issues. Likewise, Zwilling et al. [18] reported that cybersecurity knowledge, awareness, and behavior are interconnected factors that collectively contribute to stronger cybersecurity practices among technology users. However, awareness alone does not always result in secure online practices, suggesting that educational interventions are necessary to strengthen cybersecurity behaviors.
Artificial Intelligence in Education
Artificial Intelligence (AI) has become an important component of modern educational systems. AI-powered technologies such as intelligent tutoring systems, learning analytics platforms, and generative AI tools have transformed how students access information and complete academic tasks. These technologies provide personalized learning experiences, immediate feedback, and increased learning efficiency [10].
The emergence of generative AI tools, including ChatGPT and similar applications, has significantly increased students' interaction with AI-assisted learning environments. As AI technologies become increasingly integrated into educational settings, AI literacy has emerged as an important competency

that enables learners to understand, evaluate, and responsibly use AI systems in academic environments [13]. Researchers have also highlighted ethical concerns related to AI adoption in education, including data privacy, algorithmic bias, transparency, and responsible use of AI-generated content. Addressing these issues requires institutions to establish clear policies and guidelines for AI usage [1]. While these technologies offer substantial educational benefits, they also introduce new cybersecurity and privacy concerns. Students may unknowingly share sensitive information, rely on unverified AI-generated content, or become exposed to security vulnerabilities associated with AI systems.
Cybersecurity Risks in AI-Assisted Learning Environments
Recent studies have highlighted the growing cybersecurity challenges associated with AI-assisted learning technologies. According to Kaur et al. [11], emerging digital technologies often introduce new security vulnerabilities that require updated security awareness and risk management strategies. Although their work focused on broader network security issues, the findings emphasize the need to address cybersecurity risks associated with evolving technologies.
AI-assisted learning environments may expose students to risks such as data leakage, privacy violations, misinformation, prompt injection attacks, and unauthorized access to personal information. Because AI technologies continue to evolve rapidly, traditional cybersecurity awareness frameworks may not fully capture these emerging risks. Consequently, researchers have suggested adapting existing cybersecurity awareness instruments to better reflect the realities of AI-driven learning environments [16]. Awareness campaigns and training programs remain important mechanisms for improving cybersecurity behavior; however, their effectiveness depends on how well they influence users' attitudes and daily security practices [3].
II. METHODOLOGY
Research Design
This study employed a descriptive-correlational research design to determine the level of cybersecurity awareness among students in AI-assisted learning environments and examine the relationship between students' exposure to AI-assisted learning tools and their cybersecurity awareness. Descriptive research was utilized to assess the level of cybersecurity awareness, while correlational research was used to determine whether a significant relationship existed between AI-assisted learning exposure and cybersecurity awareness [6].
Respondents and Sampling Procedure
The respondents of the study consisted of 69 students engaged in AI-assisted learning environments. Stratified random sampling was employed to ensure adequate representation of relevant subgroups based on academic program and year level. The population was divided into strata, and respondents were randomly selected from each group. According to Hair et al. [8], a sample size of at least 50 respondents is generally adequate for conducting correlation analysis; therefore, the sample size used in this study was considered sufficient.
Research Instrument
Data were collected using an adapted Human Aspects of Information Security Questionnaire (HAIS-Q) originally developed by Parsons et al. [14]. The original HAIS-Q measures cybersecurity awareness through the dimensions of Knowledge, Attitude, and Behavior. To align the instrument

with AI-assisted learning environments, several items were modified and an additional dimension, AI-Specific Security Practices, was incorporated. The questionnaire consisted of 16 Likert-scale items designed to measure students' cybersecurity awareness across four dimensions: Knowledge, Attitude, Behavior, and AI-Specific Security Practices.
Validation and Reliability
The adapted questionnaire was subjected to expert validation by three specialists in Information Technology and research. The instrument obtained an overall validation rating of 4.76, interpreted as Excellent, indicating that the questionnaire was clear, relevant, and appropriate for measuring cybersecurity awareness.
Reliability testing was conducted using Cronbach's Alpha [5]. The instrument obtained a Cronbach's Alpha coefficient of 0.98, indicating excellent internal consistency and reliability for data collection.
Data Collection Procedure
After obtaining the necessary permissions, the questionnaire was administered to the selected respondents. Participants were informed about the purpose of the study and assured that their responses would be treated with confidentiality and used solely for academic research purposes. Completed questionnaires were collected, encoded, and prepared for statistical analysis.
Data Analysis
Descriptive statistics, including frequency counts, percentages, weighted means, and standard deviations, were used to determine the level of students' cybersecurity awareness. Pearson Product-Moment Correlation (Pearson r) was employed to determine whether a significant relationship existed between students' exposure to AI-assisted learning tools and their cybersecurity awareness. The level of significance was set at α
= 0.05.
III. RESULT AND DISCUSSION
Instrument Validation
Table 1. Summary of Validators' Evaluation of the Questionnaire

	Validator
	Mean Rating
	Interpretation

	Validator 1
	4.86
	Excellent

	Validator 2
	4.43
	Very Good

	Validator 3
	5.00
	Excellent


 Overall Mean	4.76	Excellent	
The questionnaire was evaluated by three experts in Information Technology and research based on criteria such as clarity, organization, suitability of items, adequacy of categories, attainment of purpose, objectivity, and appropriateness of the rating scale. The instrument obtained an overall mean rating of 4.76, interpreted as Excellent, indicating that the questionnaire is valid, relevant, and appropriate for measuring students' cybersecurity awareness in AI-assisted learning environments. Based on the validators' assessment, the instrument was deemed suitable for data collection and implementation in the study [7].

Reliability of the Instrument
Table 2.  Cronbach's Alpha Interpretation	
 Cronbach's Alpha Range Interpretation
0.90–1.00	Excellent
0.80–0.89	Good
0.70–0.79	Acceptable
0.60–0.69	Questionable
0.50–0.59	Poor
Below 0.50	Unacceptable


Table 2 shows the interpretation scale used to evaluate the reliability of the questionnaire based on Cronbach's Alpha values [5].
Table 3. Cronbach's Alpha Computation

	Parameter
	Value

	Number of Respondents (n)
	69

	Number of Items (k)
	16

	Sum of Item Variances
	16.67

	Total Variance
	197.42

	Cronbach's Alpha
	0.98


	Interpretation	Excellent Reliability
The adapted HAIS-Q instrument obtained a Cronbach's Alpha coefficient of 0.98, indicating excellent reliability and a very high level of internal consistency. This result suggests that the questionnaire items consistently measure the construct of cybersecurity awareness. According to Cronbach [5], higher alpha coefficients indicate stronger internal consistency among survey items. Similarly, Parsons et al. [14] established the HAIS-Q as a reliable instrument for measuring cybersecurity awareness. Therefore, the instrument was considered highly reliable and suitable for data collection.
Level of Students' Cybersecurity Awareness
Table 4. Level of Students' Cybersecurity Awareness by Dimension

	Dimension
	Mean
	Interpretation

	Knowledge
	4.29
	Very High

	Attitude
	4.18
	High

	Behavior
	3.89
	High

	AI-Specific Security Practices
	4.05
	High


 Overall	4.10	High	
Table 4 shows that students possess a high level of cybersecurity awareness in AI-assisted learning environments, with an overall mean of 4.10. Knowledge obtained the highest mean score (4.29), interpreted as Very

High, indicating that students have a strong understanding of cybersecurity concepts and risks. Attitude (4.18), Behavior (3.89), and AI-Specific Security Practices (4.05) were interpreted as High, suggesting that students generally demonstrate positive cybersecurity attitudes and responsible online practices.
The findings are consistent with Parsons et al. [14] and Zwilling et al. [18], who emphasized that cybersecurity awareness is reflected through knowledge, attitudes, and behaviors related to information security. Similarly, Setiawan and Rizal [17] found that students demonstrated increased cybersecurity awareness through continuous engagement with digital learning technologies. However, the relatively lower mean score in the Behavior dimension suggests that awareness does not always translate into consistent cybersecurity practices. This finding supports Bromall et al. [4], who reported that students often possess cybersecurity knowledge but may not consistently apply secure online behaviors.
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Figure 2. Cybersecurity Awareness by Dimension
Figure 2 above shows that Knowledge obtained the highest mean score (M = 4.29), followed by Attitude (M = 4.18), AI-Specific Security Practices (M = 4.05), and Behavior (M = 3.89). This indicates that students possess strong cybersecurity knowledge, although the application of secure behaviors remains comparatively lower.
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Figure 3. AI Tool Usage Frequency of Respondents
Figure 3 above shows that most respondents frequently used AI tools, with 32 respondents (46.38%) reporting "Often" and 19 respondents (27.54%) reporting "Always." 16 respondents (23.19%) reported "Sometimes," while only 1 respondent (1.45%) each reported "Rarely" and "Never." These findings indicate that AI-assisted learning tools are widely utilized among the participants.

Relationship Between AI-Assisted Learning Exposure and Cybersecurity Awareness
Table 5. Relationship Between Students' Exposure to AI-Assisted Learning and Cybersecurity Awareness	

influenced by other factors such as cybersecurity education, digital literacy, institutional support, and personal experiences.
Overall, the study concludes that students demonstrate a high level of cybersecurity awareness in AI-assisted learning environments.  However,  educational  institutions  should

Variables	r		p-value

Exposure to AI-

Decision Interpretation

continue strengthening cybersecurity education and awareness initiatives to ensure that students develop safe, responsible, and secure digital practices while using AI technologies.
V. RECOMMENDATION

Assisted Learning and Cybersecurity Awareness

0.048	0.697  Accept
Ho

Not Significant


Based on the findings of the study, the following recommendations are proposed:



Level of Significance: α = 0.05
The relationship between students' exposure to AI-assisted learning and cybersecurity awareness yielded a Pearson correlation coefficient of 0.048 and a p-value of 0.697. Since the p-value is greater than the 0.05 level of significance, the null hypothesis was accepted. This indicates that there is no significant relationship between students' exposure to AI-assisted learning and their cybersecurity awareness.
The findings suggest that increased exposure to AI-assisted learning tools does not necessarily lead to higher levels of cybersecurity awareness. Although students frequently use AI technologies for academic purposes, such usage may be focused primarily on learning tasks rather than cybersecurity education. This result is consistent with Alharbi et al. [2], who found that cybersecurity awareness is influenced by educational interventions, institutional policies, and training programs rather than technology usage alone. Similarly, Rohan et al. [16] emphasized that cybersecurity awareness is a multidimensional construct influenced by knowledge, attitude, behavior, and organizational support. Therefore, cybersecurity awareness among students may be more strongly influenced by cybersecurity education, digital literacy, and personal experiences than by the frequency of AI tool usage.
IV. CONCLUSION
This study assessed the cybersecurity awareness of students in AI-assisted learning environments using an adapted Human Aspects of Information Security Questionnaire (HAIS-Q). The findings revealed that students possess a high level of cybersecurity awareness, with an overall mean score of 4.10. Among the dimensions, Knowledge obtained the highest mean score, indicating that students have a strong understanding of cybersecurity concepts and risks associated with digital technologies and AI-assisted learning environments. Attitude, Behavior, and AI-Specific Security Practices also obtained high ratings, suggesting that students generally demonstrate positive cybersecurity attitudes and responsible online practices.
The adapted HAIS-Q instrument demonstrated excellent reliability, obtaining a Cronbach's Alpha coefficient of 0.98. This indicates that the instrument possesses a very high level of internal consistency and is suitable for measuring cybersecurity awareness among students.
Furthermore, the results revealed no significant relationship between students' exposure to AI-assisted learning and their cybersecurity awareness (r = 0.048, p = 0.697). This suggests that increased use of AI-assisted learning tools does not necessarily lead to higher cybersecurity awareness.  Instead,  cybersecurity  awareness  may  be
1. 
Educational institutions should strengthen cybersecurity awareness programs through seminars, workshops, and training activities that focus on online safety, data privacy, and responsible use of digital technologies.
2. Schools should integrate cybersecurity concepts into the curriculum to help students develop safe online behaviors and a deeper understanding of cybersecurity risks in AI-assisted learning environments.
3. Students should be encouraged to practice cybersecurity best practices, such as creating strong passwords, avoiding suspicious links, protecting personal information, and verifying AI-generated content before use.
4. Institutions should establish clear guidelines and policies on the ethical and secure use of AI tools to ensure that students understand the potential risks and responsibilities associated with AI-assisted learning.
5. Future researchers may conduct similar studies across multiple schools, colleges, and universities to determine whether the findings are consistent across different educational settings and populations.
6. Future studies may investigate other factors influencing cybersecurity awareness, such as cybersecurity training, digital literacy, academic program, internet usage, and institutional support, since the present study found no significant relationship between exposure to AI-assisted learning and cybersecurity awareness.
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