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Abstract— We present a system in this paper that encrypts data using the DNA genetic encryption approach which uses the symmetric key. Using reshape, encrypt, crossover, mutation, and again reshape, data from a text file is converted into binary values, which are subsequently converted to a DNA sequence. After encryption, the encrypted file is sent to the recipient, who decrypts the data using DNA genetic encryption and reshapes it to reveal the original contents. To secure data from a variety of assaults, our suggested solution employs multilayer security stages. Because there is a significant difference between decrypted and secret data, the decrypted data is admissible.
Keywords—Encryption, decryption, Genetic algorithm, DNA sequence.
Introduction

The Internet has primarily flipped our life upside down. And online services have also grown more crucial in our daily lives. We utilize the Internet for nearly everything, from making purchases to doing business. The threat of stealing digital information, accessing personal information, or breaching privacy grows as these restrictions become more stringent. Data can be stolen when an unauthorized entity gains access to personal or financial information. To prevent data theft, we need a secure and dependable security solution. These criteria are critical for both security-related and sensitive personal data-processing applications. A digital signature is required to ensure that data comes from an authorized user in order to prevent these issues. DNA cryptography is important for ensuring data integrity, user verification, and data secrecy.

It's critical to understand what DNA cryptography is before discussing DNA. DNA stands for deoxyribonucleic acid. Most animals and plants, as well as certain viruses, use it as their principal information storage mechanism. The size of a genome varies from species to species. There are 3.2 billion DNA bases in the human genome. It possesses a unique double helix form, similar to a twisted ladder, which was found initially by Francis Crick and James Watson. The four fundamental building units of DNA are adenine (A), cytosine (C), guanine (G), and thymine (T). The sequence of these nucleotides forms the instructions in the genome. These are the foundations. The letter A is always paired with the letter T, while the letter C is always paired with the letter G. A hydrogen bond connects each pair. Each strand of DNA has a beginning and an end and each strand of DNA is divided during replication.

Cryptography is an important part of the communication security architecture. It is concerned with the encoding of data in order to conceal communications. Cryptography is a method of hiding information from unauthorized parties. The plain text, or original communication, is converted into ciphertext, or secret coded text. This transition can be accomplished in two ways. The plain text is initially turned into ciphertext using the stream cipher approach, which encrypts one bit at a time. The block cipher approach, on the other hand, encrypts one block of characters at a time. DNA cryptography is a revolutionary approach that uses DNA to protect data against unwanted access. DNA has a tremendous amount of processing power and parallelism. DNA has a huge storage capacity as well. DNA cryptography is a cryptographic system that uses DNA sequences to encrypt and decode data. It is based on biological processes. 

The following are the basic components of a cryptosystem:

The plain text refers to data that has not been computationally coded.

Cipher Text is the ordinary text that has been encoded or encrypted into a human-unreadable code.

Encryption Algorithm: It is a mathematical technique or algorithm that uses an encryption key to create ciphertext from plain text.

Decryption Algorithm: This is a mathematical process for converting ciphertext to plaintext with the use of a decryption key. It's the inverse of a cryptographic algorithm.

Cryptosystems are divided into two categories depending on encryption and decryption procedures.

i)Encryption with symmetric keys

ii) Encryption with asymmetric keys

Symmetric keys encryption: Symmetric cryptography uses a single shared key that is known by both parties and may be used to encrypt or decrypt data. When huge volumes of data need to be shared, symmetric encryption is usually more efficient than asymmetric encryption. Because establishing the shared key between two parties using solely symmetric encryption methods is challenging, asymmetric encryption is employed in many circumstances. The AES and DES algorithms are examples of symmetric key cryptography.

Asymmetric keys encryption: A public key and a private key are used for encryption and decryption in this sort of encryption. Anyone has access to the public key. It's open to the public and may be used to encrypt data. However, once encrypted, the data can only be decrypted by utilizing the private key associated with it. To avoid it being compromised, the private key must be kept secret. The private key can thus only be accessed by the authorized person, server, machine, or instrument.

In this study, we employed Symmetric-key encryption for the DNA-Genetic Encryption Technique. Hidden data can be in any format, including text, word documents, image pixels, audio, and video. Experiments have revealed that the rebuilt data is a typical replica of the secret data. They also demonstrate that the recommended method is completely secure. The secret data was first converted to binary, then to DNA sequences for the DNA-Genetic Encryption Technique. The DNA-Genetic Encryption Technique algorithm is an iterative procedure. Iteration encompasses encryption, reshaping, and genetic processes.

Review Works
This section examines the findings gathered from different resources in order to provide a more comprehensive picture of the performance of the compared algorithms.

Ayushi [1] has proposed a system where the data from plain text is encrypted using symmetric key cryptography. The process is simple but secured.  

Mohammad Ubaidullah Bokhari [2] discussed various types of symmetric essential encryption techniques. 
DNA cryptography is a new topic of research in the realm of DNA computing. Next-generation security relies heavily on DNA cryptography. Certain of the methods in DNA Cryptography has drawbacks, such as the fact that they still employ modular arithmetic cryptography at some points or are based on biological laboratory studies, which are not ideal for usage in a digital computer environment. The author proposes an innovative, secure, unique, and dynamic DNA-based encryption and decryption system, as well as an examination of its performance, to address this gap. For encryption and decryption, this DNA cryptography employs the Central Dogma of Molecular Biology (CDMB) idea [3].
DNA cryptography is inspired by the ability of DNA molecules to store, analyze, and transfer information. The non-vulnerable transfer of data is ensured by this combination of chemical features of biological DNA sequences and traditional cryptography. The author discussed the current state of DNA cryptography in this work [4]. 

The field of DNA cryptography is a mix of biological and software engineering. DNA, software engineering, and information security procedures must all be learned by specialists in this sector. This study presents the DNA cryptography system as well as the abbreviated data of computations used to provide security to the information stored in DNA. The authors of this research suggest DNA succession as a new method for providing information security. Using binary conversion, spiral transposition, and a DNA layout word reference table, the suggested method provides security on three levels. [5].
                                        existing system

The symmetric key algorithm is a simple but secured cryptography algorithm commonly used for a small amount of data. A small amount of data using other cryptography algorithms takes more time to process. This method can process a small amount of data very fast and the security system is also strong. 
Working process:
     This algorithm uses a public key for both the encryption and decryption processes. It takes the data from the plain text then uses the encryption method to encrypt the data. After that, to the receiver end, the encrypted data then gets decrypted using the decryption method. 
Encryption method steps:
1. The letter's ASCII value is produced.
2. It generates an 8-digit binary value.
3. Reverse the 8-digit binary value.
4. Automatic key creation with a 4-digit divisor of >=1000.

5. Uses the key or divisor to divide the reversible number.
6. The remainder is stored in the first 3 digits, while the quotient is stored in the following 5 digits.
Decryption method steps:
1. Divide the ciphertext's final 5-digits by the key.
2. Combine the ciphertext’s first 3 digits with the result obtained in the previous step.
3. Make the result 8 bit if it isn't already.

4. To obtain the original wording, reverse the number.
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                             Fig1: Symmetric algorithm block diagram
                                         proposed system
     DNA encryption technique is unique from other cryptography algorithms. In this process, the data is encrypted and decrypted by using the DNA sequence. Our proposed system uses the symmetric key DNA algorithm. By using the symmetric key the process runs faster. It also uses reshaping, crossover, mutation to encrypt the data.
A. Pre-processing steps
 In this step, the data from the text file is converted into ASCII values. After that, the ASCII values are grouped into 8-bits binary data. Then the 2 adjacent bits are formed into four binary bases adenine(A), cytosine(C), guanine(G) and thymine(T).
	                 Bits
	                DNA

	                  00
	                  A

	                  01
	                  C

	                  10
	                  G

	                  11
	                  T


                  Table1: DNA representation of bits
The binary form of secret data divides into 8-bits and the 2 adjacent bits get paired into 4 DNA bases A, C, G, T.
For example:

    The binary form of the data:
  ..……..10 11 01 00 11 01 00 01 10 10……

     Converted DNA form of this binary form:

  ………...G T C A T C A C G G………..

B. Encryption steps
 From two types of cryptographic algorithms, we used Symmetric-key algorithm rather than Asymmetric key algorithm. The symmetric key algorithm uses the public key means the sender and receiver share the same key, on the other hand, the Asymmetric key algorithm uses both public and private keys. This makes the process more secure but also makes it slow. For using the same key the Symmetric-key algorithm works faster and it is suitable for a huge amount of data process in a short time. In our proposal, we used the Symmetric-key algorithm to make the process faster.
When the DNA conversion of the binary data is completed, the DNA sequence then gets encrypted using the key. This key is a binary form that has a variable length. The DNA sequence is then again converted into binary form and between the converted binary form and key an XOR operation is performed. After performing the XOR operation the newly created binary data again converts into a DNA sequence.
Binary form of data:

..……..10 11 01 00 11 01 00 01 10 10……

The binary form of the key:

……….00 11 01 00 10 11 01 10 11 00…...

XOR result:

……….01 11 11 11 10 01 10 00 10 01……
This newly binary form is created using the binary XOR operation.
C. Reshaping steps
      The reshaping is used to produce genetic material for the upcoming steps. In this step, the length of the DNA sequence is determined and the DNA sequence is divided into rows to form the parents’ chromosomes.
For example:
     Data DNA sequence: 

……….GATCGTCGACTGACGATACGACTTGCAAGCTAGGCCAGTAACTGACAG…………

After reshaping the sequence into rows, chromosome population:

      …………………..

      GATCGTCGACTGACGA

      TACGACTTGCAAGCTA

      GGCCAGTAACTGACAG
      ……………………….
D. Crossover steps
         In this step, the parents’ chromosomes formed in the previous step is used for crossover. These two parents’ chromosomes are taken to the mating pool. After that single point crossover point is chosen between the parents’ chromosomes. In this process, the first bit and the last bit of the parents’ chromosomes are altered which creates two new sequences called offspring1 and offspring2.
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        Fig.2. Two parents mate to produce two Offspring

The other method is rotation. After the formation of chromosome population, the rows rotates left or right using predefined value. 

For example:

  Binary Data :   

              ……0 1011 0101 1101 1110 111…..
After rotation crossover:

              ……0 0111 1111 0101 1010 111…..

Applying one-point crossover:

Binary form of two parents from Fig.2:

Parent1: ….00 1110 1011 1100 1011 1001 10…
Parent2: ….10 0100 1110 1101 1110 1110 10…..

After crossover, these two parents create two new Offspring

Offspring1: ….00 1110 1011 1101 1110 1110 10…….
Offspring2: ….10 0100 1110 1100 1011 1001 10…….

E. Mutation Steps

After getting the Offspring from the previous step the mutation process gets started. The mutation process completes into two steps. In the first step, the data gets converted into binary form, after that two mutation point is selected to start the mutation. After selecting the two points the binary values get altered. If the value is 1, it turns into 0 and if the value is 0, it turns into 1. In the second step 4-bit, binary data converts into two DNA bases (shown in Table2).
	DNA
	Bits
	DNA
	Bits
	DNA
	Bits
	DNA
	Bits

	TA
	0000
	GA
	0100
	CA
	1000
	AA
	1100

	TC
	0001
	GC
	0101
	CC
	1001
	AC
	1101

	TG
	0010
	GG
	0110
	CG
	1010
	AG
	1110

	TT
	0011
	GT
	0111
	CT
	1011
	AT
	1111


                  Table2: DNA bases and bits representation
After this process again two points is selected between the first and last bases of the newly generated DNA bases. After that, the DNA base gets altered like (C to G).
For example: 

Complement mutation (0 to 1, 1 to 0):
        Before mutation:
                 …..10 1011 0111 0110 1110 11…..
         After mutation:

                  ….10 1001 1000 1001 0010 11…..
 After applying to alter mutation:
          Before mutation:
                         ……T T A G C G A C T G A….
           After mutation:

                        ……A A T C G C T G A C T……
After completing these steps, encrypt and reshape data to transfer it to the next round. A predetermined number of iterations determines the number of rounds. The encrypted data is transmitted to the receiver end as a text format file.
The transmitted data then gets converted to the DNA sequence. After reshaping, decrypting, crossover, mutating, decrypting and again reshaping the original data gets visible to the receiver. The sequence of DNA encryption techniques is visualized in fig.3.
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Fig.3. All stages of DNA genetic encryption technique
The Pseudocode for encryption and decryption is shown in fig.4 and fig.5.
	Input: Read Secret data from text 

Output: encrypted text file 

BinaryData1 ← Binarize the secret text or data
Reshaping BinaryData1
Group every two neighbouring bits

DNA bases ←BinaryData1

While (Round !==0) do 
Encrypt BinaryData2 with key

Reshape BinaryData2 

Perform crossover operation 

Perform mutation

End while 

Reshape BinaryData2
Save the encrypted text file 

Transmit the file


                   Fig.4. Pseudocode of encryption
	Input: encrypted text file 

Output: secret data 

BinaryData ← Binarize the encrypted text file 

Reshape BinaryData
While (Round No !==0) do 

Perform Mutation 

Perform Crossover operation 

Reshape the BinaryData

Decrypt the BinaryData with key

End while 

Again Reshape the BinaryData

Save the text file that has been reassembled


                  Fig.4. Pseudocode of decryption
                                   implementation
The DNA genetic encryption technique is implemented in the Intel Core i5 3.6GHz Processor with 8 GB RAM on Windows 10 64-BIT operating system. The language that we used python to implement the code.
We ran our program serval times to get the output for alphabetic, numeric values. 
Input and Output images:

[image: image4.png]Run: " enc_dec exec o -

'S C:\Users\saleh\AppData\Local\Programs\Python\Python38\python.exe C:/Users/saleh/PycharnProjects/DNA-6enetic-Encryption/DNA-Genetic-Encryption-Technique-master/enc_dec_exec.py

vd
#a#a4444 ENCRYPTION ####4444

Text: Inputing some random sentence. I am so happy finally I have finished my thesis. We all worked as a team
Key: 128 01116011010060100101109161010110010010916011601001010100011611110101010101001100601110000110101160116101611110916111609161160100

dl

m g

DNA-GET is running...

Initial DNA sequence: CAGCCGTGCTAACTCCCTCACGGCCGTGCGCTAGAACTATCGTTCGTCCGCCAGAACTAGCGACCETGCECACGTTCETCAGAACTATCECCCETECTCACGCCCETECEATCECCAGTEAGAACAGCAGAACGACCETCAGAACTATCETTAGAAC
Final DNA sequence: TGTTATACTAGAATTCTGTTAGATGCCGACCTATGATGAAGGAGAATTGACATCGCCTCAAAGCTACAAGGTACGCCE666C6TAGGCACCCTGCTETTETEETCGATCATGAACTTGCGACAGATTTTTATTCGCCATCATGCTEE6TAATGCCCCTT

Total execution time: 0.831244277954101562

#a#a4444 DECRYPTION ####4444

Encrypted text: TGTTATACTAGAATTCTGTTAGATGCCGACCTATGATGAAGGAGAATTGACATCGCCTCAAAGCTACAAGGTACGCCE666C6TAGGCACCCTGCTETTETGETCGATCATGAACTTGCEACAGATTTTTATTCGCCATCATGCTEEETAATGCCCCTTTEAA
Key: <key>01110011010000100101100101010110010010016011601601010160011011110101010161601160001116000110101100110161611116016111000101100100<key><no_rounds>5<no_rounds><round><resha

DNA-GDT is running...

Initial DNA sequence: TGTTATACTAGAATTCTGTTAGATGCCGACCTATGATGAAGGAGAATTGACATCECCTCAAAGCTACAAGBTACGCCEE6GCETAGBCACCCTECTGTTETGETCGATCATGAACTTGCGACAGATTTTTATTC6CCATCATECTE66TAATGCCCE
Decrypted text: Inputing some random sentence. I am so happy finally I have finished my thesis. We all worked as a team

Total execution time: 0.046860694885253906

Decryption succeeded.

Process finished with exit code 0




                                       Input-output image.1
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C:\Users\saleh\AppData\Local\Programs\Python\Python38\python.exe C:/Users/saleh/PycharnProjects/DNA-6enetic-Encryption/DNA-Genetic-Encryption-Technique-master/enc_dec_exec.py
ansuinsd ENCRYPTION #suinsy

Text: Our supervisor is very helpful

Key: 128 01100011601161000110011601100010001161010100111161016011610011110100100001116011611011006011109001001011610000010101601161016116

DNA-GET is running...

Initial DNA sequence: CATTCTCCCTAGAGAACTATCTCCCTAACGCCCTAGCTCGCGGCCTATCGTTCTAGAGAACGGCCTATAGAACTCGCGCCCTAGCTGCAGAACGGACGCCCGTACTAACGCGCTCCCGTA
Final DNA sequence: CTGACGAGAGCGTCAACGGACTTAAAAGCCTCTGGCGCGCATCCCGATCATCTCCGAGATATTAGGTTTAGACAGAGGACTGAGTCAACACCCTTTGCGTTGETCGCTAGGACCGAGGTT

Total execution time: 6.815622138977650781

#a#a4444 DECRYPTION ####4444

Encrypted text: CTGACGAGAGCGTCAACGGACTTAAAAGCCTCTGGCGCGCATCCCGATCATCTCCGAGATATTAGGTTTAGACAGAGGACTGAGTCAACACCCTTTGCGTTGETCGCTAGGACCGAGGTT

Key: <key>01100011001101000110011001100010001101010100111101010011010011110100100001110011011011000011100001001011010000010101001101010110<key><no_rounds>5<no_rounds><round><reshap

DNA-GDT is running...

Initial DNA sequence: CTGACGAGAGCGTCAACGGACTTAAAAGCCTCTGECGCECATCCCGATCATCTCCGAGATATTAGGTTTAGACAGAGGACTGAGTCAACACCCTTTGCETTEETCECTAGBACCEAGETT
Decrypted text: Our supervisor is very helpful

Total execution time: 8.015622615814208984
Decryption succeeded.

Process finished with exit code 0




                                Input-output image.2
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C:\Users\saleh\AppData\Local\Programs\Python\Python38\python.exe C:/Users/saleh/PycharnProjects/DNA-6enetic-Encryption/DNA-Genetic-Encryption-Technique-master/enc_dec_exec.py
ansuinsd ENCRYPTION #suinsy

Text: 81245879568789515154847847541456156148

Key: 128 060111091011001116100011161111090611010916111601161016101610010000110111001000110010000100011601001011010010011100110109161000111

DNA-GET is running...

Initial DNA sequence: ATAAATACATAGATCAATCCATGAATCTATGCATCCATCGATGAATCTATGAATGCATCCATACATCCATACATCCATCAATGAATCAATCTATGAATCAATCTATCCATCAATACATCAATCCATCGATACATCCATCGATACATCAATGA
Final DNA sequence: CGCGGGTGCGCTTAGTACCATATTGGTACCATGAGCACGAAGCCGAGACACGTAAAGCCACGGAGCATAGTCATTATCGTTGCTGCTCCGAAGCGTCCCGATATACGACAATTATAGGCCAGAGGGATATATGTAACTGGACGECGCTTAGG

Total execution time: 6.815619754791259766

#a#a4444 DECRYPTION ####4444

Encrypted text: CGCGGG6TGCGCTTAGTACCATATTGGTACCATGAGCACGAAGCCGAGACACGTAAAGCCACGGAGCATAGTCATTATCGTTGCTGCTCCGAAGCGTCCCGATATACGACAATTATAGGCCAGAGGGATATATGTAACTGGACGECGCTTAGG

Key: <key>00111001011001110100011101111000011010010111001101010101010010000110111001000110010000100011001001011010010011100110100101000111<key><no_rounds>5<no_rounds><round><reshay

DNA-GDT is running...

Initial DNA sequence: CGCGGGTGCGCTTAGTACCATATTGGTACCATGAGCACGAAGCCGAGACACGTAAAGCCACGGAGCATAGTCATTATCGTTGCTGCTCCGAAGCGTCCCGATATACGACAATTATAGGCCAGAGGGATATATGTAACTGGACGECGCTTAGG
Decrypted text: 01245879568789515154847847541456156148

Total execution time: 8.01562666893005371
Decryption succeeded.

Process finished with exit code 0




                                      Input-output image.3

result analysis
The method that we have proposed uses DNA genetic encryption method to encrypt the data and decrypts the data at the receiver end. This method can process a large amount of data in a very short time because of symmetric key uses. We performed the test by putting different sizes of data to see how it performs. The results are shown in table.3.
	  Size of data
	   Encryption time(second)
	  Decryption    time(second)

	                  1KB
	       0.06244301795
	    0.06252455711

	                  5KB
	       0.23076119422
	    0.24367156028

	                  7KB
	       0.31243896484
	    0.37494111061


 Table.3. Encryption and decryption time for different sizes of data
We have also performed the encryption process using only numbers, letters, and a combination of letters and numbers to see the difference in execution time. In table.4 the encryption and decryption time is given. We used a 128-bit size for all the operations.
	Types of data
	Encryption time
	Decryption time

	Numbers 
	0.015618324279
	0.03124141693

	Alphabets 
	0.031243801116
	0.03124499320

	Combination of Alphabet & number
	0.031243324279
	0.01562333106


         Table.4. execution time of different types of data
conclusion
Information security will be shaped by DNA cryptography in the future because of its complexity and unpredictability, which encode data in DNA format is more secure than using other cryptographic mechanisms. We implemented D-GET in this research, which is based on multiple iterations and genetic operations. It also has operations, encryption, rotation, crossover, mutation, and reshapes methods, all of which help to improve encryption quality. Our result shows the D-GET technique's resilience to various steganalysis assaults based on numerous key sequences, D-GET operation, and changes in original data size and format. However, our method includes multilayer protection phases that ensure data secrecy while also increasing data security, efficacy, and resilience and protecting against discovery.
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