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ABSTRACT 

Learning Management Systems (LMSs) have been rapidly adopted in higher education. The emergence of the COVID-19 pandemic not only disrupted normal, traditional teaching and learning but also revolutionized pedagogical approaches and learning methodologies. However, most LMS platforms, such as Moodle, utilize static content delivery methods that are not sufficiently catered to the diverse learning needs and abilities of students. The study, motivated by the results from our previous article based on a systematic literature review, aimed to design and evaluate an AI-enabled adaptive learning framework to enhance Moodle’s ability to provide personalized learning experiences. This paper used a quantitative experimental research design and a data set that contained demographic, behavioral, engagement, and academic performance data from 213,000 students. The proposed framework involved the use of Extreme Gradient Boosting (XGBoost) models for learner performance prediction and at-risk student identification, along with a hybrid recommendation system for personalized content delivery. The results showed a remarkable predictive power, with the at-risk detection model achieving 97.7% accuracy and the learner performance prediction model achieving 97.3% accuracy. The feature importance analysis suggested that the top predictors of academic outcomes included learner engagement, peer interaction, attendance, time spent on the platform, and academic skills. Moreover, the hybrid recommendation system was able to generate personalized learning resources based on learners’ performance, deficiencies, and learning preferences. The research results indicate that the combination of AI and machine learning techniques in Moodle can greatly enhance adaptive learning, learner engagement, and early intervention strategies, resulting in improved educational outcomes in higher education settings.
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INTRODUCTION
With the rise of digital learning environments around the world, there has been a major shift within educational organizations, especially after the COVID-19 pandemic outbreak, which triggered the use of virtual and hybrid learning systems. Learning management systems (LMS) like Moodle have become integral tools for the dissemination of course material, assessment of students, communication, and remote learning. Their versatility, scalability, and affordability have played a significant role in their widespread acceptance in universities globally.Despite such improvements, however, current LMS systems have some major drawbacks. Most traditional e-learning solutions use static content delivery and apply identical approaches to all users, without taking into account their learning styles, engagement patterns, intellectual abilities, or previous academic performance. Such an approach is likely to lower user engagement, prevent proper learner assistance, delay interventions with underperforming learners, and negatively affect academic success.
While Moodle is quite effective in terms of being an open-source LMS system, this platform uses only human guidance and simple reporting mechanisms. Although this solution provides great administrative control, its adaptation capabilities are not so strong, and no predictive algorithms can be used for identification of at-risk learners. Consequently, teachers will experience difficulties with progress monitoring, learning problem detection, and personalized instruction. In turn, the application of artificial intelligence (AI) and machine learning (ML) can provide ways of dealing with the aforementioned disadvantages. An intelligent educational system using the capabilities of artificial intelligence and machine learning can analyze huge amounts of information about learners collected from digital learning environments, which includes behavioral patterns, assessment scores, attendance data, interaction, and engagement patterns.
This paper is a follow-up to a systematic literature review conducted by Dube et ql (2026), which revealed several gaps in existing literature. The findings of that research revealed that recent trends in the field of educational data mining and intelligent tutoring systems show the high potential of AI-enabled learning environments to enhance students' engagement, academic performance, and their general satisfaction from the learning process. It has been proven that machine learning techniques including XGBoost, Decision Trees, Artificial Neural Networks, and SVMs provide high prediction ability within the educational area. Moreover, modern recommendation systems and generative AI techniques are successfully implemented into LMS platforms as well. In the current research, a new approach to improving Moodle platform is suggested based on applying AI methods to increase students' engagement and enhance educational results. To achieve these goals, it was decided to use XGBoost-based predictive models and a recommendation system as an effective combination for enhancing Moodle learning experience.
Problem Statement
Although Moodle’s open-source nature offers an extensible architecture for intelligent services (such as automated grading or learning analytics), research into large-scale, policy-driven integration that ensures ethical governance and pedagogical alignment remains in its infancy (Sofianos, 2026). In addition to this problem, despite Moodle’s popularity compared with other platforms, the scalability and deep AI integration in such systems still require further research (Angeioplastis, 2026; Sofianos, 2026). This is because there is limited literature demonstrating how to integrate machine learning with Moodle to enhance personalized learning. 
Much current literature tends to focus on the investigation of various types of AI technologies in isolation from each other, instead of considering them as one integrated system (Long, 2026; Wang, Zhang, & Zhou, 2026). Furthermore, much research typically assesses the efficiency of individual technological applications, like AI-powered chatbots for language training, without considering their integration into larger adaptive learning systems (Wang, Zhang, & Zhou, 2026)). Moreso, many AI applications in educational practice depend on static evaluation rather than longitudinal and field-based use (Niyazova, 2026; Sangwa, 2026). Adding to this is the realization that current empirical evidence is not yet available with regard to the effects of adaptive algorithms and intelligent feedback in practical, skill-related university classes (Yermaganbetova, 2026).
Most importantly, many Learning Management Systems (LMS) continue to function primarily as administrative and static content repositories rather than intelligent, inclusive environments (Angeioplastis, 2026). There is therefore a need for a holistic approach where AI is integrated with other systems, such as Moodle, to enable multiple tasks, including cognitive scaffolding, real-time feedback, and instructional management (Long, 2026; Yermaganbetova, 2026). For example, literature provides evidence that numerous studies employ historical data sets to check whether algorithms would operate properly, while the reality requires an approach that could account for "the sense-decide-act cycle" (Niyazova, 2026).	
Research Objectives
This study aims at filling in these gaps through the proposal and analysis of an AI-based adaptive learning model for enhancing Moodle e-learning tool by incorporating the capabilities of artificial intelligence and machine learning to promote personalization and adaptation to learning in higher education.
The specific objectives of this research are to:
1.	Personalize the learning process with a focus on the learner's performance.
2.	Identify weaknesses of learners using continuous evaluation and prediction.
3.	Enhance learner engagement by providing interactive learning resources.
4.	Provide educators with intelligent information regarding the progress and engagement of their learners.
[bookmark: OLE_LINK120]RELATED WORK
Conventional systems of education are mainly based on behaviorists and cognitive models of learning, where teaching is usually teacher-centered and standardized, while learning involves passively acquiring knowledge. Personalized e-learning systems have, however, been found to borrow much from social constructivist and connectivist theories of learning.
According to social constructivism, learning is viewed as a social process where knowledge is socially constructed using various digital technologies. Connectivism further stresses the importance of technology-mediated social connections in the construction of knowledge and learning. The use of AI-enabled learning systems corresponds with these modern theories through providing an environment where learners take charge of their educational experience. The adaptive learning system enables learners to create their own knowledge through personal interaction, thus enhancing their learning experience.
The latest research indicates that the integration of AI into the curriculum facilitates collaboration and self-regulation among students by creating opportunities for them to design learning paths based on their capabilities and preferences. This new paradigm in which learners construct knowledge is a marked departure from the old approach of learning, where learners passively consumed information.
[bookmark: OLE_LINK85][bookmark: OLE_LINK123]Traditional Versus Personalized E-Learning
The development of digital learning spaces has changed traditional learning practices. The standard e-learning system usually uses a linear learning model that delivers uniform content and learning paths for everyone enrolled in the program. While these systems have increased access and flexibility, they do not cater to the unique needs of each student. Traditional LMS does not have a flexible component that can adapt to changes in student interest, ability, and achievement levels. This means that some students may lack motivation, engagement, and academic support. On the other hand, personalized e-learning systems make use of artificial intelligence to provide an adaptive environment for learning. Personalized e-learning uses AI to track the learner’s performance and behavior to personalize the instructional material. Current LMS systems like Moodle are not just limited to serving as databases but can also be used to facilitate intelligent tutoring using artificial intelligence.
Artificial Intelligence Techniques in Personalized E-Learning
Data mining is now considered one of the most essential components of AI in education. Numerous studies have proven that machine learning algorithms can be used to predict academic performance and identify at-risk learners. Chen et al. (2026) created a multimodal early warning system based on behavioral logs and emotional analytics with a predictive accuracy of 86.3%. Wang (2025) incorporated Artificial Neural Networks, Recurrent Networks, and Support Vector Machines into a composite model that was able to predict outcomes with a predictive accuracy of 98%. Nai et al. (2024) also applied process mining and XGBoost models to predict learner outcomes based on the analysis of web interaction data with approximately 70% accuracy. Moreover, Khan et al. (2021) utilized the Decision Tree algorithm to analyze students' attendance and assessment data to identify at-risk learners with a 86% accuracy. Machine learning algorithms can be successfully applied to predict student academic performance based on the data generated by LMS.
AI and Student Engagement
Learning platforms using AI technologies have similarly demonstrated great promise in increasing learner engagement. Various technologies such as generative AI chatbots, intelligent tutoring systems, and adaptive learning agents have become common among learning platforms. According to Zhou et al. (2025), the use of AI chatbots in language learning environments increased learner engagement and listening skills. Similarly, Lee, Atif, and Kang (2026) conducted a research where GPT and natural language processing (NLP) technologies integrated within digital learning platforms were used to categorize the behaviors of students, demonstrating that adaptive, reflective AI capabilities indeed support constructivist teaching methods. In like manner, Villegas-Ch et al. (2026) created an explainable AI tutor in Moodle and found out that over 90% of suggestions made by the tutor were pertinent to the learner’s situation. Overall, the findings imply that AI technology may enhance learner interaction and engagement in e-learning settings.
Student and Educator Perspectives on AI in Education
While there is no doubt that AI-based tools have a lot to contribute to education, it should be admitted that both teachers and learners have raised issues about ethics, privacy, and dependency on AI-driven solutions. There are quite a few pieces of research that suggest that learners have positive attitudes towards AI-based learning systems because of the personalized and instant feedback. Nonetheless, there are also concerns about reduced human interaction, cognitive overload, and limited opportunities for critical thinking. Educators recognize the possibilities of AI but highlight the importance of developing governance systems, ethical codes of conduct, and teacher training programs
Challenges in AI-Enhanced E-Learning Systems
In spite of the wide usage of AI solutions in education, there are still some obstacles that affect the process of implementing them efficiently.
Technological Infrastructure
The Digital Divide and Connectivity Issues: The most significant problem of technology infrastructure is the digital divide, which hinders the equal distribution of AI-based tools. AI systems usually require an efficient network connection to receive information and analyze user behavior for personalized learning (Ordaya-Gonzales et al., 2024). Technology limitations: are prevalent in less-developed countries or rural settings, low Internet speed makes it hard to implement data-hungry technologies such as Generative AI (GenAI) and real-time predictive analytics (Ntorukiri et al., 2022). This is further exacerbated by an imbalance in resources because the development of technology infrastructure varies geographically; for instance, AI research and applications are mainly conducted in the Asia-Pacific and Anglophone countries, whereas others lack even basic digital technologies (Long, et al., 2026). 
Compatibility Between Modern AI Systems and Legacy Systems: Using AI systems within existing educational paradigms usually causes issues related to incompatibility between modern AI software/hardware and legacy infrastructure. This is most evident where software and hardware are incompatible: For example, some organizations use an LMS system and also have an AI-based system. The failure of these systems to work together creates challenges for educators who have to resolve the problem instead of teaching (Qiu, & Qiu, 2026; Boninger, & Nichols, 2025). Another form of the challenge relates to scalability issues regarding organizations that have AI-related policies; they may not be able to implement them due to inadequate planning for scaled use (Zakiah et al., 2025).
Security and Privacy Infrastructures for the Collection of Data
The use of artificial intelligence in the learning process is characterized by huge amounts of information collected about the learner's performance and behavioral traits. The emergence of such requirements makes it necessary to implement a cybersecurity infrastructure. Data breaches are common due to the lack of money needed to purchase modern security solutions, educational establishments may experience identity theft and become victims of data breaches (Zaid and Garai, 2024). Furthermore, ethical data protection issues exist because of the implementation of XAI that must be supported by proper data protection policies and procedures, especially concerning learners with disabilities (Adewale, et al., 2026). Transparency in Algorithmic Decision-Making: The critical infrastructure requirement for "explanable AI" (XAI) is crucial in providing transparency in decision-making mechanisms, including auto-grading and profiling of students (Ncube, 2023; Tunduny & Shibwabo, 2026). Without this requirement, there is a risk of algorithmic bias (Mariyono, et al., 2025). Moreso, failure to adapt to diverse cultures and languages is problematic since the technology is unable to adapt to diverse cultures and languages, thereby producing bias in the algorithms for NLP and assessments for minority learners (Adewale, et al., 2026).
Preparedness of Educators
Trends 2024-2026 indicate that access to technological advancement does not necessarily imply educational preparedness. Self-efficacy and pedagogical trust: studies on pre-service teachers reveal that even if they have a high degree of "AI readiness," it does not necessarily correlate with self-efficacy in their teaching profession (Baimukhambetova et al., 2025). However, teachers tend to become more confident in their ability to use the AI tool only after training that helps them understand how AI abilities align with their teaching goals (Murillo-Jiménez et al., 2026). The literacy divide is a persistent problem because teachers do not get the required training to integrate digital inclusion, accessibility, and AI literacy into their teaching practices (Yermaganbetova et al., 2026).  Another issue regards adaptation since many educational institutions generally adapt slowly, while GAI technologies advance quickly. There is a "dual responsibility" placed on teachers to both adopt the technology and train their students on AI literacy skills (Gravino et al., 2024). In countries like Latin America, structural barriers such as workload, lack of incentives, and mandatory self-paid professional development make teachers resistant to embracing the AI technology (Yermaganbetova et al., 2026).
Privacy and Ethical Issues
[bookmark: OLE_LINK121]Privacy Concerns and Ethical Issues: Ethical discourse in AI-enabled education is no longer subsidiary but essential for responsible and beneficial use of such technology (Arsian, 2026). AI algorithms rely on massive amounts of data, such as students' grades, behaviors, and learning approaches, which brings up the issues of privacy violations and access to confidential information (Gökçe, 2026). Furthermore, algorithms perpetuate any form of bias embedded in their datasets, which leads to biased grading and discrimination against women or marginalized groups due to their background or financial standing (Gökçe, 2026; Marcos, 2026). The emergence of LLMs such as GPT-4 poses challenges to authorship and authentic learning, as it may cause students to refrain from cognitive development in favor of relying on AI-generated content (Alblooshi, 2025). Explainable AI is crucial for transparency on how such AI will make important judgments regarding students’ progress, avoiding the “black box problem” (Arslan, 2026).  Infrastructure Limitations: The first challenge posed by AI integration is the incapacity of existing technological infrastructure to support demanding AI applications. For example, poor Connectivity and the Digital Divide: High-speed connectivity is essential for real-time processing of AI algorithms. The digital divide, characterized by inadequate connectivity and expensive devices, is a form of “structural constraint” (Ramroop, 2026). Another infrastructure related challenge is the interoperability Issues: The implementation of advanced AI technology into pre-existing learning management systems often causes interoperability problems, as the old systems are not compatible enough to provide seamless communication between new technologies (Ramroop, 2026).
Lack of Communication and Collaboration Opportunities
The introduction of AI-assisted learning platforms has raised some issues concerning the loss of social presence and the dehumanizing effect of education. There is an interactive distance because AI systems can unintentionally increase feelings of loneliness. The concept of “interactive distance” is defined as the absence of human interaction in communication, which results in alienation and lack of motivation (Kyrou et al., 2026). There is also an absence of social presence because overuse of digital and AI tools may prevent individuals from establishing valuable relationships, thus preventing essential cognitive and emotional development (Marcos, 2026).  The other challenge is that there is a conflict between humans and AI partnerships: Although various models of “Teacher-AI Cooperation” (TAC) have been proposed, too much automation may interfere with teaching and limit a teacher’s capacity to define relational educational goals (Chan, 2025). On the other hand, students may engage in intellectual surrender when dealing with an AI system without proper support from peers and teachers (Muhanguzi, 2025).
[bookmark: OLE_LINK129]METHODOLOGY
The experiment was conducted using an experimental design of quantitative research in order to create and assess artificial intelligence-based adaptive learning models in Moodle. The research design included four stages: data gathering, data pre-processing, machine learning model building, and model assessment and recommendation generation.. The research design concentrated on assessing the effectiveness of machine learning algorithms in predicting performance and identifying at-risk students.
Dataset Description
The experiment employed an adaptive learning dataset that comprised 213,003 students' information and 29 features. These consisted of demographic, behavior, academic, and engagement features created via digital learning interactions. Important features consisted of Age, Gender, Mother tongue, English language proficiency, and learning method. Attendance rate, Feedback score, Quiz score, Engagement score, Usage time on the learning platform, Peer interaction score, and Final exam score. Two target features were constructed as follows: Performance Level — a multiclass classification feature that classifies students as low, moderate, and high performers and At-Risk — a binary classification feature that recognizes students at risk of performing poorly academically.
Data Preprocessing
Data preprocessing started with the detection and imputation of missing data. Missing numeric values were imputed by the median, whereas mode imputation was used to fill up missing categorical values. Duplicate rows were detected and eliminated to ensure high-quality data. After data preprocessing, there remained a dataset of about 213,000 rows ready for use. Label encoding was used for encoding categorical variables into numeric values. Examples of these categories include gender, type of learner, engagement, and proficiency in the English language. In feature selection, selected features were made according to relevancy and predictability. These included measures of engagement, academic achievements, behavior, and demographics.
Target Variable Creation
[bookmark: OLE_LINK131]This study provided two prediction targets: Performance Levels and “AT-Risk” status. On the performance level, the scores for the final exams were graded as Low Performance – score less than 60, Medium Performance – score between 60 and 74; and High Performance – score greater than 75. The students who scored below 60 on the final exam were “At Risk” and those that scored above 60 were “Not At Risk.”
Dataset Splitting
The data was then partitioned into training and testing sets following an 80% to 20% ratio. Sampling approaches were stratified to maintain balance in class distribution between the datasets.
[bookmark: OLE_LINK140][bookmark: OLE_LINK133]RESULTS
Dataset Exploration and Class Distribution
[bookmark: OLE_LINK124][bookmark: OLE_LINK135]The exploratory analysis of the dataset indicated an imbalance between classes in the dataset. The percentage of high-performing students was found to be 69.1%, whereas the percentage of low-performing students was just 2.25%. Likewise, in terms of being at-risk, 2.25% of the students belonged to this category. Performance in Detecting At-Risk Students The XGBoost model used for detecting at-risk students had outstanding prediction performance with an overall accuracy of 97.7%. Other prediction measures included  Precision: 95.6%, Recall: 97.7%, F1-Score: 96.6%; and ROC-AUC: 95.9%. The confusion matrix showed the robustness of prediction in detecting at-risk students while minimizing the rate of false negatives. This implies that AI-based predictive analysis could be instrumental in intervention systems in Moodle.  humans and AI partnerships: Although various models of “Teacher-AI Cooperation” (TAC) have been proposed, too much automation may interfere with teaching and limit a teacher’s capacity to define relational educational goals (Chan, 2025). On the other hand, students may engage in intellectual surrender when dealing with an AI system without proper support from peers and teachers (Muhanguzi, 2025)
Performance Prediction Results
[bookmark: OLE_LINK136]The performance predicting algorithm gave 97.3% accuracy in its predictions. On the other hand, the accuracy rate showed some limitations of having a highly imbalanced class dataset when predicting the performance of learners. The model showed that it was very accurate in predicting high-performing students. On the other hand, there were lower recalls in the minority performance categories of low- and medium-performing students.
Feature Importance Analysis
[bookmark: OLE_LINK138]A feature importance analysis helped us identify several factors that could predict both good academic results and potential academic risks. The most important features are the Attendance percentage. Learning platform time usage, Peer interaction score, Writing skills score, Listening skills score, Vocabulary improvement, Engagement score, and Socioeconomic status. All the above-mentioned findings prove previous research studies that indicate a close connection between learner engagement and interaction patterns and their academic results.
Cross Validation Findings
Five-fold cross validation revealed the robustness and high level of generalization ability of the models under consideration. The model predicting performance showed an average accuracy of 97.13%, while the at-risk detection model yielded an average accuracy of 97.70%. The minimal variance obtained in this process points to the stability of the models.
Performance of the Hybrid Recommendation System
The hybrid recommendation system was able to provide personalized learning recommendations for each individual learner depending on his or her weaknesses, engagement, preferred learning style, and performance trends. This means that such a recommendation system would have the capability to provide learning materials tailored to specific learners, increase engagement, offer adaptive pacing, promote self-regulated learning, and offer personalized instructional support
[bookmark: OLE_LINK142]DISCUSSION
The results of this research have shown how effectively adaptive learning and support can be improved with the help of integrating AI and machine learning methods into Moodle platforms.  For instance, experiments reveal that merging single classifiers (Neural Networks, Logistic Regression, and SVM) into a heterogeneous group through voting methods like soft-voting and stacking provides higher predictive power (Evangelista & Sy, 2022; Saini, 2025). This view confirms an earlier study by Injadat et al. (2020), which concluded that the ensembles of learners performed exceptionally well in terms of their predictive accuracy and low false-positive rate in detecting the at-risk students. In acknowledgement, Zhao et al. (2025) show that the use of tree-based ensembles, such as Random Forests, generates better precision, recall, and F1-scores compared to traditional classifiers. 
The results of this research also show that XGBoost-based predictors were capable of providing highly accurate results, which corresponds well with previous literature. For example, studies conducted on specific gradient boosting systems such as CatBoost show that optimized hyperparameter ensemble models decrease classification errors immensely relative to conventional baselines, achieving precision levels surpassing 92 percent (Joshi et al., 2021) Likewise, a recent study by Nasreddine et al., (2025) shows that when addressing cases involving highly imbalanced data in organizational settings, implementing XGBoost with data balancing algorithms provides substantial enhancements in multi-level classification over single classifiers. All this can be seen as evidence that proves the effectiveness of using ensemble learning in the context of academic forecasting.

5CONCLUSION
This paper focused on the integration of artificial intelligence and machine learning into Moodle to support adaptive and personalized learning processes in higher education institutions. The results of this study clearly indicate that AI and machine learning can be utilized to boost engagement, academic performance tracking, and early intervention processes. The XGBoost predictive models proved efficient in detecting at-risk learners and predicting academic performance outcomes. The hybrid recommendation system succeeded in generating personalized learning pathways for students. Thus, this paper provides an important contribution to the existing literature as it presents a scalable and sustainable framework that can be used to implement adaptive learning processes in open-source LMSs. Nevertheless, there is room for improvement, as there are still some limitations associated with this project, which include technological, ethical issues, and class imbalance problems. Future research may focus on the development of real-time adaptive learning systems, explanation methods for AI models, integration of generative AI algorithms, and longitudinal study design. In conclusion, adaptive learning systems enhanced by AI technologies can make higher education much smarter, responsive, and individualized.
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