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ABSTRACT

Zero-day exploit has remained one of the main challenges facing network administrators over the years; while
several studies have been proposed to help solve this problem, the need for a deception model which is reliable
remains a gap. The aim of this study is deception technique for zero—day exploit management. The
methodology used is quantitative. The testbed under study is Ethnos cyber limited. The research method are
modelling of the network facility, formulation of vulnerability problem, proposed behavioural analytical model
using Stochastic Game Theory (SGT) technique, modelling of the decoy facility with honeypot techniques,
modelling of the decoy vulnerability with honeypot techniques, then modelling of the new deception technique
for zero-day attack management. To implement the new security solution on the testbed, python programming
language was applied, while the data used for the coding was collected from the testbed. Simulation was
applied for the testing of the new security model using data collected from the testbed. Metrics such as Attack
Diversion Rate (ADR), Honeytoken Activation Rate (HAR), Mean Time to Detect (MTTD), Mean Time to
Respond (MTTR), and False Positive Rate (FPR), vulnerability conviction rate and exploitability rate were all
applied to evaluate the model performance. The ADR reported as 91.56%, MTTD recorded as 5.96s, while the
rate of honeypot activation was measured as 87.45%. The exploitability and conviction rate of the honeytoken
reported 0.6 and 0.98 respectively. MTTR reported 10.04s, while the false positive rate reported an average of
3.07%.
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INTRODUCTION

Globally, one of the main challenges facing computer system networks is Zero-Day Attack (ZDA). Sarhan et
al. (2022) defines ZDA as an unknown cybersecurity vulnerability, which hackers exploit to illegally penetrate
and attack a network. The ZDA are made up of three components which are vulnerabilities, exploits and
attacks. The vulnerabilities are inherent flaws or defects in the network hardware and software vulnerability
exploitation components. This may result from human error, delayed patch and updates, legacy systems,
technical glitches, insider attack, etc. (Reddy et al., 2024; Roumani, 2021). These vulnerabilities include weak
passwords, outdated software, outdated network technologies, etc., and are classified based on their severity in
the Common Vulnerabilities and Exposure (CVE) list, which is a catalogue of computer network
vulnerabilities (SakthiMurugan et al., 2023). Zero-day exploits on the other hand refers to codes, software,
tools or techniques used by cyber-attackers to identify and take advantages of the vulnerabilities within a
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network, unknown to the administrators (Singh, 2019). In order words, the zero-day exploit is a process of
identifying vulnerability within a network and then flagged as pathway for zero-day threat actors to gain
unauthorized access and then inflict cyber-attack through the deployment of weaponized tools such as
malware, wormholes, virus, etc. (Teymourlouei et al., 2023; Topcu et al., 2023).

Among these three components of zero-day, vulnerability is the most prioritized for cyber criminals. According
to Zahoora et al., (2022) and Peppes et al. (2023), zero-day vulnerabilities are highly valuable in the
underground market when auctioned by threat actors (groups of hackers who actively search for vulnerabilities
in computer networks, software or hardware for exploitation), and are exploited for ZDA. For instance, in
2022, the Google project zero team reported 18 different ZDA (Schiaffino et al., 2023). Another example is the
Microsoft CVE-2016-067 vulnerability threat on windows machine (Sharukh, 2020). Furthermore, Peppes et
al. (2023) reported a major hit on different organizations such as Google, Yahoo, Morgan Stanley, etc. which
affected millions of users due to its severity. These impacts of ZDA necessitate the need for Vulnerability
Management (VM).

VM refers to the systematic process of identifying, classifying, prioritizing, and addressing security
vulnerabilities in software and IT infrastructure. In traditional models, this involves patching known
vulnerabilities and deploying security tools such as firewalls, intrusion detection systems, and antivirus
systems to reduce the attack surface. However, the nature of zero-day vulnerabilities complicates this process
since these flaws are unknown until actively exploited by attackers.

Deception technology is defense tactics which employ deceptive tools to divert attacker away from original
network infrastructure to a decoy facility, and have been engages for ZDA detection, monitoring and mitigation
(Tan et al., 2022; Sayed et al., 2023; Oluoha et al., 2021; Nandakumar et al., 2022). In Sivamohanet al. (2022),
deception technique was identified as one of the most researched defence strategies in cyber security studies
due to several advantages it provides, particularly decoy and threat intelligence.

Popular deception methods include Honey-X, camouflaging, mimicking, etc. (Oluoha et al., 2021). Among the
deception methods, Honey-X (Niakanlahajiet al., 2020) has been widely used by researchers (Perkins and
Howell, 2021; Sivamohanet al., 2022; Morozov et al., 2023) for ZDA management. This study suggests an
advanced deception paradigm for zero-day attack management in order to overcome these issues. This will be
accomplished by implementing an Advanced Game Theory (AGT) technique. The AGT model will manage
attack by treating the interaction between attackers and defenders as a strategic game, where defender actions
are based on anticipating the most likely vulnerabilities attackers will exploit. It dynamically adapts its
deception strategies in real time, responding to attacker behaviour and making vulnerabilities harder to exploit.
By optimizing resource allocation and prioritizing critical vulnerabilities, the model ensures efficient defence
against zero-day threats while minimizing risks to the system. This proactive, strategic approach enhances the
overall management and mitigation of vulnerabilities, especially those not yet known or fully understood.

RESEARCH METHODOLOGY

The type of research design used is the quantitative. The research methodology used is experimental design
which takes a systematic approach that includes identification of the problem, proposing solution to the
problem identified, modelling the proposed solution, programming it on a testbed, testing and then validating
its performance. The research method takes a systematic which began with the modelling of the problem
through description of the network environment and then potential zero-day vulnerability. This modelling
forms the testbed under study. Then behavioural analytical model was modelled using stochastic game theory
approach. The decoy environment was modelled with honeypot, while decoy vulnerability was introduced on
the decoy environment using honeytoken. The methods were integrated as decoy approach for zero-day attack
management. To simulate the solution, data as collected from Ethnos cyber limited and then applied to
implement the solution through python programming language. Simulation approach was applied for the
testing process, while comparative analysis was applied as technique to validate the system. The Figure 1
summarized the research methodology.
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Figure 1: Block diagram of the research methodology

'

Data collection

The data used for this was collected from Ethnos Cyber Limited, No: 2071 Muri Okunola St, Victoria Island,
Lagos Nigeria. The collected data model a network environment with zero-day vulnerabilities, simulated threat
features, and several attack vectors as shown in Table 1

Table 1: Simulation parameters (Source: Ethonos Cyber Limited)

Variable Description Value
S; Real system (target) 1
H; Honeypots in the network 3
T; Honeytokens in each honeypot 3
P(H) D 0.4-0.7
SGT Simulated threat features 30000
B(T)) Believability of honeytoken T; 0.5-0.9
E(T}) Exploitability of honeytoken T; 0.6-0.8
Uy Defender’s utility function 5-10
Uy Attacker’s utility function 1-3
Taetay Time delay before attacker identifies a decoy 30-120
P(detection) | Probability of detecting an attacker interaction 0.8-0.95
P(interaction wi| Probability of interacting with honeytoken T; 0.5-0.85
tattack Time window for each attacker action 30-600
tsimulaiton Total simulation time 100
Nattacker Number of attackers involved in the simulation 1-5
Npormal Number of normal users interacting with the system | 10-20
P(S,) A)) 0.1-0.2

The Proposed Deception Technique for Zero-Day Attack Management

The proposed system is made of three different approaches which are an improved game theory approach,
honeypot and honeytoken. The improved game theory optimizes decision making to differentiate between
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attacker and legitimate user. Upon attacker identification, access to decoy facility is granted which looks
exactly like the main network facility and developed using honeypot techniques. To ensure that the attacker
remains on the decoy facility, decoy vulnerabilities are strategically placed on the network environment using
honeytoken technique. This ensures that the attacker remains on the fake network facility, while the threat
intelligence and response are automatically initiated. The Figure 2 presents the proposed system block
diagram.

Legitimate user

Input from network user A3
é Attacker
Proposed stochastic game theory User behavioral analysis Honey-token

User legitimate ‘ User attacker Honey-pot

o
c .
Real network with zero-day vulnerability g Decoy network environment
c
g =
E Decoy vulnerability <
Main server 2
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[ Decoy server
z
g 1
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Figure 2: Proposed deception technique for zero-day attack management

The Proposed User Behavioral Analytical Model using Optimized Stochastic Game Theory Approach
(GTA)

Behavioral analysis is aimed at identifying an attacker and a legitimate user through actions. Normally
attackers always masquerade themselves to appear like a legitimate user and exploit vulnerability, while
legitimate users always interact with the network normally as expected. Game theory is a popular approach
employed in cyber security studies to characterize this behavior and classify legitimate users and attacker
(Hausken et al., 2024). However, due to the dynamic nature of attacker’s behavior, conventional game theory
approaches suffer issues of false positive, misclassification and hence raise a question of reliability, thus
necessitating the need for optimized game theory approach for behavioral analysis (Hattori et al., 2018; Douha
et al., 2023). The basic component of game theory is made of players, state space, action and payoff functions
as shown in Figure 3. The state space is defined as equation 1;

S = {51,52,53,54) (1.0)

Where s; is suspicious activities, s, behavior of potential suspected attacker, s; is the confined attacker and s,
is legitimate user. The actions are grouped into the defender action A, attacker action 4, and legitimate users
actions A4;. Let Az= [a} (continuous monitoring),a? (allow decoy if attacker),a> (allow if legitimate)].
Let A, = [al(attempt to exploit),a? (masqurade as legitimate user)]; While Let A =
[ai (access to system), a?(exit access). The payoff function for each payer is determined based on the
behavioral analysis for legitimate user, defender or attacker. The defender payoff attacker is defined as
equation 2.0.

P; = [s,a4,a4 and a;] (2.0)

Where attacker payoff is P, [s,aq, a4, while legitimate user payoff P, =
[s, a4, a;]. (Mejdi and Ezzedine, 2024). The transition state is defined as equation 3;
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T:S+A;*A, *A; tends to [0,1]. (3.0

This transition probabilities is the state change from s to s’ when action is taken.
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Figure 3: Component interaction diagram of game theory
The players in Figure 3 are the defender, attacker and legitimate users.
The rules for game decision are as follows;

1. Receive reward R, 1f the defender's identification of the attack is accurate.

2. Else if, incur C4 (where C is the cost function) if the defender set a valid user to decoy if true.

3. Else if, you will pay CZif the defence is unable to identify the attacker. If the attacker avoids detection,
then the reward is R, 44.

4. Else if, suffer C, if the attacker is set to decoy. Otherwise, receive the reward R,,4; if legitimate access
is granted.

5. Else if, incur C; if the legitimate is set to decoy.

The Deception Network Model Using Honeypot

In achieving this objective, the aim is to create a decoy network environment which looks similar with the real
network, but has several decoy vulnerabilities. The network decoy network environment was developed with
honeypot while the decoy vulnerabilities are deployed with honeytoken (Sivamohan et al., 2022).

Let the Real system (S,.), represents the actual network, Honeypots (H;) which constitutes the decoy system
made of H; Hy, ... ... ... ee .. o ... Hy to mimic the real network. Then the honeynet H,,.¢, which is a collection of
several honeypots. The honeynet presents the attacker to with multiple decoy vulnerabilities, while the
honeytoken are placed inside the honeypot to model vulnerabilities. To make these honeypots adaptive and
hard for attackers to detect, the Equation 1 was to model the honeypot as high interactive adaptive system,
considering the state of the honeypot a;(t), attack vector A;(t) and defence strategy D;(t) at H; at time t.

ot +1) = f(0:(0),4;(6),Di(D)) (4.0)

These adaptive honeypot models can switch between multiple decoy configurations o0;(t), to mimic real world
vulnerabilities. To model the interaction between the attacker and the adaptive honeypot, a Markov decision
model was applied in Equation 5 (Sivamohan et al., 2022).

P (0;(t + 1)]o;(¢), A; (), D;(8)) = m(o;(t + 1)) (5.0)

Where 7m(o;(t + 1)) is the probability of transition to new state of honeypot to ensure that attackers
continuously face difficulty in differentiating a real and decoy facility.

Honeytoken are deployed as potential decoy vulnerability inside the honeypot and are explorable by attackers.
Let the honeytoken based dynamic vulnerability be defined as T;. Each honeypot H; is injected with multiple
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honeytokens defined as T; T5, ... ... ... ... ... ... Ty, With n representing the number of placed honeytoken within
the honeypots, while T,, model different decoy vulnerabilities within the network. To dynamic nature of the T,
is described as a state function 6; and changes over (t). The conviction rate of B (T;) and the exploitation rate
E(T;) by attacker is defined as Equation 6 and 7,

B(T)) = —eam ©6)

E(T)) = 0 ™

Where the function of attractiveness and exploitability by an attacker A(t) of the vulnerabilities are
represented as a; and f;. These Equations 3 and 4 implied that as attacker interacts with honeypot, the
honeytokens adapts to make the attacker believe that vulnerabilities are real and exploitable.

Integrating the Stochastic Game Theory (SGT) Model with Honeypot and Honeytoken

This section presents a system integration of the stochastic game theory with the decoy network environment
for the management of zero-day vulnerability. In this case let the strategy of attacker and defender was used to
define the state transition and outcomes as a stochastic game. The defender objective function is minimizing
chances hatattacker reaches the main network environment, though the maximization of H;and T,,. Let the real
network S, and H; be used to maximize the goal as in Equation §;

n k
uqg = XP (HID) . B(T).E(T) (3)
i=1 j=1

Where u, is the utility function of the defender and models the overall effectiveness of diverting attacker to the
decoy honeypot environment and trapped with the honeytoken decoy vulnerabilities. The attacker objective
function is to identify S, , while avoiding H;and T,,. This goal can be minimized by the defender as Equation
9. The architecture of the honeypot network with decoy vulnerability is presented as Figure 4.

n
u, = P(S,|4). A— P (H;|A).B(T;).E(T)) )
i=1
Attack
Stochastic honeytoken
game theory
for behavioral
analysis

Decoy vulnerability network

Attacker

Decoy network
environment with

=" L 6y

Interaction honeypot

Decoy Server

Figure 4: Architectural model of the decoy network with deception vulnerability
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The Figure 4 presents the architecture of the decoy network with deception vulnerability. The attacker upon
identifying the network types to login. The input information was analyzed through the stochastic game theory
and then allow access to the decoy network environment which was modelled with adaptive honeypot to
mimic the real network environment, while the honeytoken was applied to create decoy vulnerability, which
ensures that the attacker remained on the decoy network and tries to exploit them. Threat information of the
attacker is collected from the decoy server and used to update the main network. The complete architectural
diagram which showcased the system integration of the deception technique for the management of zero-day
vulnerability was presented in Figure 5;

=3

Decoy vulnerability network

Behavioral
Stochastic game ehaviora honeytoken 6

h " analysis \_/
eory approac > t-m

Attacker

l Legitimate user

‘.= /E’i O

(2
(\‘3

Normal user
Real Network with zero-day vulnerability

Figure 5: Architectural model the deception technique for zero-day attack management

The Figure 5 presents the architecture which showed the management of zero-day vulnerability through
stochastic game theory, adaptive honeypot and honeytoken. When users (attacker or legitimate normal user) try
to access the network, based on their behavior the stochastic game theory was applied to analyze user activity
and upon classification as normal user is granted access to the real network with zero-day vulnerability.
However, upon classified as attacker is granted access to the deception network developed with honeypot
techniques. To ensure that the attacker is trapped on the network, honeytoken was applied to create
vulnerabilities, which the attacker keep on exploiting while wasting time and their threat information collected
at the back end as the threat intelligence.

Simulation of the deception based zero-day attack management system

Python environment was used to implement the deception model for zero-day vulnerability. This was achieved
using libraries such as NumPy, Matplotlib, and NetworkX for effective data processing, statistical analysis, and
network visualization, respectively. The decoy network environment was first created using a graph-based
technique, in which nodes were color-coded balls to represent honeypots, legitimate users, and zero-day
vulnerabilities. Stochastic game theory was used in the behavioural analysis to model interactions between
attackers and authorized users. This allowed for the management of zero-day vulnerabilities with the use of
honeytokens and the redirection of possible threats toward honeypots. The study employed simulations to
quantitatively assess several performance metrics, such as Attack Diversion Rate (ADR), Honeytoken
Activation Rate (HAR), Mean Time to Detect (MTTD), Mean Time to Respond (MTTR), and False Positive
Rate (FPR). The Figure 6 presented the integrated network environment with our decoy solution, while the
parameters we used to simulate the network are those in Table 1.
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Figure 6: The simulated network environment with SGT based deception technique

RESULTS AND DISCUSSIONS

This section begins with the result of the behavioral analysis, showing the cumulative number of feature
classified by the Stochastic Game Theory (SGT) as attacker reward and as legitimate user reward. Then the
next results discussed the performance evaluation of the deception based network with integrated SGT,
honeypot and honeytoken technique made of adaptive honeypot and honeytoken, against zero-day attack.
Experiments were performed on the network using several threat features and results were evaluated.

Results of the features behavioural analysis with SGT

The SGT model in equation 3.10 was proposed to optimize decision of the traditional game theory approach in
the classification of attacker and legitimate users. To evaluate the model after integration on the network
environment with dynamic state transition state in equation 3.7. 200, 000 feature vectors of cumulative attacker
and normal users were introduced through simulation over 100 secs to test the effectiveness of the SGT during
behavioural analysis. The results were reported in Figure 7. The results reported the accumulation of rewards
for legitimate users and reward for attackers over the number of iterations rounds for attack. From the results,
it was observed that the reward for legitimate user and defender increased significantly, while the rewards for
attacker decreased. The results for defender implied as posited in equation 3.8 which presents the optimal
stochastic defender behaviour is that increased rewards were consistently achieved with defenders’ ability to
correctly classify attacker, and rarely misclassify legitimate user as attacker. More so the legitimate user
behavioural analysis, the results showed that the SGT correctly allows access for the user and get reward
consistently, while for attacker, the decrease in results implies that the masquerading was not successful as it
was sent to decoy facility by the SGT, thereby incurring cost instead of rewards and this resulted to the steady
decrease in the rewards as shown in the graph.
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Figure 7: Result of the behavioural analytical model with SGT

Figure 7 revealed that the SGT model was able to correctly classify attacker, defender and legitimate users’
action and allocate appropriate access to them. The results were very good due to the dynamic user activities
modelled as a stochastic process and then their Nash equilibrium adopted as the optimal threshold for decision
based and classification of user based on their activities

166 Rewards in Stochastic Game Theory Model
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Figure 8: Result of the SGT during zero-day attack

Figure 8 reported the performance of the behavioural analysis after 100 secs of simulation with zero-day
attack. From the result it was observed that the actions of the users were identified at each period and classified
as attacker or legitimate user. With each successful correct action, rewards were allocated to help access the
model effectiveness. In the context of attacker, it was observed that the rewards consistently decreased, while
for legitimate user, the rewards consistently increased. This implied that the attacker was not able to achieve its
goal because the SGT detected it and classified it to decoy facility, while eh legitimate user achieved its goal as
it was classified as normal user and given access to the network. The heat map chart in Figure 9 was also
applied to evaluate the SGT model for behavioural analysis.
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Figure 9: Heat map of the SGT behavioural analytical performance

In this heat map, two of the main players which are attacker and legitimate users were considered for the
analysis. The reward score was measured from the colour candle range of 0 to 1.6. From the result, it was
observed that in the context of attacker reward, the heat map was all deep blue which range from the score
value of 0-0.6. This poor heat map results implied that the attacker has very poor reward it consistently did not
achieve its aim, thus resulting to the poor reward recorded. In the context of the legitimate user reward heat
map, it was observed at after the first few seconds of here the rewards was poor, over time the rewards was
consistently very good with heat map of rewards at the optimal level. This implied that our model was able to
correctly classify normal user to the access the network legitimately without access restriction or diversion to
decoy as a threat. The mean rewards for the attacker and user interaction by the SGT based behavioural
analysis was measured in Figure 10.

Mean Rewards of User and Attacker

800000 4 800000.5

700000 A

600000 A

500000 A

400000

Mean Rewards

300000

200000 A

100000

56.0
T T
User Rewards Attacker Rewards

Figure 10: Mean reward evaluation score

From the mean reward evaluation result in Figure 10, the user rewards over 900,000 features of zero-day attack
were measured with the user reward recording 800000.5 score, while the attacker reward recorded 56 rewards.
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This result implies that legitimate user behaviour was correctly classified as normal and allows access to the
network by the defender. It also showed that legitimate users were not wrongly diverted to decoy facility as
attackers. The attacker rewards score which is significantly low suggested the inability of the attacker to
achieve its goal of penetration as normal user to exploit the network vulnerability.

Simulation of the network environment with SGT based deception technique

Upon user classification by the SGT in the previous section, attackers are allowed access to a decoy facility,
while legitimate users are allowed access to normal network server for data management. The deception
technique was developed with a combination of honeypot and honeytoken combined. The adaptive honeypot
model in Equation 1 was used for the recreation of the real network as a decoy system, while the honeytoken
was applied as the decoy vulnerability which traps the attacker on the network, while protecting the main
infrastructure. To evaluate the deception model on the network environment, zero day attack was introduced
for 100secs and Figure 11 presents results obtained.
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100.0 100 12
—— HAR MTTD
—-—- Avg HAR: 87.61% —-- Avg MTTD: 5.96 5
97.5
95 10
95.0
90 - 8
92.5 =
L_ _ - - -| B
— — 2
£ £ 8
= 90.0 = 85 B e I A LA
[=} << =
<T T [=]
E
87.5 =
80 4
85.0
75 2
82.5 - ADR
——- Avg ADR: 91.56%
80.0 1— - T T T - 70 1— - T T T - ol— T - T - -
o 20 40 60 80 100 o 20 40 60 80 100 o 20 a0 60 80 100
Simulation Simulation Simulation
Mean Time to Respond (MTTR) False Positive Rate (FPR)
20.0 10
—— MTTR — FPR
-—- Avg MTTR: 10.04 s ——- Avg FPR: 3.07%

MTTR (Seconds)
FPR (%)

2.5 1

0.0 T T T T T T T T T T T T
o] 20 40 60 80 100 o] 20 40 60 80 100
Simulation Simulation

Figure 11: Result of the deception solution against zero-day vulnerability

Figure 11 reported the result of the deception technique. During zero-day attack, the behaviour of the player
was classified by the SGT and diverted to the decoy facility. The ADT was reported as 91.56% which indicated
that during the 100 secs of zero-day attack simulation on the network, the SGT was able to correctly classify
the player action ac threat and divert to the decoy network. The average detection speed of the SGT which is
the MTTD is recorded as 5.96s, while the rate of honeypot activation was measured as 87.45%. This
interaction was achieved using the Markov model in equation 3.12. This implied that upon diversion to the
network, the attacker was successful allowed access and remained on the network. The reason was due to the
honeytoken based vulnerabilities which traps the attacker on the decoy network environment. The
exploitability and conviction rate of the honeytoken was evaluated in figure 4.6. The result of the deception
solution against zero-day attack was also evaluated considering mean time of response which reported 10.04s,
while the false positive rate reported an average of 3.07%. The MTTR reported the response time of the zero-
day attack by the SGT, while the FPR measures the percentage of legitimate activities classified as attack. The
Figure 12 presents the exploitability rate in Equation 4 of the honeytoken and also the conviction rate in
Equation 3.
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Figure 12: Honeypot vulnerability performance

The Figure 12 presents the exploitability performance and the conviction rate of the honeypot vulnerability.
The exploitability value reported 0.60, which means that 60% of the attackers at the decoy network exploited
the honeytoken vulnerability, thereby wasting time on the network with assumption it is the main network
facility. The conviction rate of the honeypot vulnerability was 0.98, which means that the vulnerability is 98%
as the traditional zero-day vulnerabilities.

Experiment with several types of zero-day attack vector

Having tested our SGT decoy model through simulation in the previous section, with the outcome showing
high effectiveness against zero-day attack, this section experimented further on the model considering several
attack vectors such as DDoS, zero-day, and SQL injection attack.The experimental performance summary of
the deception model was reported in Table 2

Table 2: Experimental result of the model against several attacks

Metrics Zero-day attack DDoS SQL injection Average
ADR (%) 94.28 89.77 93.08 92.37667
HAR (%) 87.53 82.85 77.53 82.63667
MTTD (s) 4.63 8.58 5.77 6.326667
MTTR (s) 6.68 9.97 8.42 8.356667
FDR (%) 1.03 2.90 2.04 1.99

The results in Table 2 reported the experimental performance of the SGT based deception model for the
management of zero-day attack. From the results, it was observed that overall, the ADR for the three threat
vectors all reported an average ADR of 92.38%, HAR of 82.63%, MTTD of 6.3s, MTTR of 8.4s and FDR of
1.99%. These results consistently revealed that our model was able to correctly detect attacker with SQL
injection, DDoS and zero-day respectively and then divert to the decoy facility. The high-performance score
recorded was due to the SGT which was able to identify the dynamic threat model of attacker as the game and
then classify attacker to the decoy facility which was justified by the high ADR and HAR valued reported.

Comparative analysis with other state of the art zero-day management algorithms

In this section, a comparative analysis of existing model in literature tailored towards zero day attack
management with our model was performed and all the results reported in Table 3.
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Table 3: Comparative analysis with existing algorithms

Author and year Technique Detection accuracy (%)
Manish et al. (2021) Machine learning 98.00
Sharukh (2020) CNN 87.50
Berna (2019) DL 97.00
Ibraheem and Tasha (2024) | SVM 92.00
Ekong et al. (2023) RF 95.00
Nkongolo et al. (2021) ELM 99.00
RF 44.00
DT 99.00
Ali et al. (2022) Stacker based model 98.80
Peppes et al. (2023) GAN 96.42
Reddy et al. (2024) RL 92.5
Singh et al. (2019) Priority based approach | 96.00
Cen et al. (2024) SA-CNN-IS 96.31
Our model SGT- based deception 94.28
Traditional honeypot 77.82

From the results reported in the plotted graphs of Table 3, it was observed that while our model with SGT
based deception as among the top best models for zero day attack management. However, our model is the
most reliable for zero day attack management because it uses SGT and decoy to divert the attackers from the
main network infrastructure and also uses decoy vulnerability to ensure attacker remain on the decoy
environment, thereby protecting completely the main real network.

CONCLUSION

This study has successfully a stochastic based decoy technique for the management of zero-day vulnerability.
This was achieved through behavioural analytical model which through the action of players classify attacker
and legitimate users. The classified attackers are diverted to a decoy environment developed with adaptive
honeypot, while to ensure that the attacker remained trapped on the network, decoy vulnerability was
integrated using honeytoken. These models were integrated on a network environment using python
programming language. The results after simulation considering zero-day attack reported ADR of 94.28%,
HAR of 87.53%, MTTD of 4.63s, MTTR of 6.68s and FDR of 1.03% respectively. Another simulation was
carried out with zero-day attack considering traditional honeypot deception on the network environment. ADR
reported 77.82%, which indicated that the existing game theory was able to detect attack with 77.82%
accuracy. The activation of honeypot reported 60.47% which indicated that successful diversion of attackers to
the decoy facility is at 60.47%. The MTTD and MTTR both reports 6.82s and 8.54s respectively, while the
average FPR reported 4.55%. Experiments were carried out considering other attacker vectors such as SQL
injection and DDoS, and averagely the ADR recorded 92.28%, HAR reported 82.64%, MTTD of 6.3s, MTTR
of 8.3s and FDR of 1.99s. The limitation of the study is the inability to test the solution in real life network,
however this is recommended for future studies.

Data Availability
Data used for the work were used confidentially without violation of company’s ethics.
Ethical Concerns

The data collected from Ethos Limited was handled in strict compliance with data protection regulations, of the
Nigeria’s Data Protection Act. The data while used does not disclose in any information which can be used to
cause harm to the company. The purpose of using the data was strictly for academic and research advancement,
with appropriate ethical oversight to avoid misuse. Furthermore, the research was guided by principles of
fairness, transparency, and accountability to prevent bias, ensure responsible data usage, and uphold trust
between stakeholders.
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