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ABSTRACT

[oT Healthcare equipment usually encounters variety of hardware constraints, which can influence the
encryption techniques used. Several of these [oT Healthcare gadgets use low-power microcontrollers or System-
on-Chip (SoC) architectures with limited computing capacity. The devices sometimes have insufficient RAM
and flash memory accessible, which can influence the selection of encryption methods. Cryptographic
algorithms that are computationally costly or need frequent memory access can quickly deplete the device's
battery. This is where a decent encryption method comes into play, because lightweight symmetric-key ciphers
like Grain is typically better suited to IoT devices with limited processing power and memory. This study
suggested a solution that uses AES 256, Grain and HMAC SHA256 to encrypt and hash IoT healthcare data at
the physical layer. AES-256 is typically the quickest of the three, particularly with hardware acceleration. The
Grain is the most lightweight and efficient option for tiny data sets and resource-constrained contexts, but
HMAC-SHA-256 strikes a reasonable compromise between performance and security, making it a popular
choice for message authentication. The combination of these three components results in a comprehensive
encryption solution, with AES-256 ensuring strong confidentiality by encrypting the data. Grain offers an extra
layer of encryption, increasing total security, while HMAC-SHA256 provides integrity and authenticity, ensuring
that the encrypted data has not been tampered with. Using this combination, the encryption result becomes
extremely resistant to a variety of assaults, including brute-force, cryptanalysis, and tampering. The system was
created using the Python programming language. The results show that combining AES-256, Grain and HMAC-
SHA256 speeds up encryption and decryption while using less power.
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INTRODUCTION

According to a 2018 study led by Guy-Cedric and Suchithra, AES-256 (Advanced Encryption Standard) is a
strong symmetric-key encryption algorithm that can be used to secure loT Healthcare data. As per Nirwan et al.
(2024), AES-256 algorithm having 256 bits key size makes it suitable for usage in high-security applications
such as [oT Healthcare systems that process and transmit sensitive data. AES-256 algorithm can be applied using
either hardware or software on IoT Healthcare devices so as to encrypt the data effectively as it gets sent from
the Physical to other layers (Shuwandy et al., 2010, Kak, 2015). According to Nizamuddin and Dolly (2024), as
they used 256 bits for the key size, brute-force attacks become infeasible. The Grain is essentially a stream cipher
method that is intended for lightweight cryptography applications (Marcus et al., 2023; Sabri et al., 2025). Thus,
it is a good candidate for use in constrained IoT Healthcare devices. According to Nasera and Naifa (2022),
Grain has a small resource footprint and is efficient with respect to CPU and energy consumption. Thus, this
algorithm is very suitable for physical layer encryption of IoT Healthcare system.
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The low weight of grain makes it good for AES -256. IoT Healthcare might have low-weight restrictions (Luc
et al., 2022) in devices. The combination of Grain and AES-256 can offer better security as they make use of
two different algorithms to encrypt data making the attack harder. An HMAC (keyed-hash message
authentication code) enables us to secure the integrity and authenticity of IoT data. According to Bhaumik et al.
(2025), HMAC is a hash-based message authentication code that can function with a hash operation like SHA-
256 or SHA-3 (Secure Hash Algorithm) (Chitra & Chelliah, 2025). Taofik et al. (2023) generates a digest (or
hash) of encrypted data as well as a secret key. According to Nureni and Onyema (2018), HMAC was employed
to confirm that data in IoT Healthcare was unchanged and that the source is trusted. This prevents an adversary
from altering the ciphertext without detection, thereby adding another layer of security (Okpu et al., 2024; Faith,
2023). AES-256 will be the best encryption from cryptographic point of view as it is very powerful. For low-
weight encryption Grain is provided which has proved its authentication feature. On integrity HMAC is
supported to keep the integrity of data. The most useful element is it is of low power usage. Each technology has
its advantages, and we can utilize them with the aim of meeting the specific requirements of various loT systems
like resource constraints, high-security etc. will achieve data protection by hybrid cryptography.

Cryptographic techniques can be used with [oT Healthcare devices. Nevertheless, the aforementioned adoption
might be affected due to various hardware limitations of IoT Healthcare devices themselves. Most of the [oT
Healthcare Gadgets are battery operated or are using low-powered energy sources (Naman et al., 2021).
Therefore, power consumption is an essential aspect. Aside from that, any cryptographic algorithm available can
guarantee that the key size, intermediate state, or code footprint meets the memory constraint of IoT devices.
Lightweight symmetric-key ciphers such as Grain are often better suited for an IoT devices with low
computational power. The suggested system physically encrypts assembly IoT health care data using AES 256,
Grain and HMAC SHA256. Python was the programming language used to develop the system.

LITERATURE REVIEW

This study sets a fresh standard for security against cloud-stored data crisis through thorough testing and
proportionate analysis, revealing that HMAC upgrade cryptographic techniques are increasingly impervious to
common threats (Chitra & Chelliah, 2025). Nureni and Onyema (2018) propose and prove the HMAC-SHA256
method with Trust Based System to improve data authentication and integrity. The identified untrusty nodes are
completely isolated from the trust worthy nodes. Implementation of HMAC-SHAS512 JSON Web Token on the
Web Service API with Two Frontend Frameworks (Syabdan et al., 2023) in other words JQuery and Laravel.
According to Du and Xie (2024), the researchers addressed the key challenge of data privacy and safety in IoT-
centric healthcare systems by offering a hybrid protection system that employs ECDSS, RC4 and SHA-256 to
maintain integrity and confidentiality for data transmitted. In an account by Nirwan et al. (2024), ChatCorp
platform provides AES-256-CBC for encrypting user conversations which includes texts, phrases and PDF
format documents, with encryption execution carried out by server.js and message.js file with assistance of
Multer for file uploading.

Research conducted by Vishwasrao et al. (2024) shows that despite the fact that AES and ECC are secure, they
have high computational cost and delay. According to the study, encryption trades off with the encryption
techniques used in healthcare IoT. Speck-64 and PRESENT have proven to be efficient lightweight ciphers.
These ciphers have the fastest performances to date but sacrifices on lesser security. In the study conducted by
Muhamad et al. (2024), researchers tested the results of the encryption structure with the payment system
application for YAPE SPP. The AES 256 for encoding, decoding and algorithm of SHA256 to used. The AES
algorithm is said to be the correct application to shielding any information stored in the system database. The
features of Node.js facilitate real-time communication among the users was performed. The complete evaluation
of the application based on Node.js is displayed for secure communication using AES 256 encryption (Goel et
al., 2024).

According to the research conducted by Nikhil in 2020, the AES algorithm was effective in encrypting and
decrypting plain text, files and images. The program openssl was used for testing purpose. The encryption
performance improves with the proposed solution The time taken to get encrypted is reduced to 2.05 ms/100
Gbps. Additionally, it has surpassed AES-256, LBC and QSHE in performance (Musthafa et al., 2025). The study
in question demonstrates how the file document encryption can be used efficiently. The researchers Okpu and
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his colleagues in (2025) also have presented a strong security framework that will ensure the integrity,
confidentiality and authenticity of data transfer in IoMT. The writers implemented AES-256 encryption and
HMAC (Hash-based Message Authentication Code) hashing at the physical level to reduce the risk of cyber
attacks and illegal access.

Luc et al. (2022) applied the technique Grain-128AEAD which works on STM32F400, series ARM
microcontroller mainly in data processing and transmission interfaces. The prediction and Provable Partitioned
Secure Block Chain Principle (PPSBCP) technique were proposed in another study to protect healthcare data
sharing (Madhumathi & Vishnu, 2025). In their study, Benhani et al. (2019) look at the possibility of encrypted
communication of data between a protected software running on a trusted execution environment (TEE) and the
secured logic component of a heterogeneous SoC. Hashim et al. (2020) explored the secured data privacy and
confidentiality in an uncertain environment, in multimedia sharing between two IoT hops. Researchers Okpu
and their colleagues desired to combine the fuzzy logic system’s accuracy of identifying and classifying various
types of attacks with the FeedForward neural network technique to train and evaluate the system in IoT health
devices (2024).

METHODOLOGY

In a healthcare industry, any hacking or data breach is very expensive and dangerous. To maintain the integrity
and secrecy of private data which these IoT Healthcare monitoring devices gather, the data has to be encrypted,
decoded and hashed with use of AES 256, Grain and HMAC SHA256 combinedly. The AES-256 with Grain
helps to protect the integrity and security of sensitive data in a computationally and energy-efficient way. The
hash message authentication code (HMAC) ensures both the authenticity and integrity of data. The flowchart for
the proposed system is depicted in figure 1, which gives an idea of what is taking place. The figure states that
the system accepts healthcare raw data, encrypts that data using AES 256 and further strengthens that data using
lightweight Grain. It also demonstrates how it performs HMAC safeguard along with the secure transportation
of the information across the physical layer while maintaining power efficiency at the IoT.

As depicted in Figure 1, the system flowchart is presented by showing the preparation of the IoT healthcare data
for processing, which is the entry of the system. [oT sensors generate raw healthcare [oT data. This is unrefined
data from glucose meters, heart-rate meters and wearables. The raw data can be sent directly, meaning that if
they are not securely sent then they can be attacked. With the help of AES-256 encryption algorithm the proposed
system first encrypts the data. This is done by changing normal health care data into unrecognized cipher text.
After AES, the cipher text is additionally encrypted with Grain targeting low power devices like IoT devices.
This reduces power requirements without sacrificing the required level of security. The end system also creates
HMAC (Hash-based Message Authentication Code) with SHA-256. The mechanism guarantees that the recipient
can be assured the data was not altered. The physical layer of the [oT device (the wireless medium (Bluetooth,
Zigbee or Wi-Fi)) sends this final secure packet.

| S |

Figure 1: Flowchart of the Proposed System
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The Algorithm of the proposed system is stated below;
Algorithm
1. Key Generation:
1. Produce a 256-bit AES key.
il. Create a 256-bit HMAC key.
iil. Generate a 128-bit Grain key.
2. Encryption:
For each row in the CSV data:
1. Concatenate the row values into a single string.
ii.  Encode the plaintext using the encrypt data() function:
1. AES-256 encrypts the plaintext using the AES key.
2. QGrain encrypts the plaintext using the Grain key.
3. HMAC-SHA256 validate the concatenated AES ciphertext and Grain ciphertext using the HMAC key.
iii. Store the AES ciphertext, Grain ciphertext, and HMAC tag for the row.
3. Decryption:
For each encrypted row:
1. Decode the data using the decrypt data() function:
1. Confirm the HMAC-SHA256 tag using the HMAC key.
2. Decipher the AES ciphertext using the AES key.
3. Decode the Grain ciphertext using the Grain key.
ii. Store the decrypted row.
4. Output:
i. Print the original data (first 5 rows).
ii. Print the encrypted data (first 5 rows, including AES ciphertext, Grain ciphertext, and HMAC tag).
iii. Print the decrypted data (first 5 rows).
iv Print the encryption keys (AES, HMAC, Grain).

The dataset utilized for the system was obtained from (Goldberger et al., 2000; Vera Novak et al., 2010). Table
1 describes the dataset, which consists of blood pressure data from patients. Table 1 displays a patient's blood
pressure together with the time and date the information was recorded.
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Table 1: s0030-bp-verified-0

Date Time Sys. Dia. MAP HR
1/11/2005 8:06 130 81 97 78
1/11/2005 8:07 133 76 97 78
1/11/2005 8:08 132 81 98 79
1/11/2005 8:29 126 76 95 80cr
1/11/2005 8:49 129 79 92 86
1/11/2005 9:09 130 73 92 81
RESULTS AND DISCUSSION

Table 2 illustrates five types of encrypted blood pressure data from patients. It also shows the file size, HMAC,
encryption and GRAIN keys. Table 3 presents the complete encryption and decoding results. TECA stands for
Time taken to encrypt CSV data with AES-256, TGGV for Time taken to produce GRAIN values, TGHV for
Time taken to generate HMAC values and TDED for Time taken to decrypt the encrypted CSV data. The
outcomes demonstrate that TECA, TGGV, TGHV and TDED scores for s0030-bp-verified-0 are 0.014912
seconds, 0.000000 seconds, 0.021086 seconds and 0.013965 seconds, respectively. Figure 2 depicts the entire
encryption and decoding results in vivid detail. Figure 2 shows the implications of hashing, decrypting and
coding data using the AES 256, Grain and HMAC methods.

Table 2: Encrypted Data

N/S | Encrypted file | File Size | Encryption Key HMAC Key GRAIN Key
s0030-bp- 2.06 kB 5¢243b09a0db411724edbd | d23dcd14bed46e391fa8dl | a899de093b521b
verified-0.csv 569bdd3e&13278bec2c2f2 | bf119456a7cta07e¢09ac29 | 0ed7140a9¢71e5f

296€9¢2719a381526¢e71 ¢8339c1c7434b8519128¢c | 716
s0033-bp- 2.04 kB 5a9042387a5c01a250b554 | 31f016e50ac039d728d5¢ce | 403448e645142d
verified-0.csv a0797ebf1b6b6311273420 | c4842bd9b99b69b7b8725 | db5a670719a1d3
2de6e571340d1ba5d06b afde166c806e91cf3fl2e 6a01
s0044-bp- 1.07kB | 599ef2f6d8d3b31427379 | bb0eb306efccc985t0bb03 | 0c89a6d4f5e8eab
verified-0.csv 52dal9¢c604521fe8104fbe3e | be77577116cc4192e01f8ea | 345111£20bb5e7f
31387d61dfd78a2e432 2fe01a06dacc93844881 94
s0064-bp- 1.92 kB 8276ec93b38758151279¢9 | 2dd164d93121494d54499 | 9¢822031c¢276bd
verified-0.csv 13588etbadb6319926b2113 | 91739ec332c2ac5{9e01d | de0683614d5971
795d06ed1434db20ele c431b11¢c3¢98a035e940d | 0d3f
s0068-bp- 2.03 kB €77376ce02824c3b46b3d2 | df074fe96dd5e4c9d2e257 | bebc78e66c4928
verified-0.csv 46cb480166a4612247839d | 0d34881066116068c7cef8 | 4043153¢cf2961c7
6e6cd9f789718d1{b0fc e28dbcfaddc66579f1dd c7d
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Table 3: Complete Result of the proposed system

S/N Data TECA TGGV TGHV TDED

1 s0030-bp-verified-0.csv 0.014912 0.000000 0.021086 0.013965
2 s0033-bp-verified-0.csv 0.012641 0.000000 0.011090 0.014280
3 s0044-bp-verified-0.csv 0.006761 0.000000 0.006112 0.008045
4 s0064-bp-verified-0.csv 0.010800 0.000000 0.011425 0.004986
5 s0068-bp-verified-0.csv 0.014943 0.000000 0.016808 0.012027

Graph of Full Result of encryption and decryption
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Figure 2: Complete Result of Encryption and Decryption using AES, GRAIN and HMAC

CONCLUSION

IoT Healthcare equipment is frequently battery-powered or have limited energy sources, making power
consumption an important consideration. Cryptographic techniques that are computationally costly or need
frequent memory access can deplete the device's battery. Lightweight, energy-efficient approaches, such as
Grain may be more suited for IoT devices with stringent power limits. The validation for employing these
methods is to provide a secure and reliable data encryption and decryption process. AES-256 is a widely used
and highly secure symmetric-key method, Grain is a lightweight stream cipher designed for resource-constrained
situations and HMAC-SHA256 provides data authentication and integrity. By combining these strategies, the
code assures the security, integrity, low power consumption and validity of encrypted data in an [oT healthcare
device. This powerful encryption technology is frequently used in applications requiring the protection of
sensitive information, such as financial transactions, healthcare data or confidential conversations. The findings
indicate s0068-bp-verified-0 The time taken to encode the CSV data using AES-256 is 0.014943 seconds, to
generate GRAIN values is 0.000000 seconds, to generate HMAC values is 0.016808 seconds and to decode the
encrypted CSV data is 0.012027 seconds. This demonstrates that the AES 256, Grain and HMAC Methods can
provide data integrity, faster encoding and decoding and lower power usage.
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