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ABSTRACT

The rapid advancement in using Al techniques for creating realistic synthetic media, commonly known as
deepfakes, possess the risks of misinformation, identity fraud, and social manipulation. This paper systematically
reviews the repercussions of deepfakes and addresses these critical issues through an innovative multimodal
approach that integrates multiple biometric traits, unlike unimodal detection, which faces bottlenecks due to its
vulnerability to spoofing. To achieve a combined analysis, this model integrates visual features, auditory
features, and behavioral features. This also compares various datasets used and fusion strategies. Detecting
deepfakes using a multimodal approach isn’t easy and gives rise to challenges such as complexity in fusion,
limited datasets, and high computing power. This study serves as a foundation for future advancements and can
be expanded to be part of apps, social media tools, digital forensics and even help in governance, making it more
reliable.

Index Terms: CyberSecurity, DeepFake, DeepFake Detection, Feature Extraction, Fusion Strategies,
Multimodal Biometric Fusion.

INTRODUCTION

The rise of deepfake technology in recent years has resulted in serious problems for a number of industries,
including cybersecurity, politics, and the media. Synthetic media produced with sophisticated artificial
intelligence methods, especially deep learning algorithms, are known as "deepfakes™ , and they have the capacity
to widely manipulate and take advantage of people. Deepfakes can be used to manipulate people and spread
false information in a variety of contexts. Digital de-aging, realistic character reconstruction, and improved
visual effects are all made possible by deepfake. Several approaches have been proposed by researchers to solve
this problem that focus on a unimodal method, meaning they consider only one type of content, either audio or
video. However, these unimodal methods face limitations in effectively capturing the complexity of advanced
deepfakes. Although they demonstrate strong performance, detectors that depend entirely on video can be
deceived by synthetic audio, and those based only on audio can be misled by manipulated video content.
Therefore, they are not reliable for effective deepfake detection. To address these issues, we propose a
multimodal analysis framework that combines visual, auditory, and textual features to give a complete view of
the media content. This method improves detection capabilities and provides a more durable solution against the
changing landscape of deepfake technologies. In this paper, we discuss the methodology that involves extracting
visual, auditory, and behavioral features from the input data. We apply early, late, or mid fusion strategies and
evaluate the proposed deepfake detection model using standard datasets and performance metrics.

Objectives Of The Study
1. To analyse the design of multimodal biometric fusion.

2. To evaluate the advanced fusion techniques used in the multimodal analysis.
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3. To conduct a comparative analysis of unimodal and multimodal systems.

4. To examine the effectiveness of multimodal system in real-word application.

METHODOLOGY

Multimodal biometric fusion enhances deepfake detection by simultaneously analyzing various biometric traits,
enabling more robust and reliable identification of synthetic media manipulations. The proposed methodology
is composed of six stages:

Deepfake Detection with Multtmodal Biometric Fusion

Input

The input to the proposed system consists of digital video samples containing both visual (face) and auditory
(voice) modalities. Since deepfakes typically manipulate either facial regions, speech signals, or both, the system
processes the video as a multimodal signal.

Preprocessing

Preprocessing prepares the raw input so that it becomes suitable for analysis. Examples:Frame extraction,Face
detection & cropping,Noise removal fromaudio,Resizingimages,Normalization,Synchronizing audio and
video.At this stage, we are not extracting meaningful patterns yet.We are only cleaning and standardizing the
data.

Feature Extraction Methods
Visual Feature Extraction

CNN-Based Texture Analysis:Convolutional Neural Networks (CNNSs) are widely used for extracting visual
features in deepfake detection.CNNs capture global facial structure and semantic information.Local texture
analysis helps detect subtle forgery artifacts such as: Unnatural texture transitions, Local detail
distortions.Combining global CNN features + local texture features improves detection accuracy.This fusion
enables both macro-level and microlevel analysis of manipulated regions.

Auditory Feature Extraction

Spectrogram Analysis & Speaker Embedding:Spectrograms are used to analyze frequency-time patterns in
speech signals.Speaker embeddings capture unique vocal identity characteristics.Fusion of physiological and
acoustic features helps detect: Speech synthesis attacks, VVoice conversion attacks. Limitations: Requires high-
quality speech signals, Performance drops in low signal-to-noise environments, High computational cost may
affect real-time implementation.
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Behavioral Feature Extraction

Behavioral feature extraction focuses on detecting unnatural motion patterns such as eye blinking, head
movement, and lip synchronization. LSTM (Long Short-Term Memory): These networks play a crucial role by
modeling temporal dependencies across video frames, helping detect irregular motion sequences over time. 3D-
CNNs:They are important because they capture both spatial and temporal features simultaneously, enabling
analysis of motion continuity and behavioral realism.

Fusion
Late Fusion

Two separate classifiers: CV — Visual classifier , CA — Audio classifier Each classifier produces its own
prediction score:

yV =CV(fV),y'A = CA(fA)
Final score is obtained by averaging both outputs:
Yav = v +94) /2
Advantage: Simple and flexible, Each modality works independently.
Mid Fusion

Two separate classifiers for visual and audio.Instead of combining final scores, their feature embeddings (before
final layer) are extracted. These embeddings are concatenated into a multimodal vector. A fully connected layer
produces the final prediction. Important:Trained endto-end, Both modalities influence each other during
learning.

Early Fusion
Only one classifier (CAV). Visual and audio feature vectors are concatenated at the beginning:

fav = [fv»fA]

The combined feature is directly fed into a single classifier. Advantage: Learns strong audiovisual correlations
early, Potentially better integration of modalities.

Classification

After feature extraction and fusion (Early, Mid, or Late), the fused feature vector is fed into a classifier to
determine whether the input is real or fake. Common Classifiers: Fully Connected (Dense) layers, Softmax or
Sigmoid activation, CNN, LSTM (for temporal patterns), or hybrid deep networks. Working: The fused feature
fAVpasses through dense layers, and the final layer outputs a probability score (e.g., 0 = Real, 1 = Fake, or 0.85
= 85% fake).

Vav = C(fay)
Where f, is the fused feature and 7§, is the predicted score.
Output
The output module converts the classifier score into a final decision.

Output Includes: Binary decision (Real / Fake), Confidence score, Performance metrics during evaluation:
Accuracy, Precision, Recall, F1-score, ROC-AUC.
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DataSets and Evaluation Metrics

Key Datasets for Multimodal Deepfake Detection: IAV-DF (2025) — 10k+ real and 247k+ fake videos; focuses
on cross-cultural audio-visual biometric verification; evaluated using Accuracy, F1-score, and AUC.

DECRO (2023) — Cross-lingual audio-visual dataset; supports multilingual deepfake detection with strong
generalization.

DeepfakeBench — Standardized benchmark covering multiple generation techniques and modalities; improves
model comparability.

PUDD (2024) — Prototype-based multimodal framework; robust against unknown generation techniques.

Training Datasets (Monomodal): FaceForensics++ — Visual-only deepfake dataset, ASVspoof 2019 (LA) —
Audio-only spoofing dataset.

Evaluation Datasets (Multimodal):FakeAVCeleb, DFDC (multimodal subset), VidTIMIT, Deepfake TIMIT, and
TIMIT-TTS — used to test cross-dataset robustness and generalization.

Table 1. Evaluation Metrics

Cross-Dataset Pioocaia
Accuracy Fl1-Score Area Under Curve | Detection LR
’ X Efficiency
Performance :
Evaluates the
Measures Assesses the .
It 4 computational
the overall , model’s Measures the :
‘ comprehensively AT . complexity
detection . classification model's K
b takes into 1 S and real-time
performance performance generalization ;
. account e & detection
of the across different ability on R
precision and . capability of
model, thresholds, unseen datasets,
A recall, and is e : the model,
suitable for 3 applicable to a critical metric .
: suitable for . SR applicable to
balanced ; binary for deepfake .
imbalanced i , practical
datasets. classification detection, S
datasets, application
tasks. :
SCENArios.
Challenges

Multimodal deepfake detection faces several challenges. The limited availability of large, diverse multimodal
datasets restricts proper training and cross-dataset generalization. Additionally, audio—video synchronization
issues can negatively affect fusion performance. The use of complex models like 3D CNNs and LSTMs also
increases computational cost, making real-time deployment difficult.

Global Case Studies

1. Pavel Korshunov & Sebastien Marcel (2019): The authors worked on audio-visual inconsistencies in the
detection of deepfakes, using facial features and speaker characteristics. This research is considered to be one of
the first attempts at multimodal biometric fusion in the detection of deepfakes.

2. Yuezun Li et al. (2018-2020): The authors created models using the fusion of visual features and noise
artifacts, enhancing the detection performance. Their research proved that the fusion of different features can
make the detection process more robust against manipulated media.

3. Umur Aybars Ciftci et al. (2020): The authors presented a novel idea for the detection of deepfakes using
biological signals such as remote photoplethysmography (rPPG), which can be extracted from facial video
signals.
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4. Siwei Lyu and others: Their research involved the detection of inconsistencies in eye-blinking, head pose, and
physiological signals. These features can make the detection process more efficient using fusionbased detection.

5. Multimodal Transformer and Attention-Based Fusion (2021-2023): Recently, some researchers have
presented transformer-based models for the detection of deepfakes using facial landmarks, lip-syncing, voice,
and temporal dynamics. The models have shown high detection accuracy against advanced deepfakes using
attention and graph neural networks.

Implementation And Sustainability

The system processes video input by separating audio and visual data, extracting features using CNNs, 3D-
CNNs, and LSTMs. Fusion strategies (early, mid, or late) combine these featuresbefore classification into real
or fake. It can be deployed in social media platforms,forensic tools, and verification systems, with optimization
techniques enabling real-time performance.

Multimodal fusion improves stability by reducing reliance on a single modality. Even if one signal is noisy or
manipulated, others support accurate detection. Cross-dataset evaluation further ensures robustness and
generalization across different environments.

Future Directions

1.Fine-Grained Biometric Feature Mining: We look at details like micro-expressions, eye movements and heart
rates to spot fake videos. These tiny signs are hard to fake so checking them can make our deepfake detection
better.

2.Lightweight Detection Models: Models like MobileNet are important for making deepfake detection systems
that work in time. To make them lightweight we use techniques like pruning, quantization and knowledge
distillation.

3. Interpretability Enhancement: Making our models more understandable can help explain why a video is
detected as fake. We can use heatmap regression and 3D key-point detection to achieve to achieve this.

4. Incorporation of RNNs and LSTMs: Adding RNNs and LSTMs to CNNs helps us analyze how the video
changes over time. This is useful, for spotting movements of people in the video.

5.Integration of Advanced Preprocessing Techniques: Using techniques like noise reduction and video
enhancement can improve our models performance. By reducing noise we can improve the audio and video
quality, which in turn makes our model work better.

CONCLUSION

Deepfake technology is evolving rapidly, creating serious risks in areas such as cybersecurity, media
authenticity, and digital governance. As manipulation techniques become more advanced, traditional unimodal
detection methods are no longer sufficient. This study highlights how multimodal biometric fusion offers a
stronger and more reliable solution by combining visual, auditory, and behavioral features. By analyzing facial
textures, speech patterns, and motion dynamics together, the system can detect subtle inconsistencies that
single-modality approaches often miss.The integration of advanced models such as CNNs, 3D-CNNs, and
LSTMs further strengthens the detection framework by capturing both spatial details and temporal patterns.
Although challenges such as limited multimodal datasets, synchronization issues, and computational
complexity remain, the multimodal approach demonstrates improved robustness and generalization across
diverse datasets.Overall, this work establishes a solid foundation for developing more secure and scalable
deepfake detection systems. With further research focused on lightweight architectures, better datasets, and
improved interpretability, multimodal biometric fusion can play a vital role in safeguarding digital content and
building trust in online media platforms.
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