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ABSTRACT

An outlier is a data point that differs significantly from the rest of the data. Outliers are also referred to as ab-
normalities, discordant observations, deviants, or anomalies in the data mining and statistics literature. Detect-
ing outliers is very useful for improving data quality, as outliers can influence the results of data mining tech-
niques such as clustering, classification, and association. This paper proposes a simple method for detecting
outliers in a dataset based on data depth. Extensive evaluation experiments conducted on real-world datasets,
comparing the proposed method with popular outlier detection algorithms, show that its performance is com-
petitive and promising.
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INTRODUCTION

An outlier is a data point that differs significantly from the rest of the data. Hawkins [1] formally defined the
concept of an outlier as follows: An outlier is an observation which deviates so much from the other observa-
tions as to arouse suspicions that it was generated by a different mechanism. Outliers are also referred to as
abnormalities, discordants, deviants, or anomalies in the data mining and statistics literature. In most applica-
tions, data are generated by one or more processes, which may reflect system activity or observations collected
about entities. When a generating process behaves in an unusual way, it results in the creation of outliers.
Therefore, an outlier often contains useful information about abnormal characteristics of the systems and enti-
ties that affect the data generation process. Recognizing such unusual characteristics provides valuable applica-
tion-specific insights. Examples include intrusion detection systems, credit card fraud detection, medical diag-
nosis, law enforcement, and earth science. In all these applications, the data have a normal model, and anoma-
lies are recognized as deviations from this normal model. Identifying observations that are inconsistent with
normal data is of great importance. The research problem underlying these applications is commonly referred
to as outlier detection, novelty detection, anomaly detection, or fault detection [2].

A large body of outlier detection methods has been developed. Technically, the procedure for detecting outli-
ers consists of two main stages: (1) outlier ranking and (2) threshold determination. The former produces a
ranked list of observations, each with a score based on given metrics. Observations with high scores are placed
at the top of the list when a larger score indicates a greater degree of deviation or anomalousness. The latter
determines outliers based on the ranked list. From this perspective, outlier ranking plays a central role in detec-
tion. The terms outlier ranking and outlier detection are often used interchangeably in the literature. Outlier
detection algorithms can be roughly categorized into several groups, including statistics-based, distance-based,
density-based, and clustering-based methods [3]. Among these, distance-based and density-based detection
methods have received special attention and have been extensively studied because their concepts are intuitive
and easy to implement. In this evaluation study, we focus on distance-based and density-based outlier detec-
tion strategies that require a user-supplied parameter k to fix the size of the neighborhood set, referred to as the
kNN set or kNNs. Distance or density metrics often fail to capture neighborhood information because, as di-
mensionality increases, all distances between observations tend to become indiscernible. Moreover, finding the
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kNNs in a dataset of size N by linear scan requires O(N?) distance computations, so the cost of finding neigh-
bors usually dominates the algorithm's runtime.

Distance-based detection methods consider only global information, and their performance depends on the size
of the neighborhood, while density-based methods are sensitive to the parameters that define the neighborhood
[3, 4].

In this paper, we attempt to address the above problems by developing a novel yet effective learning method
for outlier detection based on data depth. The proposed method is motivated by the simple idea that anomalous
observations have low depth values, while the central point has the maximum depth value. The deviation of
observations from the central observation is the key factor used to compute a score for each observation; based
on these scores, observations are classified as outliers or not.

Our method starts by computing the depth for each observation. From these depth values, the maximum depth
is selected as the depth median (the central value). Then, the deviation of each observation from this central
point is calculated and used as its scoring value. Subsequently, all observations are ranked in descending order
according to their scores. Finally, observations with high scores are selected as outliers. The main contribu-
tions of this paper are highlighted as follows:

1. We propose a novel and effective outlier detection method capable of handling high-dimensional data.
2. Unlike the methods discussed in this study, our method does not require any input parameter k.

3. Our method adopts a new anomalous score, called the depth deviation score, to capture the degree of
deviation of an observation from the central point.

The rest of this paper is organized as follows. Section 2 briefly reviews previous research on outlier detection.
Section 3 provides the basic concepts used and describes the proposed outlier detection method. Section 4 pre-
sents the experimental results of our method compared with benchmark algorithms on real datasets, followed
by the conclusions in Section 5.

Background and Related work

Over the years, a great number of outlier detection algorithms have been proposed in the research community.
Outlier detection methods can be roughly classified into supervised, semi-supervised, and unsupervised scenar-
10s, depending on the availability of data labels. Supervised methods require data objects tagged as either nor-
mal or abnormal, while in the semi-supervised context, only normal objects are labeled. In unsupervised tech-
niques, label information is unavailable. Since obtaining label information in real-world applications is very
expensive, unsupervised techniques are more widely applicable than supervised ones. Based on the techniques
adopted, outlier detection algorithms can be roughly classified as statistics-based, clustering-based, distance-
based, density-based, and so on [3]. The basic idea of distance-based detection algorithms is that an observa-
tion is likely to be regarded as an outlier if it is far from its nearest neighbors. Essentially, these methods first
find the nearest neighbors for each observation and then estimate the distance of the observation to its neigh-
bors. Subsequently, the distances for all observations are ranked, and observations with larger distances are
considered outliers. A typical example is the local distance-based outlier factor (LDOF) [5]. Since no assump-
tion about the data distribution is required, distance-based detection algorithms have been extensively studied.
The performance of distance-based detection methods greatly depends on the definition of distance and the
efficiency of nearest neighbor search. Several attempts have been made in these directions. In [6], the distance
from an observation to its kKNNs (i.e., the maximum distance) was used, while in [7], the sum of distances from
an observation to its k neighbors was calculated. Ha et al. [8] estimated the distance to the center of gravity of
the neighbors, which represents a geometric property of an observation. Koufakou and Georgiopoulos [9] dis-
cussed distance definitions for mixed-type features. Liu and Deng [10] extended the classical LOF to uncertain
data. Wang et al. [11] exploited a minimum spanning tree to improve the efficiency of neighbor search in kNN.
Other work has focused on using variants of KNN to improve performance. Recently, Huang et al. [12] adopted
the concept of natural neighbor to obtain neighborhood information, while Radovanovic et al. [13] employed
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reverse nearest neighbors instead of nearest neighbors to identify outliers. A major challenge for distance-
based detection algorithms is high dimensionality [4], where data are often sparsely distributed and points be-
come similar to each other, resulting in small differences in actual distances between many pairs of observa-
tions [14]. In other words, as dimensionality increases, the distance from an observation to its nearest neighbor
becomes close to the distance to its farthest neighbor. Hence, the discriminative power of distance-based tech-
niques diminishes, especially when data come from a mixture of distributions with varying cluster densities. In
the literature, subspace learning [4], random sampling [15], and feature selection [16, 17] are three frequently
used strategies to alleviate this problem. Additionally, because distances are calculated based on global infor-
mation rather than local information, another problem with distance-based methods is that they can only identi-
fy global outliers and fail to detect local ones.

The underlying principle of density-based detection approaches is that an outlier lies in a low-density neigh-
borhood, while a normal observation has a dense neighborhood. Specifically, these methods first estimate the
neighborhood density for each observation and then compare it with the densities of the observation's neigh-
bors. If the density differs considerably from that of its neighbors, the observation can be declared an outlier.
Due to their effectiveness and simplicity, density-based detection approaches have been widely used in prac-
tice. LOF [18] is a representative example. It uses local density, estimated from the reachability distance of
kNNs, to measure the degree of outlierness. After LOF was introduced, several variants were developed, in-
cluding the connectivity-based outlier factor [19], the influenced outlierness measure [20], the local correlation
integral [21], and local outlier probabilities [22]. Although these methods are very popular, like distance-based
methods, they rely on distance computations and face the same challenges posed by high-dimensional data,
where outlier scores become close to each other. Density-based methods are sensitive to the parameters used to
determine the neighborhood size and show poor performance when observations have varying densities. The
three popular outlier detection algorithms used in the comparative study are explained below.

Local Outlier Factor (LOF) was the first local outlier method. It compares the local reachability density (Ird)
of the kNN set of the test point with those of the neighborhoods of each member of the kNN set; a high value
indicates outlierness. Local reachability density is defined as the inverse of the average reachability distance
from the neighbors. LOF is a popular density-based algorithm. Due to its high time complexity, LOF is not
suitable for large-scale high-dimensional datasets.

Local Outlier Probabilities (LOOP) uses a more robust local density estimate based on the quadratic mean
distance. Furthermore, LOOP normalizes the outlier detection scores.

Local Distance-based Outlier Factor (LDOF) defines outlierness as the ratio of the average distance from
the test point to its kNNs to the average pairwise distance within the kNN set. LDOF favors outliers that are far
from a compact kNN set. Like COF, LDOF requires computing all pairwise distances (O(k?)).

Proposed method
Data Depth

Data depth is a statistical function that measures the deepness or centrality of a point in a data cloud. A larger
depth value indicates that a point is deeper within the data cloud, while a lower value indicates outlyingness.
Data depth can also provide information about the spread, shape, and symmetry of a dataset through depth re-
gions [23]. Statistical depth functions provide an ordering of all points from the center outward in a multivari-
ate dataset. Tukey [24] first introduced half space depth. Oja [25] defined Oja depth, and several other depth
functions have been proposed in the literature, such as convex-hull peeling depth [26], simplicial depth [27],
regression depth [28], L1 depth [29], and Mahalanobis depth [30]. The four desirable properties introduced by
Liu [27] for depth functions are affine invariance, maximality at the center, monotonicity relative to the deep-
est point, and vanishing at infinity. More details about depth functions and their properties can be found in Zuo
and Serfling [30]. Mahalanobis depth is one of the well-known depth functions that we use in our proposed
method. It satisfies all four properties mentioned above. It is fast and easy to compute, and we consider this
depth function to be competitive.
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Mahalanobis Depth

The Mahalanobis depth (MD) function was proposed by Liu and Singh [31] and is based on the well-known
Mahalanobis distance defined by Mahalanobis [32]. The MD of a point x with respect to a dataset X is defined
as:

MD(x | X) =1+ (x - £ Cov (X)"* (x - D"
(D

where X and Cov(X) are the mean and covariance matrix of X, respectively. The point with the maximum
depth value is the deepest point in the dataset; a larger value indicates a deeper point, and a smaller value indi-
cates outlyingness, as shown in Figure 1.
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Fig. 1: Mahalanobis Depth Contours over Iris Dataset

However, this depth function is not robust because it is based on the sample mean and covariance matrix.
Therefore, to calculate the depth of each point, we use robust alternatives for the mean vector and covariance
matrix, such as Rousseeuw's minimum covariance determinant (MCD) or the minimum volume ellipsoid
(MVE) estimates, which are available in the literature [33, 34]. The robust MD of a point x with respect to a
dataset X is defined as:

MD(x: X) = [1 + (x- X)T C* (x - X)" 2

Here, Xi and C are the MCD-based or MVE-based estimators of the mean vector and the covariance matrix,
respectively.

In this section, we propose a new method for detecting outliers in a dataset based on data depth. In the follow-
ing Section 3.2, we explain the definitions used in the method.

Definitions Used in the Proposed Method

Let X = {x1, X2, ..., Xa} be a dataset with n instances. A data depth function assigns a value between 0 and 1 to
each data point in the dataset, specifying the centrality or deepness of that point in the dataset. The depth of
each point x; (1=1, 2, ..., n) in dataset X is calculated using Eq. (2) and is denoted by D(xi|X).

Definition 1.
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Depth median (p): We define the maximum depth value in X as the depth median, denoted by p, formulated
as follows:

U= maX{iziza; D% | X) 3)
where n is the number of points in X.
Definition 2.

Depth deviation (d(xi)): We define the difference between the depth of each object and the depth of the center
point as the depth deviation, formulated as follows:

d(x) = 1t - D(x | X) 4)
Algorithm

1. The algorithm calculates the depth D(x;|X) of each point x; in dataset X using Mahalanobis depth.

2. From the computed depths, the algorithm finds the maximum depth (), or depth median, of dataset X,
which is the central point.

3. The algorithm calculates the deviation of each observation from the central point. This deviation value
is considered the ranking score of the observation.

4. The algorithm sorts the observations in descending order based on the deviation values.

5. From the sorted observations, the top s observations are the desired outliers

Algorithm 1 Outlier Detection

e Input: A dataset X = {x1, X2, ..., X»}, and the number of outlier candidates s
e Output: The s desired outliers

1. For each observation x; € X do

2. Calculate the depth D(x; | X) of x; using Eq. (2)

3. Find the depth median p of X using Eq. (3)

4. Find the depth deviation 6(x;) using Eq. (4)

o End For

5. Sort depth deviation values in descending order

9:  Return the top s observations as the desired outliers

Experiments

To verify the performance of the proposed algorithm, we conducted experiments on elev-
en real-world datasets and compared the results with three popular outlier detection al-
gorithms. In this section, we discuss the details of the datasets, the evaluation metric used,
and the results obtained.

Datasets The experiments were conducted on eleven real-world datasets: Wine, Lymphography, Stampout,
Ionosphere, WBC, Arrhythmia, Pima, Banknote, Cardio, Annthyroid, and Shuttle. The details of these datasets
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are shown in Table 1. These datasets are frequently used in the literature to test the performance of detection
methods. All datasets were selected from the Outlier Detection Datasets website [35]. The original datasets are
from the UCI Machine Learning Repository [36] and were originally used for classification. To use these da-
tasets for outlier detection, the minority class in each dataset was considered as outliers, and the remaining data
as normal. After this reformulation, they were used to evaluate the performance of outlier detection methods.
For example, in the Annthyroid dataset, three classes are present: normal (not hypothyroid), hyperfunction, and
subnormal functioning. For outlier detection, the hyperfunction and subnormal classes were treated as the out-
lier class, and the other class as inliers. In lonosphere, the "bad" class was considered outliers and the "good"
class as inliers. The Lymphography dataset is a multi-class dataset with four classes, but two of them are quite
small; therefore, those two small classes were merged and considered as outliers compared to the other two
large classes. The Cardiotocography (Cardio) dataset has three classes: normal, suspect, and pathologic. For
outlier detection, the normal class formed the inliers, while the pathologic (outlier) class was downsampled to
176 points. The suspect class was discarded. The Pima dataset was used as is from the UCI repository. In the
Wisconsin Breast Cancer (Diagnostics) dataset (WBC), there are two classes: benign and malignant. The ma-
lignant class was downsampled to 21 points, which were considered outliers, while points in the benign class
were considered inliers. In the Shuttle dataset, the smallest five classes (2, 3, 5, 6, 7) were combined to form
the outlier class, while class 1 formed the inlier class. Data for class 4 were discarded. In the Arrhythmia da-
taset, the smallest classes (3, 4, 5, 7, 8, 9, 14, 15) were combined to form the outlier class, and the remaining
classes were combined to form the inlier class. In the Wine dataset, classes 2 and 3 were used as inliers, and
class 1 was downsampled to 10 instances to be used as outliers.Table 1: Characteristics of the experimental
datasets

Dataset No. of Instances No. of Attributes No. of Outliers
Wine 129 13 10
Lymphography 148 18 6
Stampout 340 9 31
Ionosphere 351 33 126
WBC 378 30 21
Arrhythmia 452 274 66
Pima 768 8 268
Banknote 1372 4 610
Cardio 1831 21 176
Annthyroid 7200 6 534
Shuttle 49097 9 3511
Table 2: Precision (%) of the outlier detection algorithms on the experimental datasets
Dataset Top s LOF LDOF LOOP Depth
Wine 20 15.0 10.0 10.0 5.0

50 16.0 4.0 4.0 14.0
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100 9.0 5.0 10.0 10.0
Lymphography 20 30.0 11.0 25.0 20.0
50 12.0 6.0 12.0 12.0
100 6.0 6.0 6.0 6.0
Ionosphere 20 95.0 90.0 95.0 100.0
50 96.0 82.0 90.0 100.0
100 86.0 70 79 93.0
WBC 20 20.0 30.0 20.0 45.0
50 16.0 20.0 18.0 32.0
100 9.0 5.0 10.0 10.0
Arrhythmia 20 30.0 20.0 30.0 75.0
50 24.0 20.0 09.0 50.0
100 19.0 16.0 15.0 40.0
Pima 20 40.0 30.0 40.0 60.0
50 32.0 40.0 34.0 58.0
100 30.0 37.0 29.0 49.0
Banknote 20 05.0 10.0 00.0 90.0
50 20.0 12.0 14.0 74.0
100 24.0 23.0 18.0 67.0
Cardio 20 20.0 05.0 15.0 45.0
50 26.0 16.0 16.0 70.0
100 23.0 17.0 15.0 72.0
Annthyroid 20 00.0 00.0 10.0 55.0
50 00.0 04.0 08.0 40.0
100 22.0 10.0 05.0 34.0
Shuttle 20 45.0 00.0 30.0 55.0
50 30.0 14.0 28.0 64.0
100 20.0 14.0 18.0 53.0
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Evaluation Metric

To measure the performance of all outlier detection algorithms on the experimental datasets, we selected preci-
sion (P;) as the evaluation metric. This metric is frequently used in the literature to measure the performance of
learning algorithms. It refers to the ratio of the number of true outliers detected by an outlier detection algo-
rithm to the total number of outlier candidates, i.e.:

P.=k/s (5)

where k is the number of true outliers found within s outlier candidates. This criterion is also called preci-
sion(@k in the literature, because s is fixed during the evaluation experiments [2].

RESULTS

In the experiments, the proposed method was compared with three popular outlier detection algorithms: LOF
[18], LDOF [5], and LOOP [22]. The experiments were carried out on an Intel i3 core processor with 8 GB of
RAM running Windows 8.0. In the comparative experiments, we first evaluated the performance of the outlier
detection algorithms using the precision criterion. Specifically, we ran each outlier detection algorithm on each
dataset and ranked the observations according to the corresponding scores. Then we took the top s (s = 20, 50,
and 100, respectively) candidate outliers. Among these, the number of true outliers was counted to estimate
precision. Table 2 reports the precision (%) achieved by the compared algorithms when the top s (s = 20, 50,
and 100) outlier candidates were selected.

In Table 2, bold values indicate the best performance among the compared algorithms on each dataset (for the
same row). For example, our method achieved the best performance on all datasets except the Wine dataset.
From the experimental results, one can observe that compared to the popular outlier detection algorithms, our
method shows predominant performance in identifying outliers.

Table 3 shows the elapsed time of the outlier detection algorithms on the experimental datasets. In the experi-
ments, the k value was set to 5 for LOF, LDOF, and LOOP, while the proposed method does not require any
input parameter. It can be observed from Table 3 that the LDOF algorithm has the highest elapsed time on all
datasets. LOF and LOOP also have high elapsed times compared to the proposed method. The proposed meth-
od has the lowest elapsed time on all datasets. The run times in Table 3 show that compared to the popular out-
lier detection algorithms, the efficiency of the proposed method is promising.

Table 3: Time cost (in seconds) of the outlier detection algorithms on the experimental datasets

Dataset LOF LDOF LOOP Depth
Wine 0.13 0.11 0.14 0.08
Lymphography 0.12 0.13 0.12 0.07
Ionsphere 0.22 0.36 0.22 0.07
WBC 0.25 0.36 0.23 0.07
Arrhythmia 0.44 1.1 0.37 0.26
Pima 0.42 1.95 0.28 0.07
Banknote 0.65 42 0.52 0.07
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1.1 7.5 0.85 0.07
Annthyroid 2.93 120 1.95 0.1
Shuttle 20.75 30 14 1.14

CONCLUSION

In this paper, we developed an efficient and effective learning method to identify outliers from normal obser-
vations. The main idea of the proposed method is to exploit the deviation of an observation from the central
point to determine whether it is an outlier. To find the deviation of an observation, we first calculated the depth
of each point in the dataset. The point with the maximum depth is the deepest or central point in the dataset.
We then computed the deviation of each point by subtracting its depth from the depth of the central point. Ob-
servations with high deviation are promising candidates for being outliers with high probability. Moreover,
unlike existing distance-based and density-based detection methods, the proposed method does not require an
input parameter k. To demonstrate the effectiveness of our method, we conducted comprehensive experiments
comparing it with three popular outlier detection algorithms on several public real-world datasets. The numeri-
cal results show that the proposed method is good at ranking the best candidates for outliers, and its perfor-
mance is promising.
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