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ABSTRACT

Ransomware remains a major endpoint-security threat because destructive file operations can progress
rapidly and modern attacks may use fileless execution and Living-off-the-Land (LotL) techniques. This
paper presents a lightweight host-based ransomware detection and prevention prototype for Windows
endpoints that combines three mechanisms: strategically placed deception directories (1000 _Trap), localized
Shannon-entropy analysis, and automated process termination using psutil. The prototype was evaluated in a
controlled Windows 10 virtual-machine testbed using the PSRansom simulator across 50 executions. Under
this specific PSRansom configuration, all 50 runs were detected, 5-15 decoy files were encrypted before
termination, and no protected user files in Desktop, Documents, Downloads, or Pictures were modified.
Mean end-to-end containment latency was approximately 5 s, with observed active-phase values ranging
from 4820 to 5150 ms, reflecting user-space event-queue and process-handling overhead. Idle CPU
utilization remained below 5%. The benign workload cases evaluated in this study, ZIP compression,
document editing, spreadsheet processing, media playback, and PDF generation, produced no mitigation
events. These results demonstrate feasibility within the tested PSRansom scenario rather than general
robustness against all ransomware families or traversal strategies. Random or selective traversal, multi-
process encryption, intermittent encryption, privilege escalation, and user-space evasion were not
experimentally validated and are treated as limitations and priorities for future evaluation.

Keywords: Ransomware Detection; Host-Based Intrusion Prevention; Shannon Entropy; Honeypot
Deception; Endpoint Security.

INTRODUCTION

Ransomware has evolved from basic device-locking malware into a broader ecosystem that includes crypto-
ransomware, data theft, and Ransomware-as-a-Service (RaaS). Modern endpoint threats may also use
fileless execution and Living-off-the-Land (LotL) techniques that abuse legitimate Windows utilities such as
PowerShell and WMI, complicating purely signature-based defenses [1-4].

Endpoint ransomware defense commonly combines signature-based, behavior-based, deception-based, and
machine-learning approaches, each with different trade-offs in generalization, response time, false positives,
and computational cost [1, 5-9].

e Signature-Based Antivirus: Signature matching is effective for known samples but can be weakened by
previously unseen, packed, polymorphic, or otherwise modified malware. Consequently, signature-only
defenses should not be interpreted as sufficient protection against new ransomware variants [1, 2].

e Heuristic and Machine Learning Scanners: Behavioral and machine-learning detectors can generalize
beyond fixed signatures, but they require feature collection, model execution, and careful control of false
positives. Prior work also shows that behavioral ransomware classifiers can be evaded by distributing

malicious activity across cooperating processes [7, 9].

Page 1817


http://www.rsisinternational.org/
https://rsisinternational.org/journals/ijrias
https://rsisinternational.org/journals/ijrias
https://doi.org/10.51584/IJRIAS.2026.11080137

INTERNATIONAL JOURNAL OF RESEARCH AND INNOVATION IN APPLIED SCIENCE (IJRIAS)
ISSN No. 2454-6194 | DOI: 10.51584/1JRIAS [Volume XI Issue VIII August 2026

e Behavior-Based Monitoring: Runtime indicators such as file-write patterns, file-type changes, entropy
changes, and rapid access to many files can support ransomware detection. However, detection may
occur only after some files have already been modified, and the effectiveness of behavioral indicators
depends on the attacker behavior represented in the evaluation [5-9].

To examine a low-overhead alternative, this study develops a host-based intrusion detection and prevention
prototype for Windows endpoints. The system places a 1000 Trap deception directory inside Desktop,
Documents, Downloads, and Pictures so that a ransomware process using the same sequential traversal

behavior as the tested PSRansom configuration is likely to interact with decoy content before protected user
files.

A trap event is then verified using localized Shannon-entropy analysis before a process-termination response
is initiated. This placement is a heuristic and does not guarantee first access under random, selective,
extension-prioritized, or adversarial traversal strategies [8, 16, 17].

The primary contributions of this work are threefold:

e Design of a hybrid three-tier HIDPS architecture integrating filesystem traps, localized mathematical
entropy analysis, and instant process termination.

e Implementation of a lightweight, low-overhead endpoint prototype that operates without requiring deep
kernel drivers or resource-heavy machine learning models.

e Scenario-specific empirical evaluation using 50 PSRansom executions to measure detection outcome,
containment latency, false-positive behavior under selected benign workloads, and file-loss containment
within the tested configuration.

THEORETICAL FRAMEWORK AND SYSTEM ARCHITECTURE

The proposed system adopts a three-layer Host-Based Intrusion Detection and Prevention System (HIDPS)
framework intended to detect trap interaction, verify suspicious byte-level randomness, and initiate
mitigation. The design is evaluated only within the experimental scope defined in Section 3.

Target Environment
Windows 10 Endpoint (Desktop, Documents, Downloads, and Pictures)

!
Layer 1: Sensor Layer
Watchdog file-system monitoring and 1000 _Trap deception folders
!
Layer 2: Analytical Engine
Localized 64 KB / 512-byte sampling; fixed Shannon entropy threshold H(X) >= 7.5
!

Layer 3: Mitigation Layer
Prototype PID handling, process termination, event logging, and SMTP notification

Figure 1. Three-layer architecture of the proposed hybrid HIDPS framework.
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Layer 1: Sensor Layer (Deception and Trapping)

Deception-based ransomware defenses place honey files or trap directories where ransomware is expected to
encounter them early. Prior work shows that traversal-aware placement can improve early detection, but also
demonstrates that static placement can be bypassed by alternative or random-access strategies [8, 16, 17].
Accordingly, the present sensor layer uses 1000 Trap directories as an experimentally tested heuristic rather
than assuming that all ransomware families traverse folders alphabetically.

Target Paths € {Desktop,Documents,Downloads,Pictures}

The 1000 Trap name was selected so that, under lexicographic or sequential enumeration that sorts numeric-
leading names before alphabetic names, the trap can be encountered early. The Python watchdog library
monitors on_modified, on_created, and on_moved events in the configured protected paths. This ordering
property should not be interpreted as a guarantee for ransomware that enumerates files randomly, by
extension, by file value, or through multiple concurrent workers.

Layer 2: Analytical Engine (Shannon Entropy Verification)

To reduce false alarms from benign interaction with decoy content, the prototype applies a second-stage
randomness check before mitigation. Encryption commonly increases byte-level randomness, so entropy can
be a useful signal; however, compressed, multimedia, Office, PDF, and other high-entropy benign formats
can overlap with encrypted data. Therefore, Shannon entropy is used here only as a verification feature after
a trap event, not as a standalone universal ransomware classifier [10-15].

The randomness of the data stream is quantified using Shannon’s entropy formulation [20]:

HOO = = ) P (x)log, P (x)

Where:

e Xrepresents the sampled byte sequence.
e n = 256, accounting for all possible 8-bit byte values (0x00 through 0xFF).

e P(x;) denotes the probability mass function of byte value X; occurring within the evaluated sample
block.

The analytical engine evaluates localized file data rather than whole-file averages. The implementation uses
a 64 KB segment when sufficient data are available and can evaluate smaller 512-byte 1/O blocks during
active writes. A fixed decision threshold of H(X) > 7.5 bits/byte was used as an engineering threshold in the
present prototype. This threshold was selected to distinguish highly randomized cryptographic output from
the predominantly lower-entropy content represented in the test corpus; it should not be interpreted as a
universal boundary for ransomware because compressed, encoded, or already-encrypted benign files can
also exhibit high entropy. Accordingly, entropy is used only as a secondary confirmation after a deception-
directory event.

Layer 3: Mitigation Layer (Automated Kill Switch)

After a monitored 1000 Trap event passes the entropy check, the mitigation component attempts to
associate the triggering activity with the responsible process and terminate that process using psutil. The
present user-space prototype does not implement a kernel-level file-system minifilter or equivalent
provenance mechanism. Therefore, precise attribution of an individual file-system write to a process can be
affected by user-space event timing and process-handle availability. The current experiment records the
selected PID, process name, target path, timestamp, and entropy value for the mitigation event. A fully
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reproducible kernel-grade PID attribution algorithm remains future work and should be validated against
concurrent writers and multi-threaded ransomware.

Experimental Setup and Implementation Details
Test Environment Configuration

The prototype was evaluated within an isolated virtual machine environment to prevent network-wide
infection risks.

Table 1. Test environment configuration.

Parameter Configuration

Virtualization Platform VMware Workstation Pro

Guest Operating System Windows 10 Pro (64-bit, Version 22H2)

Processor / Memory Alloc. 4 vCPUs, 8 GB RAM

Development Runtime Python 3.11.x

Key Python Libraries watchdog (v3.0.0), psutil (v5.9.5), math, smtplib

Native Protection State Windows Defender Real-Time Protection disabled during tests

Reproducibility Scope, Monitored Paths, and Corpus Reporting

The monitored parent paths were the Windows user folders Desktop, Documents, Downloads, and Pictures.
The hardware/software configuration is reported in Table 1. The entropy threshold was fixed at H(X) >= 7.5
bits/byte for the reported experiments and was not adjusted between trials.

Each protected parent directory contained a 1000_Trap deception directory. The original experiment record
did not preserve the exact total number, file-type distribution, or size distribution of all decoy files as
controlled variables. Therefore, these values are not reconstructed or fabricated in this revision. The directly
observed decoy-loss result is 5-15 encrypted decoy files per PSRansom run before process termination. A
fixed, published decoy manifest is required for a fully reproducible follow-up experiment.

The benign workload corpus used for the false-positive check consisted of the five workload cases listed
later in Table 3: 500 MB ZIP archiving of mixed documents, batch updates of 50 DOCX files, multi-sheet
XLSX modification, local 4K MP4 playback/cache activity, and generation of 100 graphic-heavy PDF files.
These workloads were selected as practical high-I/O or potentially high-entropy activities; they do not
constitute an exhaustive benign corpus.

Ransomware Emulation Suite

Adversarial actions were simulated using PSRansom, an open-source PowerShell ransomware simulator
maintained by JoelGMSec [19]. The evaluation used PSRansom as a controlled
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adversarial workload rather than as a representative corpus of ransomware families.

Its relevant behaviors in the tested configuration included

Recursive directory traversal using standard Windows APIs.

Symmetric AES-256 file-content encryption resulting in elevated Shannon entropy.
HTTP-based Command-and-Control (C2) key exchange and simulated exfiltration.
Automatic deployment of plaintext ransom notes (READ IT.txt) across targeted directories.

Trial Protocol and Statistical Reporting

The 50 ransomware executions used the same PSRansom-based adversarial configuration and the same four
protected parent paths. Detection success was defined as a trap-triggered, entropy-verified mitigation event
followed by termination before modification of protected user files outside 1000 Trap. The experiment
therefore measures repeatability within one controlled adversarial scenario, not diversity across ransomware
families.

For latency, the retained resource profile reports active-detection values of 4820-5150 ms and an
approximate mean of 5 s. Raw per-run timing observations were not retained in a form that permits valid
calculation of standard deviation, median, confidence intervals, or percentiles. These statistics should be
collected directly in a new instrumented experiment rather than estimated retrospectively.

PID attribution was performed within the controlled prototype execution context before psutil-based
termination. The retained manuscript materials do not document a general-purpose event-to-PID attribution
algorithm that can be independently reproduced for arbitrary processes. This gap is explicitly reported as a
reproducibility limitation instead of inferring an undocumented algorithm.

RESULTS AND PERFORMANCE EVALUATION

The evaluation comprised functional testing, 50 repeated PSRansom executions, benign-workload false-
positive checks, and resource/latency profiling. Because only one ransomware simulator and one primary
traversal configuration were used, the security results are reported as scenario-specific outcomes rather than
evidence of universal ransomware robustness.

Security and Detection Efficacy

The primary benchmark measured detection and file-loss containment across 50 repeated executions of the
configured PSRansom workload within the virtual testbed. The denominator for the reported detection
proportion is therefore 50 PSRansom runs, not 50 distinct ransomware families or samples.

Table 2. Security and detection outcome across 50 configured PSRansom simulations

Test Parameter Target Value Empirical Result Compliance
Total Simulation | 50 trials 50 trials —

Runs

Successful >=95% within configured | 50/50 (100% in scenario) PASSED
Detections PSRansom scenario

Failed Detections | O trials 0/50 (0% 1n scenario) PASSED
(False Negatives)
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User File Loss |0 files 0 protected user files PASSED
(Actual Data)

Decoy File Loss | <=15 files 5-15 decoy files PASSED
(1000_Trap)

End-to-End <=1000 ms ~5000 ms mean (4820-5150 | FAILED
Prevention ms observed) (Limitation
Latency Identified)

The observed ransomware detection and containment sequence is summarized in Figure 2.

Configured PSRansom run begins

!

PSRansom reaches the 1000 Trap directory in the tested traversal scenario

!

5-15 decoy files are encrypted before mitigation (observed H = 7.89-7.95)

!

Trap event and entropy threshold trigger the prototype mitigation stage

!

The configured adversarial process is terminated

!

Observed outcome: zero protected user files encrypted outside 1000 Trap in 50/50 tested runs

Figure 2. Observed detection and containment sequence for the configured PSRansom scenario.
False Positive Evaluation

To evaluate false-positive behavior under selected benign conditions, the prototype was exercised with five
operational workload cases involving compression, document editing, spreadsheet processing, media
playback, and PDF generation. These cases are functional workload tests rather than a statistically sampled
benign corpus.

All 50 configured PSRansom runs triggered detection (50/50; 100% within this test scenario). In these runs,
PSRansom reached 1000 Trap before protected user files and encrypted 5-15 decoy files before termination.
No protected user files in Desktop, Documents, Downloads, or Pictures were modified during the recorded
runs.

This result is conditional on the tested PSRansom traversal behavior and must not be generalized to
ransomware using random or selective traversal, multiple cooperating encryption processes, or other evasion
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strategies.

Table 3. False-positive evaluation under benign workloads

Benign
Workload
Activity

File
Compression
(Z1P)

Document
Editing

Spreadsheet
Processing

Media Playback
/ Cache

PDF
Generation

Test Description

Archiving 500 MB of mixed
documents via 7-Zip

Batch updating 50
Microsoft Word (.docx) files

Modifying multi-sheet
Excel files (.xIsx)

Streaming 4K MP4 video
files from local disk

Exporting 100  graphic-
heavy PDF files

System Response

Normal file activity logged

Low entropy detected (H <
5.0)

Entropy  evaluated;
mitigation trigger

no

I/O read operations filtered

Moderate/high-entropy
content did not trigger
mitigation in this workload

False Positive
Flag?

No (Safe)

No (Safe)

No (Safe)

No (Safe)

No (Safe)

No mitigation event was triggered by the five benign workload cases listed in Table 3. Because operations
outside the deception paths do not activate Layer 1, this result should be stated as 0 false-positive mitigation
events in the tested workload set rather than a general 0% false-positive rate for arbitrary endpoint activity.

Manual low-entropy modifications inside 1000 Trap were classified as safe, illustrating the purpose of the
second-stage entropy check. High-entropy benign content placed directly inside a monitored deception
directory remains an important untested case and should be included in future validation.

Resource Overhead and Latency Profile

System resource utilization was monitored during idle and active detection phases using Windows
Performance Monitor (perfmon). The reported measurements characterize the stated VM configuration (4
vCPUs and 8 GB RAM) and should not be assumed to transfer unchanged to other hardware.

Table 4. Resource overhead and containment latency profile

Metric

CPU Utilization

Standby / Idle Active Detection Phase

State

0.8%-2.1%

4.5%-8.2%

Design Limit Target

<=5.0% (idle target)
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RAM Consumption 38.4 MB 62.1 MB <=150 MB
I/0 Polling Overhead  <0.1 MB/s 1.2 MB/s Minimal Impact
Containment Latency - 4820-5150 ms <=1000 ms

End-to-end containment latency was approximately 5 seconds in the tested PSRansom configuration, with
observed trial values in the available experiment summary ranging from approximately 4,820 to 5,150 ms.
The prototype did not preserve the complete per-trial latency series used for the submitted manuscript;
consequently, a valid standard deviation, median, confidence interval, or other distribution statistic cannot be
reconstructed without rerunning the experiment. The observed delay is consistent with user-space file-
system event queuing and process-handle retrieval overhead and is treated as a principal implementation
limitation.

DISCUSSION

Defense Evasion and Architectural Trade-offs

The experiments support the feasibility of combining deception directories with localized entropy
verification for the specific PSRansom workload tested. They do not establish that the architecture
neutralizes ransomware in general. Prior work on behavioral and deception-based ransomware defense
shows that multi-process cooperation, alternate traversal strategies, and high-entropy benign data can
challenge simple behavioral assumptions [8-17].

Table 5. Qualitative comparison and scope of the evaluated prototype.

Feature / Metric Traditional Antivirus | Machine Learning | Proposed Hybrid
(e.g., Random Forest) | HIDPS Framework

Zero-Day Detection | Strong  for  known | Potentially strong if | Not established
signatures; limited for | training/evaluation beyond tested
unseen variants generalize PSRansom scenario

False Positive Rate Typically low for exact | Dataset/model 0 mitigation events in
signatures dependent five tested benign

workload cases

CPU Overhead Low Model/feature Low idle overhead in
dependent stated VM (<5% idle
CPU)
Detection Speed Fast when signature | Feature- ~5 s mean in
exists collection/model PSRansom tests
dependent
Data Protection Often reactive after | Depends on detection | 0 protected-user-file
recognition and response latency loss in configured

PSRansom runs
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Intermittent Encryption: Relevance and Untested Scope

Intermittent or partial encryption is an important evasion case because an attacker may encrypt selected byte
regions while leaving other portions of a file unchanged, reducing the usefulness of whole-file entropy
averages. Localized block sampling may increase sensitivity to such short high-entropy regions; however,
intermittent encryption was not directly exercised in the present PSRansom experiment. The current results
therefore do not establish detection effectiveness against LockBit, ALPHV/BlackCat, or other ransomware
families that use intermittent encryption. Such behavior must be validated experimentally in future work.

TECHNICAL LIMITATIONS

e User-Space Execution and Privilege Boundary: The prototype operates in Windows user space. Malware
with kernel-level capability, including attacks that abuse vulnerable signed drivers, may interfere with or
terminate user-space monitoring and response components. This threat model was not experimentally
tested [18].

e Traversal and Concurrency Dependence: The 5 s response time allowed 5-15 decoy files to be encrypted
in the tested PSRansom runs. A ransomware process that uses random or selective traversal could reach
protected files before a trap, while multi-threaded or multi-process encryption could create damage
concurrently in several paths. These cases were not evaluated [9, 16, 17].

e Entropy Generalization: A fixed H(X) >= 7.5 threshold may not reliably distinguish encryption from all
compressed, multimedia, Office, PDF, archive, or already-encrypted benign data. The five benign
workload cases provide only limited evidence, particularly because high-entropy files inside the trap
path were not systematically evaluated [10-15].

e Single-Simulator External Validity: The adversarial evaluation used PSRansom only. The 50-run
repetition demonstrates repeatability for that configuration but does not provide sample diversity. Claims
about zero-day robustness, real ransomware families, or alternative encryption engines require
independent adversarial workloads [1, 5-9].

e Reproducibility Gaps: The original logs do not provide a complete decoy-file manifest, per-trial latency
series, or a general PID-attribution specification. These omissions prevent reconstruction of corpus
statistics and latency standard deviation from the existing results and should be addressed in a follow-up
replication package.

CONCLUSION

This study designed and evaluated a lightweight Windows endpoint ransomware detection and prevention
prototype that combines strategically placed deception directories, localized Shannon entropy analysis, and
automated process termination. In 50 runs under the specific PSRansom configuration used in the test
environment, the system detected all 50 executions and confined observed encryption to decoy files, with no
protected user files modified during those trials. These findings demonstrate feasibility for the evaluated
scenario, but they do not establish universal ransomware robustness. The current evidence is limited by a
single simulator, dependence on the tested directory traversal behavior, user-space monitoring, incomplete
per-trial latency statistics, and the absence of direct tests for random or selective traversal, multi-threaded
encryption, intermittent encryption, privilege escalation, and high-entropy benign files. Future work will
extend the adversarial workload set, preserve complete trial-level telemetry, formalize process attribution,
and migrate monitoring toward a Windows File System Minifilter Driver to reduce latency and strengthen
tamper resistance.

Future work should first broaden empirical validation before stronger robustness claims are made. Required
experiments include random and selective traversal, multi-threaded and multi-process encryption,
intermittent encryption, high-entropy benign files placed inside monitored trap paths, privilege-
escalation/user-space evasion, and multiple independent ransomware simulators or malware families in an
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1solated research

Future releases should also publish a fixed decoy-corpus manifest, the exact PID-attribution implementation,
per-trial latency values with mean, standard deviation, median and percentiles, and the full configuration
needed for replication. A kernel-level Windows minifilter implementation is a promising direction for
obtaining process-aware file-I/O provenance and reducing user-space monitoring latency [15].
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