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ABSTRACT

Healthcare delivery requires the handling of sensitive personal health information (PHI); protecting this data is
essential to maintain patient confidentiality and prevent unauthorized access. Despite the transformative
potential of cloud-based deep learning in healthcare, the integration of sensitive Personal Health Information
(PHI) into these systems is hindered by a critical trade-off between data utility and computational privacy.
Current industry-standard techniques, such as anonymization and obfuscation, fail to provide robust protection
against modern re-identification attacks. There remains a significant gap in creating a framework that provides
formal data privacy guarantees without sacrificing the discriminative feature learning necessary for clinical
diagnostics. This systematic review examines the application of differential privacy (DP) and the SPDZ protocol
in electronic healthcare systems. The review addressed three sub-questions: the current research status of
differential privacy in healthcare, approaches used to identify privacy challenges, and solutions proposed to
mitigate risks across different subject domains. A comprehensive search yielded 4,970 studies, of which 316
were screened in full. After exclusions, 58 studies were analyzed. Results highlight increasing global interest in
integrating SPDZ with differential privacy to strengthen data protection while enabling secure computation.
Limitations included potential keyword bias, restricted temporal scope, and language constraints. Overall, the
findings underscored the growing role of differential privacy in healthcare data for secure, privacy-preserving
computation.

Keywords: Differential Privacy, SPDZ Protocol, Data Protection methods, Electronic Health Records, Privacy-
Preserving Computation, Systematic Review, Healthcare Data Governance, Secure Multi-Party Computation,
Patient Data Confidentiality, Digital Health Standards.

BACKGROUND

While this research is focused on the field of data privacy, a systematic evaluation was conducted to further
investigate the topic of using differential privacy for data privacy in healthcare. The systematic review presented
in this study explored the landscape of differential privacy use in enhancing data privacy for healthcare systems.
The review analyzed four core research sources. The overarching research question focused on identifying data
privacy measures using differential privacy and SPDZ. The review delved into three key sub-questions: the
research status of data privacy using differential privacy, what research approaches have been used by
researchers to identify data privacy issues in electronic healthcare systems, what proposed solutions have been
implemented to address data privacy in electronic healthcare systems and the subject matter domains adopted in
the studies.

The search process identified 4,970 potential studies, with six selected journals contributing significantly. After
excluding duplicates and applying inclusion criteria, 316 articles were eligible for full-text screening. Subsequent
exclusions yielded 70 articles, leading to a final set of 58 studies for analysis. This systematic review had certain
limitations, such as potential bias in keywords, a limited temporal scope, and language restrictions. These
limitations affected the comprehensiveness and diversity of the studies included. However, the findings
emphasize the global focus on using SPDZ and differential privacy for data protection.
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The study's systematic review explored the use of differential privacy to enhance data privacy for healthcare
systems.

Conducting a systematic literature review on data privacy issues using differential privacy identified the research
gaps and trends in data privacy and differential privacy, thus providing insights into areas that need further
exploration and helped to understand the current state of research. This review can also help in evaluating
different methodologies and techniques used in differential privacy research. By synthesizing existing literature,
our study identified the strengths and weaknesses of the different approaches. This review will also aid in
benchmarking and performance evaluation of the available different differential privacy mechanisms. By
analyzing existing research, this study will also be able to determine techniques that offer better data privacy
guarantees with minimal impact on data utility.

Data Sources

Critical analysis of data sources plays a critical role in shaping the reliability of the results in a systematic review.
In this study, the study adopted a meticulous approach of using Google Scholar's five-year h-index and h-median
indicators to pinpoint and select appropriate sources for the review. These metrics offered a quantitative
assessment of a journal's significance and reach, determined by the number of times the articles are referenced
within a specific time window.

With these metrics, the study was able to guarantee that the sources chosen were not only recent but also held
substantial recognition and influence within the field of Differential Privacy and Data Privacy.

Table 1: Title of the Journals Included in this Search for the Literature

SNo | Journal Name h5-1ndex h5-median
1 International Conference on Financial Cryptography and Data Security 46 95
2 ACM Conference on Data and Application Security and Privacy 25 39
3 Data Privacy Management, Cryptocurrencies, and Blockchain Technology | 17 23
4 International Conference on Data and Applications Security and Privacy | 15 29

The data sources for the systematic review comprised the top six ranked journals, from which four were chosen
and summarized for further analysis. These selected journals include the International Conference on Financial
Cryptography and Data Security, the ACM Conference on Data and Application Security and Privacy, Data
Privacy Management, Cryptocurrencies, and the Blockchain Technology International Conference on Data and
Applications Security. The choice of these journals was justified by their high-impact factors and recognition as
leading-edge publications. For instance, the International Conference on Financial Cryptography and Data
Security has an h5-index of 46, thus signifying that it has published 46 or more articles with corresponding
citations over the past five years. Another search was conducted on IEEE (Institute of Electrical and Electronics
Engineers). Conducting a systematic review specifically within IEEE publications provides several advantages:
high-quality research, relevancy aiding the systematic review to remain current, comprehensive coverage for
topics under review, international perspectives, and access to full-text articles, making it easier to access the
articles to include in a systematic review. Overall, conducting the systematic review within IEEE publications
ensured that the review was based on high-quality, up-to-date research from a reputable source.

This selection criterion ensured that the chosen sources are significant and authoritative and, therefore, contribute
significantly to the scholarly discourse on the subject matter. Employing these metrics and then selecting
prominent journals for summarization is consistent with my aim to offer a thorough and insightful overview of
the research landscape.
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Search Strategy

The search strategy utilized in this systematic review was crafted to ensure the retrieval of pertinent and high-
quality research articles. These articles contributed to the exploration of methods to enhance data privacy through
the implementation of differential privacy.

The search process identified 4,970 potential studies, with six selected journals contributing significantly. After
excluding duplicates and applying inclusion criteria, 316 articles were eligible for full-text screening. Subsequent
exclusions yielded 70 articles, leading to a final set of 58 studies for analysis. This systematic review had certain
limitations, such as potential bias in keywords, a limited temporal scope, and language restrictions. These
limitations may thus affect the comprehensiveness and diversity of the studies included. However, the findings
emphasized the global focus on using SPDZ for data privacy.

The systematic review presented in this study explored the landscape of differential privacy use in enhancing
data privacy for healthcare systems.

Conducting a systematic literature review on data privacy issues using differential privacy identified the research
gaps and trends in the field of data privacy and differential privacy, thus providing insights into areas that need
further exploration and helping in understanding the current state of research. This review will also help in
evaluating different methodologies and techniques used in differential privacy research. By synthesizing existing
literature, our study can identify the strengths and weaknesses of the different approaches. This review will also
aid in benchmarking and performance evaluation of the different differential privacy mechanisms. By analyzing
existing research, the study will be able to determine techniques that offer better privacy guarantees with minimal
impact on data utility.

The chosen keywords were data privacy and differential privacy. These were strategically selected to encompass
the core focus of the study. These selected keywords were considered comprehensive and an accurate
representation of the subject matter under investigation. Employing these keywords streamlined the search
process, ensuring that the retrieved articles were directly relevant to the research purpose.

In line with the review’s research questions, the search was limited to the last five years to obtain more current
research. Moreover, for inclusion in the review, each article had to satisfy all the inclusion criteria and none of
the exclusion criteria outlined in Table 2. This review primarily focused on peer-reviewed journal articles.

While peer-reviewed conference proceedings could have offered valuable insights into ongoing works not yet
published in journals, they were excluded because the study aimed to examine research articles published in top-
ranked technology and security journals. Likewise, dissertations, government publications, and organizational
reports were excluded from the review, as these types of articles are typically not published in academic journals.
Furthermore, books and book chapters, which often focus on theory or cite empirical findings from other studies,
were also excluded from this review.

The inclusion and exclusion criteria were carefully delineated to narrow down the study's scope and guarantee
the selection of articles that closely aligned with the research objectives. Inclusion criteria comprised articles
published within the last five years, articles written in English, and articles explicitly addressing differential
privacy. Exclusion criteria included non-peer-reviewed articles, articles that did not focus solely on how data
privacy can be enhanced with differential privacy, and articles exploring contexts other than data privacy.

A summary of these criteria is presented in Table 2 below:

Table 2: Inclusion and Exclusion Criteria

Criteria Inclusion Criteria Exclusion Criteria
Source Type Peer-reviewed journals Not peer-reviewed
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Publication Date | Published within the last five years Older than five years
Language Written in English Non-English literature
Relevance Specifically addresses data privacy and differential | Explores other contexts

privacy and how to enhance data privacy

Relevance Must be involved in healthcare systems Any study outside the healthcare
systems context

Search Process and Search Results

The search process for relevant articles within the selected journals followed a comprehensive and systematic
approach, employing a combination of databases and keywords. The databases used included Google Scholar
and IEEE databases. Within each of the journals’ databases, electronic searches were conducted using the
following search terms: “differential privacy," "SPDZ," and “data privacy." This diligent approach identified
many potential studies, with 4,970 articles initially identified. A ‘title search’ was conducted using the term
“differential privacy.” “Differential privacy,” "healthcare differential privacy,” "SPDZ" and “data privacy."

Database searched: Google Scholar, IEEE

Main search keywords: “differential privacy™, “Healthcare differential privacy™, and “data privacy™

Potentially Eligible Excluded n=3190
Studies = 4970

Identified for Abstract screening/ Relevance
Abstract
Screening = 1780 n= 1652

Identified for full Excluded by further Criteria =
text screening = 128 I > 70
h
Identified for Literature
Review =38

Figure 1: PRISMA framework for inclusion and exclusion criteria
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Review of Available Differential Privacy Models

i)

Local Differential Privacy (LDP) Model: By altering data before it is even gathered, this type of model
strategy is to safeguard personal privacy. Before uploading their data to the central server, each user modifies
it locally (Wang et al., 2022). Randomized response is a crucial component of Local Differential Privacy
(LDP). A method called randomized response was first used to allow the survey participants to answer
delicate topics honestly and privately. In order to maintain the confidentiality of the true response while yet
enabling the derivation of accurate aggregate statistics, it works by having participants randomly modify
their answers depending on a predetermined probability distribution (Hidano & Murakami, 2022).
Significant noise introduction is a drawback of several LDP models, as data analysis may become less useful
as a result of the model trainings (Wang et al., 2022).

Gaussian Mechanism Model: The Gaussian Mechanism Model, proposed by Dwork and Roth in 2014, is a
foundational method for achieving differential privacy by adding carefully calibrated Gaussian noise to query
responses. This model adds noise from a Gaussian distribution to query responses to ensure differential
privacy. It is widely used in scenarios with differentially private mean and logistic regression (Malek et al.,
2021). While it offers strong privacy guarantees, repeated application of the Gaussian Mechanism Model to
answer multiple queries or perform multiple analyses can lead to cumulative privacy loss. Over time, the
accumulation of noise may compromise the overall privacy protection the mechanism provides, especially
in settings with correlated queries or data. It is also prone to data reconstruction attacks, and the model might
not be suitable for non-Gaussian data distributions or when query sensitivity is difficult to compute
(Erlingsson et al., 2019).

iii) Objective Perturbation Model: By altering a learning algorithm's goal function, Abadi et al. (2016)

introduced the goal Perturbation Model (OPM), a technique for privacy-preserving machine learning. OPM
has its own set of drawbacks, especially when it comes to security and privacy, even while it has some
benefits in terms of protecting privacy. It is frequently used to train deep learning models by introducing
noise into gradients or the loss function. Since the model perturbs the objective function, there is the
occurrence of the hindrance of convergence, thus affecting the model's optimal performance (Nasr et al.,
2020). While OPM aims to provide privacy guarantees, the level of privacy protection it offers may not
always satisfy the rigorous standards of differential privacy. Adversaries with access to auxiliary information
or background knowledge may still be able to breach privacy protections provided by OPM (Abadi et al.,
2016).

Federated Learning Models: This method enables model training across decentralized devices without
sharing raw data (McMabhan et al., 2017). Differential privacy can be incorporated into federated learning to
ensure privacy-preserving model updates (Wang et al., 2022). However, this method may face challenges
with communication overhead and convergence (Konecny et al., 2016). Federated learning relies on the
premise that sensitive data remains on the devices, and only model updates are shared. However, ensuring
data privacy and security remains a significant challenge. There may be concerns about data leakage during
the model aggregation process or potential attacks aimed at compromising the privacy of individual user data
(Konecny et al., 2016).

PrivMets Model

PrivMets (Xu, C., Cheng, X., Hu, Y., Li, Y., & Li, X., 2017) is a local differential privacy (LDP) model that has
been used in healthcare research to protect patients' privacy while allowing for meaningful data analysis. It is
designed for healthcare data analysis and can be used for tasks like clustering, classification, and regression. The
algorithm is based on a tree-based data structure and achieves differential privacy by adding noise to the data
before releasing it. It uses a tree-based data structure to achieve differential privacy, and it is effective in
protecting patients' privacy while still providing accurate results (Kairouz et al., 2021).

Privacy goal: PrivMets uses local differential privacy (LDP) to protect patients' privacy. LDP ensures that
individual data points cannot be linked to specific individuals in the dataset, even by an attacker who has access
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to other information. PrivMets achieves this by adding noise to the data before releasing it, which makes it
difficult to identify specific individuals or sensitive information.

Data Structure: The PrivMets model represents the data using a tree-based data structure. The data is partitioned
into smaller subsets at each level of the tree, which reduces the amount of noise that needs to be added to the
data to achieve differential privacy. This makes PrivMets more efficient than other LDP algorithms that use a
flat data structure.

Accuracy: PrivMets have been shown to achieve high accuracy in healthcare data analysis tasks. This is
important for healthcare researchers who need to obtain meaningful insights from the data they are analyzing.
The PrivMets model achieves this by carefully tuning the parameters of the algorithm and using a tree-based
data structure to reduce the amount of noise that is added to the data.

Table 2.1: Summary of the research gaps for the PrivMets model (Xu et al. 2017)

Major Focus Research Focus Gaps

High accuracy

PrivMets has been shown to achieve high
accuracy in data analysis while still providing
strong privacy guarantees. This means that
researchers can obtain useful insights from
healthcare data without compromising patients'
privacy.

Limited protection against membership inference attacks:

PrivMets does not provide strong protection against
membership inference attacks, which are attacks that
attempt to identify whether a specific individual is included
in the dataset. This means that there is an emerging risk of
re-identification in some of these cases.

Flexibility:

PrivMets is a flexible LDP model that can be
applied to a variety of healthcare data analysis
tasks, including clustering, classification, and
regression. This makes it a versatile tool for
healthcare researchers.

Computationally expensive:

PrivMets can be computationally expensive, particularly
when used with large datasets. This means that it may not
be feasible to use PrivMets in all healthcare research
contexts.

Scalability:

PrivMets is scalable and can be used to analyze
large datasets. This is important in healthcare
research, where large datasets are common.

Requires careful parameter tuning:

PrivMets require careful parameter tuning to achieve
optimal performance. This can be time-consuming and may
require significant expertise.

The PrivMets algorithm by Xu et al. (2017) protects healthcare data privacy during analysis. However,
researchers should treat it as supplementary guidance. The performance of the algorithm should be assessed: In
a healthcare research project, PrivMets should be evaluated on the performance of the task at hand before being
used (Xiao, X., and Tao, Y., 2015). This may be done by evaluating the algorithm on sample data or benchmark
datasets and comparing its performance to alternative LDP strategies or non-private strategies. One should also
learn about the weaknesses of LDP (Shokri, R., & Shmatikov, V., 2015). LDP is a strong privacy-preserving
method, but it has some limitations and is susceptible to some kinds of attacks, including the membership
inference attacks. In this study, data preprocessing methods have to be taken into consideration (Zhang et al.,
2016). PrivMets uses a tree-based data structure to model the data, and this can be optimized with the help of
data preprocessing methods. The methods that researchers can use to enhance the efficiency and the accuracy of
PrivMets are dimensionality reduction or feature selection. Finally, the effect of noise on downstream analysis
should be evaluated: Adding noise to the data is a major part of LDP, but downstream analysis activities,
including clustering or classification, can also be affected. The researchers should pay much attention to the
effects of the additional noise on the particular analysis task and adjust the parameters of PrivMets to optimize
its functioning (Dwork and Roth, 2014).
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Geo-indistinguishability model

Andrade et al. (2016) proposed a framework for privacy-preserving spatial data analysis using the geo-
indistinguishability model. Geo-indistinguishability is a privacy model that aims to protect the location privacy
of individuals in spatial data analysis. The research proposed a scalable and efficient algorithm for geo-
indistinguishable spatial data publication. Their approach uses a quadtree-based partitioning scheme to divide
the space into smaller cells and then adds noise to the coordinates of the cells in a way that preserves geo-
indistinguishability. This study also proposed a method for optimizing the privacy budget, which controls the
amount of noise added to the data. Their approach uses a cost-benefit analysis to balance the privacy and utility
of the released data and adjusts the privacy budget accordingly.

Overall, the contributions of Andrade et al. (2016) have helped to advance the field of privacy-preserving spatial
data analysis. Their proposed algorithm and privacy budget optimization method have made it easier to apply
the geo-indistinguishability model in practice, and their framework provides a useful guide for researchers and
practitioners interested in privacy-preserving spatial data analysis.

Table 2.2: Summary of the research gaps for the geo-indistinguishability model

Major Focus

Research Focus Gaps

Strong privacy protection—The privacy-
preserving  geo-indistinguishability — model
proposed by Andrade et al. (2016) provides
strong privacy protection by adding noise to the
location data, making it difficult for an attacker
to infer the exact location of an individual.

This has been highlighted in several studies,
including Chen et al. (2019) and Jiao et al.
(2020).

Assumption of static locations - The model assumes that
the locations of individuals are static and don’t change
over time. This is not true in real-world scenarios, making
it difficult to protect the privacy of individuals. This
limitation has been noted in several studies, including Zou
et al. (2018) and Wang et al. (2020).

Preservation of data utility

The algorithm proposed by Andrade et al.
(2016) adds noise to the location data in a way
that preserves the statistical properties of the
data, allowing for meaningful spatial analysis
to be performed. This has been noted in several
studies, including Zou et al. (2018) and Xu et
al. (2021).

Budgetary Concerns

The privacy budget controls the amount of noise
introduced to the data by determining the degree of
privacy protection offered by the model. Depending on
the particular use case, the privacy budget must be
carefully selected to strike a compromise between privacy
and utility. Numerous investigations, such as Chen et al.
(2019) and Xu et al. (2021), have identified this
restriction.

Scalability and efficiency

The quadtree-based partitioning scheme used
by the algorithm allows for the data to be
partitioned into smaller cells, making it
scalable and efficient for use with large
datasets. This has been highlighted in several
studies, including Wang et al. (2020) and
Vatsalan et al. (2019).

Euclidean distance limitation

The model only considers Euclidean distance between
locations, which may not be appropriate for all
applications.

For example, it may not be suitable for measuring
distances on a network or road network. This limitation
has been noted in several studies, including Zou et al.
(2018) and Wang et al. (2020).
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DP-SGD (Differentially Private Stochastic Gradient Descent) Model

In 2016, Abadi et al. introduced a machine learning technique that protects privacy. Differential privacy is
incorporated into this model, which is an extension of the well-known stochastic gradient descent process, to
safeguard the training data's privacy. Without jeopardizing the privacy of those who provided the data, DP-SGD
provides a way to train machine learning models on sensitive data (Abadi et al., 2016). At each stage of the
stochastic gradient descent method, the DP-SGD model adds random noise to the objective function's gradient.
To guarantee that the method satisfies a predetermined degree of differential privacy, this noise is meticulously
tuned. By varying the amount of noise supplied to the gradient, one can change the algorithm'’s privacy guarantee.
DP-SGD is intended to achieve a balance between privacy and accuracy, allowing machine learning models to
be trained with reasonable accuracy while protecting the privacy of the training data (Abadi et al., 2016).

Table 2.3: Summary of the research gaps identified in the DP-SGD model.

Major Focus

Research Focus Gaps

Privacy Preservation provides a rigorous guarantee of
privacy preservation.

The algorithm ensures that the training process does not
leak any sensitive information from the training data,
even when the data is highly sensitive.

Increased Computational Complexity

DP-SGD has additional computations that ensure
privacy preservation, which can increase the
computational complexity of the training process.
This makes training times slower than non-private
approaches.

Flexibility

DP-SGD can be applied to a wide range of machine-
learning problems, including classification, regression,
and clustering. It can also be used with a variety of
different types of neural networks, including deep neural
networks and convolutional neural networks.

Reduced Model Utility

The privacy guarantees provided by DP-SGD
come at the cost of reduced model utility. This
means that the accuracy of the trained model may
be lower than that of a model trained without
privacy guarantees.

High Accuracy: DP-SGD can achieve high accuracy even
when the training data is noisy or incomplete. This is
because the algorithm is designed to work with noisy data
and can adapt to the noise in the data.

Hyperparameter Tuning: DP-SGD requires the
tuning of hyperparameters, like the privacy budget
and learning rate, to achieve the desired level of
privacy and accuracy. This can be a time-

consuming and challenging process.

Private Aggregation of Teacher Ensembles Model.

This machine-learning architecture protects privacy (Papernot et al., 2018). The Pate framework is made to make
it possible to train reliable and accurate models on confidential data. Several "teacher" models, each with its own
parameters and biases, are trained on various subsets of the data in order for this system to function. A smaller
set of "student" models trained on non-sensitive data are then labeled using the teacher models. While the
teachers' individual predictions are kept confidential, the student models are trained to provide a consensus
prediction based on the teacher models' projections. Predictions on sensitive data are then made using this
consensus forecast.

Differential privacy and federated learning are two important privacy strategies used by Pate. To prevent any
specific training example from being deduced from the output, differential privacy adds noise to the teaching
models' output. Federated learning maintains privacy by allowing student models to be trained on a central server
without necessitating the transfer of sensitive data to that server (Papernot et al., 2018).
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Table 2.4: Summary of the research gaps identified for the PATE model.

Major Focus

Research Focus Gaps

Privacy preservation—This model allows for the
training of accurate machine learning models while
preserving the privacy of individual data points. Since
the individual data points are never directly exposed to
the model, there is no risk of sensitive information being
revealed.

Elevated levels of computation

Since the PATE model uses multiple teacher
models, it requires more computational power than
traditional models, which increases the time and cost
required for training.

Improved data protection—The model enables a higher
level of data protection than traditional models because
the model does not have direct access to the data.
Instead, it only receives the aggregate results of multiple
teacher models, which makes it much more difficult to
extract specific data points from the model.

Limited data sharing—The model requires data to
be divided into subsets for each teacher model,
which can limit the amount of data that can be shared
between different organizations or parties.

Improvement in accuracy—Since the model uses
multiple teacher models, it achieves higher accuracy
than traditional models that only use one model. This is
because the teacher models can each learn various
aspects of the data, and the student model can then

The trade-off between privacy and accuracy—in
some cases, the model sacrifices accuracy to
preserve privacy. For example, if the number of
teacher models is limited, the model cannot learn as
much from the data as it would with more models.

combine their knowledge.

Machine Learning Models that Utilize Differential Privacy.

The SPDZ protocol is a cryptographic protocol designed for secure computation among parties. It is particularly
relevant in privacy-preserving machine learning (PPML) and deep learning applications.

Sensitive data from various sources, such as actual healthcare data, can frequently be trained into machine
learning models. Research has shown that the SPDZ protocol will make it possible to securely aggregate data
from several sources and train the model on encrypted data without disclosing raw values. Deep learning models
need a lot of processing power, and SPDZ allows models to be trained on encrypted data. Among other things,
it facilitates training on encrypted pictures for facial recognition and medical diagnosis, privacy-preserving
backpropagation in gradient-based learning, and secure matrix multiplications that are crucial for deep learning
layers (Mishra et al., 2020).

Using federated learning, differential privacy (DP), and secure multi-party computation (SMPC), a number of
recent research have investigated privacy-preserving deep learning in healthcare. A framework combining secure
aggregation, DP, and federated learning for medical imaging categorization was presented by Fares and Emam
Saad (2024). Their work highlighted the viability in privacy-sensitive healthcare settings by showing that
hospitals can cooperatively train models without disclosing raw patient data while maintaining accuracy similar
to centralized training.

Jarin and Eshete (2021) introduced the PRICURE system, which combines SMPC with DP for collaborative
neural network inference on medical datasets. The study showed that privacy guarantees could be maintained
without significantly compromising model utility, making it suitable for multi-institutional healthcare
applications. Similarly, Choquette-Choo et al. (2021) developed CaPC Learning, a framework ensuring
confidentiality of data and intermediate computations through SMPC and privacy-preserving techniques,
emphasizing the relevance of hybrid privacy methods in healthcare collaborations.
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Das et al. (2024) focused on improving the efficiency of secure multi-party deep learning by integrating DP with
communication-optimized cryptographic protocols. Their approach reduces computation and communication
overhead while maintaining strong privacy, which is particularly useful for collaborative healthcare modeling
across institutions. Sharma et al. (2025) demonstrated an SPDZ-based SMPC framework for training deep
learning models on encrypted clinical datasets, highlighting both privacy protection and practical deployment
challenges, including computational and communication costs.

Zhang et al. (2025) proposed an optimized MPC protocol for deep learning that reduces communication rounds
and computational load while preserving privacy, supporting scalable applications in distributed healthcare
settings. Studies focusing on differential privacy include Enhance DP for Clinical Data Analysis (2025), which
applied DP mechanisms to CNN and reinforcement learning models for clinical decision-making. By carefully
calibrating noise, the framework protected individual patient data while retaining predictive utility, illustrating
the privacy-accuracy trade-offs.

Privacy-aware Hierarchical Federated Learning (2025) integrated DP and SMPC in a hierarchical federated
learning system, enabling large-scale collaborative training across hospitals. The study demonstrated that
combining these techniques provides formal privacy guarantees while supporting scalable and practical Al
applications in healthcare.

Table 3: Summary of reviewed literature

Author(s) &
Year

Techniques Used

Summary / Focus

Pros of the secure hybrid deep learning
model

Fares & Emam | Federated Learning | Privacy-preserving medical | SPDZ + DP can perform secure
Saad (2024) + Differential | imaging using ResNet; | computation on raw data before
Privacy + Secure | hospitals collaborate without | aggregation, protecting inputs even more
Aggregation sharing raw images; maintains | strongly while still allowing DP to preserve
near-centralized accuracy output privacy
Jarin & Eshete | SMPC + | PRICURE: Multi-party neural | Hybrid model enhances protection by
(2021) Differential network inference with DP; | securing computations with SPDZ, reducing
Privacy protects sensitive patient data | reliance on trust in other parties and

without sharing raw data

strengthening privacy against internal

leakage

Choquette- SMPC + Privacy | CaPC Learning: Confidential | SPDZ + DP adds formal statistical privacy
Choo et al. | Techniques and private  collaborative | guarantees (DP) on outputs, complementing
(2021) learning; data and intermediate | SMPC’s cryptographic privacy to mitigate
computations kept confidential | inference attacks
Das et al | DP+SMPC Communication-efficient SPDZ and DP can further optimize
(2024) secure multi-party ~ deep | computation by selectively applying DP to
learning; reduces overhead | sensitive outputs while computing gradients
while maintaining privacy securely, thus achieving higher privacy with
maintained accuracy.
Sharma et al. | SPDZ-based Multi-party neural network | By integrating DP, the hybrid model also
(2025) SMPC training on encrypted clinical | protects model outputs, preventing re-
datasets identification or membership inference
attacks beyond what SPDZ alone achieves.
Zhang et al. | Optimized SMPC | Efficient and scalable MPC for | SPDZ + DP provides both efficiency and
(2025) Protocol deep learning; reduces | output-level privacy, surpassing SMPC-
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communication and | only approaches in threat coverage and
computation costs regulatory alignment
Enhance DP | Differential Protects individual patient | The hybrid model reduces DP-induced
for  Clinical | Privacy (DP) in | contributions while performing | accuracy loss by computing most operations
Data Analysis | CNN & RL predictive modeling in clinical | securely under SPDZ and applying DP
(2025) datasets; balances privacy- | selectively to outputs, improving model
accuracy trade-off utility.
Privacy-aware | DP + SMPC Large-scale hierarchical | SPDZ + DP strengthens both input-level
Hierarchical federated learning for | protection and output-level DP guarantees,
Federated healthcare preserves patient | improving threat resilience and enabling
Learning privacy across hospitals. cross-hospital collaboration with minimal
(2025) privacy risk.

The SPDZ protocol is a cryptographic protocol designed for secure computation among parties. It is particularly
relevant in privacy-preserving machine learning (PPML) and deep learning applications.

Sensitive data from various sources, such as actual healthcare data, can frequently be trained into machine
learning models. The SPDZ protocol will make it possible to securely aggregate data from several sources and
train the model on encrypted data without disclosing raw values. Deep learning models need a lot of processing
power, and SPDZ allows models to be trained on encrypted data. Among other things, it facilitates training on
encrypted pictures for facial recognition and medical diagnosis, privacy-preserving backpropagation in gradient-
based learning, and secure matrix multiplications that are crucial for deep learning layers (Mishra et al., 2020).

Using federated learning, differential privacy (DP), and secure multi-party computation (SMPC), a number of
recent research have investigated privacy-preserving deep learning in healthcare. A framework combining secure
aggregation, DP, and federated learning for medical imaging categorization was presented by Fares and Emam
Saad (2024). Their work highlighted the viability in privacy-sensitive healthcare settings by showing that
hospitals can cooperatively train models without disclosing raw patient data while maintaining accuracy similar
to centralized training.

Jarin and Eshete (2021) introduced the PRICURE system, which combines SMPC with DP for collaborative
neural network inference on medical datasets. The study showed that privacy guarantees could be maintained
without significantly compromising model utility, making it suitable for multi-institutional healthcare
applications. Similarly, Choquette-Choo et al. (2021) developed CaPC Learning, a framework ensuring
confidentiality of data and intermediate computations through SMPC and privacy-preserving techniques,
emphasizing the relevance of hybrid privacy methods in healthcare collaborations.

Das et al. (2024) focused on improving the efficiency of secure multi-party deep learning by integrating DP with
communication-optimized cryptographic protocols. Their approach reduces computation and communication
overhead while maintaining strong privacy, which is particularly useful for collaborative healthcare modeling
across institutions. Sharma et al. (2025) demonstrated an SPDZ-based SMPC framework for training deep
learning models on encrypted clinical datasets, highlighting both privacy protection and practical deployment
challenges, including computational and communication costs.

Zhang et al. (2025) proposed an optimized MPC protocol for deep learning that reduces communication rounds
and computational load while preserving privacy, supporting scalable applications in distributed healthcare
settings. Studies focusing on differential privacy include Enhance DP for Clinical Data Analysis (2025), which
applied DP mechanisms to CNN and reinforcement learning models for clinical decision-making. By carefully
calibrating noise, the framework protected individual patient data while retaining predictive utility, illustrating
the privacy-accuracy trade-offs.
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Privacy-aware Hierarchical Federated Learning (2025) integrated DP and SMPC in a hierarchical federated
learning system, enabling large-scale collaborative training across hospitals. The study demonstrated that
combining these techniques provides formal privacy guarantees while supporting scalable and practical Al
applications in healthcare.

Table 4: Summary of privacy-preserving deep learning studies in healthcare, techniques used, and how
the hybrid SPDZ + Differential Privacy (DP) model enhances privacy, accuracy, and scalability compared
to previous approaches.

Author(s) & Year | Techniques Summary/Focus Pros of the Secure Hybrid Deep
Used Learning Model
Fares & Emam | Federated Privacy-preserving medical | SPDZ + DP secures computations on

Saad (2024)

Learning + DP +
Secure

imaging; collaborative model
training without sharing raw

raw data and adds output-level DP
guarantees, preserving accuracy and

Aggregation images privacy.
Jarin & Eshete | SMPC + DP PRICURE: Multi-party neural | The hybrid model strengthens privacy
(2021) network inference; protects | via SPDZ, thus reducing reliance on
patient data trust and mitigating internal leakage.

Choquette-Choo et

SMPC + Privacy

CaPC Learning: Confidential

SPDZ + DP adds formal statistical

al. (2021) Techniques collaborative learning; protects | privacy to outputs, mitigating inference
intermediate computations attacks.

Das et al. (2024) DP + SMPC Communication-efficient SMPC | SPDZ + DP enables secure gradient

with DP reduces overhead. computation and  selective DP,

enhancing privacy without reducing
utility.

Sharma et al. | SPDZ-based Training on encrypted clinical | Integrating DP protects outputs against

(2025) SMPC datasets inference attacks, while SPDZ secures
inputs.

Zhang et al. (2025) | Optimized Efficient and scalable MPC for | SPDZ + DP enhances efficiency while

SMPC Protocol

deep learning

providing output-level privacy.

Journal of Big | DP in CNN & | Protects individual contributions | The hybrid model reduces DP-induced
Data (2025) RL in clinical datasets accuracy loss by secure SPDZ
computation.
Privacy-aware DP + SMPC Large-scale hierarchical | SPDZ + DP strengthens input and
HFL (2025) federated learning  across | output-level privacy, enabling scalable
hospitals cross-hospital collaboration.

Solution for Data Privacy in Healthcare

The sensitive nature of medical information and the expanding use of data-driven diagnoses have made
protecting patient privacy in the healthcare industry more important than ever. When it comes to facilitating
collaborative analysis or deep learning on distributed datasets, traditional data protection techniques frequently
fall short. In this regard, developments in Multi-Party Computation (MPC) protocols, like SPDZ and its
variations, present viable options for carrying out safe, private computations across various healthcare data

sources.
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Recurrent neural networks (RNNSs) process sequential data, such as time series and natural language. Here, the
SPDZ protocol helps secure text classification and speech recognition by processing encrypted sequences,
privacy-preserving sentiment analysis, avoiding direct access to sensitive user text, and financial forecasting on
encrypted stock market data (Riazi et al., 2019). Convolutional neural networks (CNNSs) process images and
videos, often containing private information. In this case, the SPDZ protocol will enable secure image
classification, thus ensuring privacy in medical imaging, privacy-preserving facial recognition by securing
biometric data, and encrypted training of CNNs for sensitive surveillance applications (Rouhani et al., 2018).

Recurrent Neural Networks (RNNs) are widely used to process sequential data, including time series, natural
language, and speech (Riazi et al., 2019). In privacy-sensitive applications, the SPDZ protocol enables secure
computation on encrypted sequences. This allows for privacy-preserving text classification, sentiment analysis,
speech recognition, and even financial forecasting on encrypted stock market data. The combination of RNNs
with SPDZ ensures that sensitive user information or proprietary sequences are never exposed during model
training or inference.

Convolutional Neural Networks (CNNs) are designed for image and video processing, which often contain
private or sensitive information. Integrating CNNs with the SPDZ protocol allows for secure image
classification, privacy-preserving facial recognition, and encrypted training for surveillance or medical imaging
applications (Rouhani et al., 2018). By operating on encrypted data, SPDZ protects individual privacy while
enabling accurate feature extraction and classification, making CNNs suitable for sensitive real-world
applications.

Table 5: Applications of RNNs and CNNs with SPDZ for Privacy-Preserving Machine Learning

Neural
Data Type Privacy-Preserving Application Relerence
Network yp Y £ App
RNN Sequential (text, Secure text classification, sentiment analysis, speech recognition, |[Riazietal,
speech, time series)  |{financial forecasting on encrypted data 2019
CNN Tmages and videos Secure image. c.lassificatioq, pri.vacy.-preserving fa.cial recognition, |[Rouhani et al.,
encrypted training for medical imaging and surveillance 2018

With the above literature, SPDZ could allow privacy-preserving analysis of CBIS-DDSM mammograms and
associated metadata. For example, RNNs can be adapted for sequential or metadata-based tasks, and CNNs can
be used for secure image classification and tumor detection on encrypted mammographic images, all while
ensuring that sensitive patient data remains confidential during training and inference. This approach would
support privacy-aware deep learning on CBIS-DDSM without exposing raw data, combining advances in secure
computation with established medical imaging benchmarks.

Emerging Multi-Party Computation (MPC) protocols, such as SPDZ and its derivatives, are coming up and have
improved efficiency and scalability for deep learning tasks. These protocols enable the secure computation of
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gradients and other operations essential for training neural networks across distributed datasets. The challenges,
however, remain, including optimizing the MPC protocols for large-scale datasets and improving their
computational efficiency without compromising security. Nevertheless, ongoing research efforts are needed to
refine MPC techniques for broader adoption in privacy-sensitive applications, such as healthcare diagnostics
(Goswami, 2024).

Research has shown that the SPDZ protocol provides secure frameworks for computing gradients and
aggregating model updates across distributed datasets. These protocols ensure that individual data remains
encrypted and confidential throughout the training process, mitigating risks associated with data breaches and
privacy violations (Goswami, 2024).

Training with secure multi-party computation uses data encryption that addresses security problems during data
training. Likewise, the network can also be rendered safe by the use of an encrypted model that solves the security
issue of model owners. This ensures that the privacy needs of customer data are well catered for and thus delivers
a more satisfying experience to address security concerns in this untrusted environment testing (Sayyad, 2020).
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