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ABSTRACT 

This conceptual review sets out to explore and offer a framework in order to tackle the new challenge of AI 

hallucination in Knowledge Management Systems (KMS). Large Language Models (LLMs) are predicted to 

affect the creation of knowledge, and they frequently produce content that is not true or even makes up. Raising 

questions on the integrity and reliability of organizational knowledge, user trust and the reliability of information 

that is crucial for effective decision making. The paper demonstrates how the existing approaches to establish 

factual accuracy in the current system are disjoint and distributed between technical and organizational aspects, 

based on theoretical concepts in artificial intelligence, information systems and knowledge management. Hence 

in this paper, a hybrid architecture for factuality assurance has been proposed, which does not involve single 

technical intervention. The proposed framework is aligned with evidence-based retrieval protocols, powerful 

organizational oversight, explainability protocols, and human-in-the-loop approaches, thus offering a socio-

technical approach to AI reliability. This research adds to Knowledge Management theory by moving factuality 

assurance from being a model-performance competency to a competency of governance. The chapter provides 

practitioners and policymakers with insights into how to build trust between the knowledge that is produced in 

organizations and the technology that is rapidly changing, thus enhancing the resilience of knowledge systems 

powered by artificial intelligence. 

Keywords: Artificial Intelligence, Hallucination, Knowledge Management, Retrieval-Augmented Generation, 

Organizational Governance 

INTRODUCTION  

The Hallucination Challenge in Knowledge Management 

Artificial Intelligence (AI) is a revolutionary technology that is altering the way organizations are treating 

knowledge, constructing, maintaining and utilizing it. In recent years, due to the development of new 

technologies like machine learning and Generative AI, KMSs have extended their ability to support the 

production and synthesis of knowledge, and process decision (Taherdoost & Madanchian, 2023; Sure et al. , 

2025). The application of AI based KMS for knowledge discovery is more prevalent than ever in the 

organizations, helping in automating knowledge processing, organizational learning, and operational decision 

making (Alsammak et al. 2026; Irfan et al. 2026). It has also driven this evolution to use of knowledge assets to 

operate more efficiently, innovatively and competitively within organizations. 

Large Language Models (LLMs) are the newest generation of AI tools that can generate text that is similar to 

human writing, answer complex queries, summarize text, and many other knowledge-intensive tasks (Bender et 

al. , 2021; Ray, 2023). Whereas traditional information retrieval systems discover and present past knowledge, 

LLMs can generate new content by predicting the linguistic patterns observed during training (Bender et al., 

2021). This aspect enables flexible generation of knowledge and conversation; however, it also poses obstacles 

to factual reliability, as the output is generated through probabilistic prediction and not verified directly against 

authoritative knowledge sources (Ji et al., 2023; Zhang et al., 2024; Fang et al., 2024). For this reason, these 

systems can provide flexible, context-appropriate interactions that promote knowledge sharing among 
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organizations and facilitate the retrieval of relevant information (Taherdoost & Madanchian, 2023; Alsammak 

et al., 2026).  

Generative AI has several advantages for Knowledge Management Systems. However, it has also cast doubt on 

the reliability and trustworthiness of AI-generated knowledge. The most important of these challenges is that it 

generates information that superficially appears plausible and coherent, but is factually inaccurate, lacks 

evidence, contradicts the source information, and/or is completely fabricated, referred to as hallucination (Ji et 

al., 2023; Zhang et al., 2024; Huang et al., 2025; Fang et al., 2024). A more recent study also highlights that 

hallucinations arise from failures in knowledge grounding, context reasoning, information retrieval, and model 

generation in AI models (Liu et al., 2024; Huang et al., 2025), and they remain one of the most persistent 

constraints on reliably practicing AI at work. Hallucination is a central drawback of existing LLMs, producing 

inaccurate, incorrect, and misleading output (Fang et al., 2024; Liu et al., 2024). Hallucinations can be a problem 

for many AI models. However, they can be especially problematic in knowledge-heavy settings where users rely 

on the AI's output to learn, solve problems, and make decisions. 

As concern about hallucinations has grown, they have had a direct impact on broader Knowledge Management 

goals, rather than just on the model's technical performance. An expected outcome for Knowledge Management 

systems is that they will deliver information that is accurate, reliable, complete, consistent, and useful to 

organizational decision-making (Wang, 1996; Mishra & Darade, 2024). Recent studies on data and knowledge 

quality management also highlight the importance of quality information governance, quality assurance, and 

information reliability in knowledge processes for organizational value (Addanki & Hullurappa, 2025; Mishra 

& Darade, 2024). These aspects of quality can be affected by hallucinated outputs that produce false information, 

different explanations, references that are not always supported, or unsupported conclusions in organizational 

knowledge repositories (Ji et al., 2023; Zhang et al., 2024). As a result, hallucinations can compromise the quality 

of knowledge, diminish users' trust in AI-generated knowledge, and limit the effectiveness of AI knowledge 

initiatives (Alsammak et al., 2026; Cheng et al., 2026). 

As AI technologies are introduced into vital business operations, the quality of knowledge has become a growing 

concern. From this perspective, hallucinations are not merely model errors but are risk factors for knowledge 

quality that may affect the effectiveness of organizational learning and institutional memory as well as decision 

making (Taherdoost & Madanchian, 2023; Alsammak et al., 2026 and Irfan et al., 2026). Wang (1996) suggested 

that the attributes of the quality of information are: accuracy, completeness, consistency and relevance. In 

addition to access, the trustworthiness and reliability of information are also crucial to its value, and hence its 

usefulness for an organization, as reported in more recent studies on data and knowledge quality management, 

(Mishra & Darade, 2024) and (Addanki & Hullurappa, 2025). Hallucinations are a challenge to quality 

dimensions with artificial intelligence, such as when AI-generated content looks authoritative but is factually 

incorrect. Therefore, factuality could be an important aspect of the successful use of Knowledge Management 

Systems (KMSs) with AI. 

To address these challenges and improve the accuracy of the knowledge generated by the AI, numerous 

approaches have been suggested for fact-checking. Some suggestions have been made on how to enhance the 

factuality and reliability of AI-generated knowledge. One of the most popular approaches is Retrieval-

Augmented Generation (RAG), where the LLMs are supplemented with external knowledge sources to enhance 

their responses and output (Lewis et al., 2020). RAG can be used to generate content grounded in verifiable 

evidence, to mitigate hallucinations and promote factual consistency. Similarly, Knowledge Graphs and 

structured knowledge repositories have become a recent trend for supporting semantic reasoning, understanding 

the context and validating knowledge (Yang et al., 2025). These methods try to reinforce the link between the 

outputs produced and authoritative sources of information. 

A lot of research has been conducted on factuality-evaluation and verification mechanisms and on retrieval and 

knowledge integration techniques. To assess factual consistency, find unsupported claims and enhance 

hallucinated content detection, frameworks like QAFactEval and HaluCheck have been developed (Fabbri et al. 

2022, Heo et al. 2025). Moreover, researchers have stressed that there should be explainability, governance, 

accountability, and human oversight regarding the responsible utilization of AI systems (Ribeiro et al., 2016; 
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Cheng et al., 2026; Li et al., 2026). In recent studies on governance, hallucinations are recognized not only as a 

technical error but also as an epistemic, organizational, and societal risk that requires appropriate governance 

mechanisms and accountability systems (Li et al., 2026). These are signs of greater awareness that factuality 

assurance needs technical and organizational solutions. 

While the literature on AI hallucinations has burgeoned in recent years, most of the research is scattered across 

multiple areas, including machine learning, natural language processing, information systems, and knowledge 

management. This means that, so far, there is no synthesis on how factuality assurances would be implemented 

specifically in AI-based Knowledge Management Systems. Given that generative AI is increasingly prevalent 

in the organizational landscape, understanding these strategies will ensure high knowledge quality, build trust in 

knowledge, and facilitate human-AI collaboration. 

So this paper aims to summarize the hallucination challenge posed by AI-driven Knowledge Management 

Systems and to investigate recent trends to guarantee the factuality of generated knowledge. It focuses on the 

reasons and impact behind hallucinations; the evaluation of existing factuality assurance practices, such as 

Retrieval-Augmented Generation, knowledge-based approaches, verification systems, and governance models; 

and future research designs for constructing trustworthy AI-powered knowledge ecosystems. By combining 

contributions from research on concepts in artificial intelligence, knowledge management, and information 

systems, this study aims to explore how companies can address the trade-off between the potential benefits of 

generative AI for knowledge management and the need for reliable, trustworthy knowledge management 

processes. Large Language Models (LLMs) have greatly enhanced the capabilities of artificial intelligence (AI) 

systems for producing natural-language text and knowledge work. While these systems are robust, they suffer 

from hallucinations, which pose a considerable challenge to the dependable use of generative AI (Ji et al., 2023; 

Zhang et al., 2024; Huang et al., 2025). 

Understanding Hallucinations in AI-Driven Knowledge Management Systems 

Definition and types of hallucinations 

Large Language Models (LLMs) have contributed considerably to the emergence of Artificial Intelligence (AI) 

systems capable of generating natural-language text and performing knowledge tasks. Although these systems 

can be achieved, they have the drawback of hallucinations, which reduces the potential for using generative AI 

(Ji et al. 2023; Zhang et al. 2024; Huang et al. 2025). Hallucinations are usually characterized as false or 

unsubstantiated statements, inconsistent with the original information or even entirely fabricated but seemingly 

correct (Ji et al., 2023; Zhang et al., 2024; Huang et al., 2025; Fang et al., 2024). Though they may sound 

grammatically correct, they can be inconsistent with actual knowledge, which poses a major challenge in the 

reliability of AI for practical applications (Liu et al. 2024; Huang et al. 2025). 

Hallucinations are not like typical software bugs that can be easily verified, as the outputs might be coherent, 

authoritative, and linguistically plausible, yet factually incorrect (Bender et al., 2021; Ji et al., 2023; Fang et al., 

2024). This phenomenon has resulted in users’ greater willingness to accept false information as knowledge in 

knowledge-intensive environments (Liu et al. 2024; Cheng et al. 2026). Misinformation can mislead people 

without them being aware of its factual invalidity (Bender et al., 2021; Liu et al., 2024). This quality is a major 

problem in Knowledge Management Systems (KMS) because information reliability is critical to the learning 

process, knowledge sharing, and decision-making within the organization. 

There are several classifications of hallucinations in the literature. Ji et al. (2023) divide hallucinations into two 

categories: Intrinsic and Extrinsic. Intrinsic hallucinations are when information generated does not match what 

is available or contextual to the source and information; and extrinsic hallucinations are when there is 

information that is not supported by the available source and contextual information, and cannot be substantiated 

with available evidence. Huang et al. (2025) also list fact hallucinations, reasoning hallucinations, fabricated 

references, and misinterpretations of context as frequent occurrences of generation errors. In the same way, 

Zhang et al. (2024) propose that hallucinations can result from knowledge representation or retrieval, reasoning, 

or contextual interpretation. 
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Such classification suggests that hallucinations are not necessarily a single category of error but rather a broad 

spectrum of biases that involve knowledge representation, contextual interpretations, retrieval, reasoning, and 

generation behaviors (Ji et al., 2023; Zhang et al., 2024; Fang et al., 2024; Huang et al., 2025). For this reason, 

to design effective factuality-assurance measures that facilitate knowledge management, we need to discern the 

nature of hallucination. 

Causes and mechanisms of hallucinations 

Hallucinations are a complex phenomenon that arises from multiple factors, including the training data used, the 

model architecture, the language generation processes, and the model's understanding of context. While LLMs 

are impressive in their language abilities, at their core they make predictions about likely word sequences they 

observed during training, rather than necessarily checking facts against authoritative knowledge sources (Bender 

et al., 2021; Zhang et al., 2024). 

Limitations in training data are one source of hallucinations. The outputs produced by LLMs can reflect or 

reinforce inaccuracies found in large-scale corpora that lack the LLM's training, inconsistencies, or inaccuracies 

in the information that was available when the corpora were created, and biases embedded in the information it 

contains (Ji et al., 2023; Zhang et al., 2024; Huang et al., 2025). Representativeness and quality of the training 

data are thus important factors that can affect the reliability of the knowledge generated (Liu et al., 2024). LLMs 

are trained on vast amounts of text data that are collected from various sources, which may be inaccurate, 

inconsistent, biased, or contain outdated information (Ji et al., 2023; Huang et al., 2025). Because of the statistical 

relationships MLMs learn from these datasets, they can replicate inaccuracies or produce answers based on 

patterns in the training data. In addition, the data used for static training need not continuously reflect real-world 

knowledge, which poses problems with information freshness and temporal validity. 

The self-reliance of language generation is another factor in the formation of hallucinations. In the process of 

generating text, the language model produces each token one by one, given the tokens already generated. This 

process allows for coherent and fluent responses, but can also amplify errors via cascading prediction effects. 

The errors introduced during the initial generation stages can affect later responses, leading to increasingly 

inaccurate responses (Zhang et al., 2024; Huang et al., 2025). 

A second consideration is the limitations of reasoning. Although contemporary LLM systems perform well on a 

range of language tasks, they are oriented more towards pattern matching than towards semantic understanding 

or causal reasoning for the task at hand (Bender et al., 2021; Fang et al., 2024). Therefore, when solving complex 

or domain-specific problems, the models can produce plausible explanations, relationships, or conclusions that 

are not supported by facts (Zhang et al., 2024; Liu et al., 2024). While the current generation of LLMs can 

generally perform well on language tasks, they lack real-world understanding of concepts or cause-and-effect 

relationships. They use rather learned statistical associations to generate responses (Bender et al., 2021). As a 

result, models can sometimes provide plausible but incorrect explanations, create relationships between concepts 

that do not exist, or draw conclusions unsupported by the information in a complex query that requires domain 

knowledge or logic to answer (Fang et al., 2024; Liu et al., 2024). 

Another problem with hallucinations is that they are related to poor grounding knowledge. Without relying on 

external authoritative information sources, language models can use only internal parameterized knowledge, 

leading them to generate fabricated information and unsupported claims (Ji et al., 2023; Zhang et al., 2024; 

Huang et al., 2025). This restriction has been a key driver of the emergence of retrieval-based and knowledge-

enhanced factuality assurance methods (Yang et al., 2025). Old-fashioned language models produce answers 

primarily based on knowledge acquired during training and may not have access to newer information sources. 

However, models tend to continue generating content when they encounter new topics or missing information, 

thereby increasing the likelihood of producing fabricated outputs (Ji et al., 2023; Zhang et al., 2024). This is 

especially problematic in the organization environment, where the users seek factual and verified information. 

Finally, some contextual ambiguity is possible, to cause hallucination generation. Often times, models can 

provide details that users do not necessarily mean to provide, such as from ambiguous questions, incomplete 

instructions and vague prompts (Huang et al. , 2025). Sometimes these speculations can enhance conversation 
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but at other times can result in unsupported or inaccurate statements. Hence, hallucinations are to be understood 

as an effect of several technological and contextual factors – and not a model error. 

Implications for knowledge quality and organizational decision-making 

In the context of Knowledge Management, hallucinations negatively impact the quality of knowledge resources, 

especially in terms of their accuracy, consistency, completeness, and reliability (Wang, 1996; Mishra & Darade, 

2024). With the growing adoption of AI generated content in knowledge-heavy tasks, the correct operation of 

these quality metrics is crucial for the effective management of knowledge (Taherdoost & Madanchian, 2023; 

Alsammak et al. , 2026). The quality of knowledge is the degree by which the information is accurate, complete, 

consistent, relevant and useful to the decision making processes and organizational goal (Wang, 1996). 

Hallucinations directly impact the quality dimensions by introducing false or unsupported information into AI 

systems' outputs, thus compromising the trustworthiness of organizational knowledge assets. 

The most directly impacted dimension is accuracy, as the information generated by hallucination might take the 

form of inaccurate facts, false citations, or misleading explanations of facts (Ji et al., 2023; Zhang et al., 2024). 

However, completeness can also be an issue when outputs are incomplete, or only partially provide a solution to 

complex issues. Similarly, inconsistencies can arise if AI models give varied responses to similar inquiries or if 

the content generated by the AI conflicts with the organization's knowledge (Huang et al. 2025; Liu et al. 2024). 

The existing problems are quite complex as the use of AI-based Knowledge Management Systems (AIKMS) for 

knowledge generation, retrieval, exchange, and decision-making processes is becoming more and more common 

(Taherdoost & Madanchian, 2023; Sure et al. , 2025; Alsammak et al. , 2026; Irfan et al. , 2026). Thus 

hallucinated information can spread beyond the personal interactions and even into the organizational 

information repositories, reports and analyses and impact future decision making and organizational learning.  

AI systems can produce inaccurate knowledge which can infect other organizational knowledge stores, reports 

and decision support systems resulting in hazards that reach beyond the immediate interactions with the system. 

Therefore, hallucinations are not only technical errors, but also threats to the quality of organizational knowledge 

(Alsammak et al. 2026; Irfan et al. 2026).  

Another key factor to consider is trust. Users' trust in the accuracy of AI-generated information is crucial for the 

success of AI-driven Knowledge Management Systems. Research indicates that hallucination can have a 

negative impact on cognitive and emotional trust that could, in turn, hinder human-AI partnerships and the use 

of AI-powered knowledge tools (Cheng et al. , 2026). In this regard, factual reliability shall be taken as the 

foundation to sustainable knowledge management supported by AI.  

Users' trust and belief in the AI-generated content are more likely to lead to the use of AI-powered knowledge 

tools. Users' trust in AI-generated knowledge is positively associated with their use of AI tools for knowledge 

generation. Exposure to hallucinated results could lead to a decrease in trust in AI systems and a loss of trust in 

AI-generated knowledge for decision-making purposes (Cheng et al. , 2026). Especially for knowledge-intensive 

situations, where organisational performance is dependent on the quality and trustworthiness of the information 

available. 

Recent studies depict it as a delicate balance between promoting automation and ensuring the factual accuracy 

and quality of knowledge in Knowledge Management Systems (KMS) powered by artificial intelligence 

(Taherdoost & Madanchian, 2023; Alsammak et al. , 2026). With the increasing adoption of generative AI 

capabilities by organizations, it is essential to manage hallucinations to ensure trust, informed decision-making, 

and integrity of organizational knowledge resources. 

To address these challenges, there has been a significant amount of research work to develop methods to improve 

factual correctness and minimize hallucinations. Next are the existing approaches to factuality assurance, 

including Retrieval-Augmented Generation, knowledge-based approaches, verification approaches, hybrid 

approaches, etc., for reliable AI-powered Knowledge Management Systems. 
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Strategies For Ensuring Factuality in AI-Driven Knowledge Management Systems 

Retrieval-augmented generation 

One of the most impactful methods for mitigating hallucinations and enhancing factual accuracy in Large 

Language Models (LLMs) is Retrieval-Augmented Generation (RAG) (Lewis et al., 2020; Yang et al., 2025). 

Such limitations were addressed in this approach, as models might generate plausible yet factually incorrect 

responses when the necessary information is unavailable or outdated (Ji et al., 2023; Zhang et al., 2024; Huang 

et al., 2025). Traditional language models can provide answers primarily from information learned during 

training, which limits access to up-to-date, domain-specific, and organization-specific knowledge. 

Consequently, they can generate "reasonable" answers even when the information they are asked about is 

unfamiliar or changing (Ji et al., 2023; Zhang et al., 2024). To address this, RAG introduces information-retrieval  

components into the generation phase, allowing models to retrieve relevant external knowledge sources prior to 

generation (Lewis et al. , 2020). 

 The premise of RAG is to retrieve relevant information, such as documents, records or knowledge assets, from 

external sources and use them as input to the generation process (Lewis et al. , 2020). RAG helps to provide 

grounded responses, and reduce the need to rely on internal model memory, which can be more consistent with 

facts, transparent, and explainable (Yang et al. 2025; Huang et al. 2025; Liu et al. 2024). The system also makes 

inferences based on the evidence from authoritative sources, in addition to the evidence from internal models 

(Lewis et al., 2020; Yang et al., 2025). In Knowledge Management Systems (KMS) it is particularly important 

that data repositories are updated regularly, and that decisions based on knowledge are based on the latest 

information. 

As RAG becomes more popular, it's proving to be a great way of reducing hallucinations. RAG allows users to 

access reliable information when generating a response, minimizing the need to rely on potentially incomplete 

or outdated information embedded in the model parameters (Huang et al. , 2025; Yang et al. , 2025). For example, 

empirical studies have demonstrated that grounding with retrieval provides more factually consistent results, 

enhances transparency and generates more reliable decisions compared to language models alone (Lewis et al., 

2020; Zhang et al., 2024). 

RAG is in-line with Knowledge Management objectives of retrieval, reuse and dissemination. RAG helps to 

connect AI systems to institutional repositories, policy documents, databases, and other knowledge resources, 

providing relevant and evidence-based information. RAG, on the other hand, connects AI systems with 

institutional knowledge sources like repositories, policy papers, databases, and more, delivering relevant and 

evidence-based information. Modern businesses store large volumes of documents, policies, reports, databases, 

and institutional knowledge. RAG allows AI systems to dynamically retrieve information from these 

repositories, enabling them to respond based on the organization's knowledge rather than generic knowledge 

acquired during pretraining (Taherdoost & Madanchian, 2023; Sure et al., 2025). This allows it to make more 

relevant and reliable knowledge.  

Even though it has its merits, RAG does not solve all the challenges of hallucination. Retrieval performance 

remains highly correlated with the quality of the generated outputs. Although access to accurate information, the 

selection of relevant documents, and the quality of knowledge repositories can ensure accurate outputs, these 

factors are not guaranteed. In addition, retrieved information can be incomplete and contain contradictions, so 

additional mechanisms are needed for validation and reasoning. As such, it is becoming an increasingly 

important solution for ensuring factuality, apart from RAG. 

Knowledge-based methods and knowledge graph integration 

Alongside retrieval strategies, researchers started to consider knowledge-based solutions as adjuncts to improve 

the reliability of fact-based information and decrease hallucinations (Yang et al., 2025; Zhang et al., 2024). The 

intent of these is to utilize structured knowledge representations (i.e., ontologies, semantic networks, Knowledge 

Graphs) to improve language models. These knowledge-centric approaches seek to enhance language models 

with formal knowledge representations such as ontologies, semantic networks, and Knowledge Graphs (Yang et 
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al., 2025). These techniques explicitly represent entities, concepts, and relationships, enabling consistent 

reasoning across the domain and validation of the knowledge gained. Recent reviews indicate that structural 

knowledge representations can overcome the shortcomings of only statistically based language generation by 

explicitly establishing relationships between entities, concepts, and facts (Yang et al., 2025; Fang et al., 2024). 

These representations help to keep the semantics consistent and to perform evidence based reasoning processes. 

An interesting aspect of Knowledge Graphs is that they present information in a structured manner, relating 

different entities and their relationships. While unstructured textual information is useful for humans, Knowledge 

Graphs, which can be machine-processed, can be used for semantic reasoning and relationship verification (Yang 

et al. , 2025). By using structured knowledge, AI systems can generate more uniform content, reducing the risk 

of making unwarranted claims. 

Sure et al. (2025) and Taherdoost & Madanchian (2023) state that Knowledge Graphs can be used in Knowledge 

Management Systems to connect knowledge, facilitate information retrieval, and provide context about 

information coming from different sources of knowledge within the organization. These facilitate the creation 

of better quality knowledge, and it makes sure the products created are consistent with the organizational 

structure of knowledge (Alsammak et al. 2026). They facilitate knowledge integration across different sources 

of information, improve information findability, and add context to organizational knowledge resources (Sure 

et al. , 2025). These capabilities come in very useful when knowledge is stored in different forms and in different 

places. Semantic relations help AI systems to link relevant information and make decisions which are more 

closely aligned with organizational knowledge systems. Explainability is also improved with knowledge based 

approaches. The concepts are clearly communicated and the relationships between them are explicitly 

represented, allowing the user to learn more about how the conclusions are developed and what information is 

used to generate the outputs. 

This transparency helps to build trust and accountability, and helps to validate knowledge (Yang et al. , 2025). 

Hence, Knowledge Graphs are emerging as an important part of Knowledge Management Systems based on 

Artificial Intelligence techniques that can be trusted. 

However, several issues need to be addressed using knowledge-based methods. Building and maintaining 

Knowledge Graphs is resource consuming, particularly if the organisation's knowledge is continually changing. 

Moreover, when the representation of knowledge is incomplete and/or outdated, there may be limitations such 

as those of traditional retrieval systems. Nevertheless, the literature highlights that the knowledge-based 

approach can form a good base for enhancing factual reliability and knowledge quality as an organization. 

Verification and evaluation frameworks 

Both retrieval and knowledge integration methods tend to minimize hallucinations during content generation, 

and verification methods are designed to verify the factual consistency of generated outputs against available 

evidence. (Fabbri et al., 2022; Heo et al., 2025). These approaches are an important advancement in hallucination 

research, as they enable consideration of reliability alongside generation quality.  

A significant one is the work of QAFactEval, which tests factual consistency by comparing information 

generated in a given context with reference information using question-answering approaches (Fabbri et al., 

2022). The framework does not rely solely on linguistic measures of similarity; it also assesses whether an 

algorithm-generated claim can be supported by evidence. This is a more useful way to assess factual accuracy 

and has become the standard in the research on factuality assessment. 

More recently, the explainable hallucination detection framework, HaluCheck, detects hallucinations and 

provides evidence-based explanations for detected inconsistencies (Heo et al., 2025). These methods help to 

establish factuality and transparency, key elements of trustworthy AI systems (Liu et al., 2024; Cheng et al., 

2026). HaluCheck not only helps detect hallucinations but also enhances transparency and user trust through 

automated verification and clear explanations. 
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Verification frameworks are important quality assurance tools for Knowledge Management Systems. Like 

classical information quality control, these mechanisms are used to ensure that knowledge assets meet 

requirements of accuracy, consistency, and reliability (Wang, 1996; Mishra & Darade, 2024). Verification 

frameworks are complementary to retrieval and knowledge integration strategies, as they can provide an 

additional source of fact-checking prior to integrating generated information into organizational knowledge 

processes. In an organizational setting, verifiers can be considered mechanisms to ensure the quality of 

knowledge creation and governance and to minimize the likelihood that inaccurate knowledge will be added to 

knowledge repositories or decision-making processes (Mishra & Darade, 2024; Addanki & Hullurappa, 2025). 

Hybrid factuality assurance architectures 

It is now becoming clear that given the diversity of the sources of hallucinations, such as limited training data, 

reasoning failures, retrieval errors, and contextual ambiguities (Ji et al., 2023; Fang et al., 2024; Huang et al., 

2025), no single method can be used to remove hallucinations completely. Therefore, researchers have turned 

their focus to hybrid methods that combine several complementary approaches to FA (Yang et al., 2025). 

Therefore, hybrid approaches for factuality assurance have attracted attention, integrating multiple mechanisms 

into a unified system (Yang et al., 2025; Huang et al., 2025). 

Hybrid approaches usually include retrieval systems, formal knowledge bases, verification systems, governance 

measures, and human supervision procedures. Retrieval-Augmented Generation is applied to evidence 

grounding (Lewis et al. 2020), Knowledge Graphs for semantic reasoning (Yang et al. 2025), and verification 

systems for checking factual consistency (Heo et al. 2025) and human experts for contextual judgment and 

domain knowledge. The external knowledge can be accessed via Retrieval-Augmented Generation, the 

Knowledge Graph can be used to perform semantic reasoning, the verification framework can verify the factual 

consistency, and the human expert can provide contextual judgment and domain knowledge. All these 

components together provide several levels of protection against the risk of hallucination. 

It should be noted that from the Knowledge Management point of view, hybrid architectures closely resemble 

the socio-technical aspects of organizational knowledge ecosystems where technology, processes, governance 

structures, and the expertise of humans play a role in maintaining knowledge quality (Taherdoost & Madanchian, 

2023; Alsammak et al., 2026; Irfan et al., 2026). Getting good knowledge management results does not always 

rely on a single technology. Combinations of repositories, governance structures, validation processes and 

human expertise, are adopted to ensure knowledge quality (Taherdoost & Madanchian, 2023; Alsammak et al. 

2026). The idea of hybridity is then expanded to hybrid factuality assuring systems, where complementary 

mechanisms are taken into consideration to fight against other types of hallucinations in AI-assisted settings. 

In the literature, these so integrated approaches are increasingly cited over the years as a component of future 

reliable Knowledge Management Systems. To enhance reliability, organizations are more inclined to leverage a 

more complete solution that integrates retrieval, knowledge, verification, and governance into a unified 

factuality-assurance ecosystem, as opposed to trying to address hallucinations only with model improvements 

(Yang et al. , 2025; Heo et al. , 2025). All these developments have a significant impact on the accuracy, 

reliability, and appropriateness of AI knowledge for organizational decision-making. 

Governance, Trust, And Human Oversight in AI-Driven Knowledge Management Systems 

Trust and human-AI collaboration 

Therefore, AI applications of Knowledge Management Systems (KMS) rely heavily on trust, as KMS users will 

not trust knowledge produced through AI when it is considered suspect, unverifiable, or conflicting (Cheng et 

al., 2026; Ray, 2023). Trust has become a pivotal factor in the acceptance of generative AI, the use of knowledge 

generated by such technology, and the collaborative relationship between humans and AI, particularly as 

organizations use generative AI for knowledge-intensive tasks (Taherdoost & Madanchian, 2023; Alsammak et 

al., 2026). Even if AI’s performance is good, users are not going to trust knowledge created by AI if they believe 

it is unreliable or unverifiable. Hallucinations are becoming a significant challenge as Large Language Models 
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(LLMs) have become commonplace, since they can lead to distrust of information and negatively influence AI-

supported knowledge processes (Cheng et al., 2026; Ray, 2023). 

Recent studies have shown that hallucinations can have a detrimental effect on cognitive and emotional trust in 

AI systems (Cheng et al., 2026). Cognitive trust is the extent to which users trust the accuracy and reliability of 

AI output, and emotional trust is the readiness for reliance on AI systems for cooperation. The trust of both can 

be undermined if users experience hallucinations, a serious threat that will further dampen their confidence in 

AI decision-making (Cheng et al., 2026; Liu et al., 2024). Cognitive trust is defined as trust in the accuracy, 

competence, and reliability of AI-generated information. In contrast, emotional trust is defined as users' 

willingness to rely on AI systems in collaborative situations (Cheng et al., 2026). If AI systems provide false or 

fabricated information, both measures of trust can suffer, potentially hindering user adoption and reducing 

humans' productive use of AI. 

AI-generated outputs play an increasingly significant role in knowledge discovery, problem-solving, and 

decision-making, making this an even more significant issue in the context of Knowledge Management Systems 

(KMS) (Taherdoost & Madanchian, 2023; Alsammak et al., 2026). Misinformation can also impact 

organizational learning and knowledge-sharing processes. Thus, mechanisms must be in place to keep people's 

trust that the knowledge generated is reliable and transparent. 

The literature has progressed, and it is increasingly recognized that successful knowledge management must be 

viewed as a collective project that requires human intervention and the application of Artificial Intelligence (AI) 

capabilities (Sure et al., 2025; Irfan et al., 2026). AI is intended to augment, not replace, human sensemaking in 

the process of creating, retrieving, and sharing knowledge, as human-derived evidence and expertise can assist 

in understanding the context, evaluating critically, and logically constructing conclusions according to that 

knowledge (Taherdoost & Madanchian, 2023; Cheng et al., 2026). AI systems should never replace human 

judgment (Sure et al., 2025; Irfan et al., 2026); their purpose is to augment knowledge acquisition processes 

within an organization and improve retrieval and analysis. From this view, trust is a key determinant in the nature 

and impact of human-AI collaboration. 

Governance and human oversight 

Although technological solutions such as Retrieval-Augmented Generation, Knowledge Graph integration, and 

verification methods have considerable potential to reduce the risk of hallucinations, they are not always accurate 

(Lewis et al., 2020; Yang et al., 2025; Heo et al., 2025). In that context, governance and human oversight have 

emerged as important complementary tools for ensuring the reliable application of AI (Li et al., 2026; Cheng et 

al., 2026). Governance and human oversight become critical elements of the factuality assurance frameworks in 

this context (Li et al., 2026; Cheng et al., 2026). This is evidenced by Li et al.(2026), who state that AI 

governance encompasses policies, procedures, standards, and accountability measures for managing the 

development, deployment, monitoring, and evaluation of AI systems. Hallucinations have been found to be 

epistemic, organizational and societal risks, which can affect the quality of decision making, trust in the system 

and adherence to regulatory requirements, in addition to being a technical error (Li et al., 2026). In Knowledge 

Management Systems (Ray, 2023), information quality and accuracy, and responsible use of the system are all 

supported by governance frameworks. These are important because hallucinations are not just technical issues, 

but issues that impact organizational decision making, adherence and trust of stakeholders. 

Human participation is still required in governance, as it is the human experts who are able to detect any mistakes 

in the context, assess the quality of the evidence, and make judgments when automated systems might be 

inaccurate (Cheng et al., 2026; Ray, 2023). This is particularly important in a knowledge-intensive environment, 

where information might be created that impacts strategic planning, policy-making, or organizational learning 

processes (Taherdoost & Madanchian, 2023; Alsammak et al. , 2026; Hameed et al. , 2026). In knowledge-

intensive situations, where the result can impact on strategic, policy or operational decisions, there must be 

human involvement. 

Human oversight in Knowledge Management is an important means of ensuring knowledge quality, providing 

an additional layer of quality control to prevent information from being incorporated into enterprises' knowledge 
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bases and decision processes (Taherdoost & Madanchian, 2023; Alsammak et al. , 2026). The takeaway is that 

the adoption of AI isn't credible without the technological and organizational measures. 

The use of governance measures introduces accountability by outlining responsibility around the output of AI. 

With the increasing number of organizations, there's a heightened need for a comprehensive validation process 

of the knowledge creation process, monitoring system performance, and rectifying errors (Li et al. , 2026). These 

measures can contribute to minimizing the occurrence of hallucinations and fostering safe application of AI tools 

in organizations. Furthermore, governance processes can be used to facilitate continuous monitoring and quality 

assurance systems and to enhance validation, auditing and accountability. Through these mechanisms, 

organizations can detect potential risks for hallucination and ensure knowledge informed by AI remains accurate 

and reliable over time (Mishra & Darade, 2024; Addanki & Hullurappa, 2025). 

Explainability and accountability 

Explainability is also a critical aspect of trustworthy AI, as users are more likely to trust and interact with the 

AI-generated knowledge when they have an understanding of how the AI reaches its conclusions and the 

evidence it relied on in the process (Ribeiro et al. 2016; Cheng et al. 2026). In Knowledge Management Systems, 

explainability helps to validate, transparently, and accountably knowledge based on the users' ability to evaluate 

the validity of the suggestions and decisions. 

Explainability goes hand in hand with hallucination because generated (and unsupported) findings can sound 

convincing and authoritative (Ji et al. 2023; Fang et al. 2024; Liu et al. 2024). Explainable AI methods allow 

users to find inconsistencies and comprehend how the model works and how reliable the created content is 

(Ribeiro et al. , 2016). The information received in the hallucination is often the users thinks is valid and 

authoritative so they may have trouble telling what is valid and what is not. Users believe that the information 

in a hallucination is truthful and correct, which is why it is difficult to determine what is real and what is not. 

For this, the explainable AI techniques try to understand the model's behavior and find factors that influence the 

model's responses (Ribeiro et al. , 2016). This will enable people to understand better and help them to make 

better assessments of AI-generated knowledge. 

Evidence attribution is a practical approach to explanation, whereby the output generated is associated with 

evidence documents, knowledge bases, or external sources (Yang et al., 2025; Heo et al., 2025). These 

safeguards also apply to independently verifiable information, enhancing trust in AI-generated knowledge, 

especially within organizations that prioritize transparency. AI can also connect information to relevant 

documents, repositories, or knowledge resources to confirm or verify it, without requiring input or depending 

on other people, using its own information resources. This ability is particularly important in organizations where 

knowledge quality and accountability are vital (Sure et al., 2025; Yang et al., 2025). 

 Explainability can also aid in accountability by enhancing the transparency of processes and providing users 

and decision makers with evidence. As such, this level of transparency aids governance, quality assurance, and 

accountability-assignment processes for AI-generated decisions and knowledge generation (Li et al. , 2026; 

Cheng et al. , 2026).  

Invisible reasoning processes and supporting evidence help organizations to compare information generated, 

identify possible holes in its reasoning, and discover possible loopholes in its reasoning. This transparency allows 

for more accountability, not only in the creation of the system and the promotion of governance goals, but also 

in determining accountability for AI-driven decisions and knowledge products (Li et al. , 2026). 

In conclusion, the literature review results show that aspects related to trust, governance, human oversight and 

explainability need not be solved but can be considered augmentations/supplements to factuality assurance. 

Technical methods improve the factual content while organizational methods increase the credibility and 

accountability of the AI-generated knowledge, support its integration into the organisation and give it the context 

to be appropriate. These socio-technical factors will increasingly be relevant, as knowledge management 

technologies become smarter. 
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Research Gaps and Future Directions 

While the understanding and quantification of AI hallucinations have also significantly progressed, there are 

identified areas where factuality assurance is not highly effective in KMS that rely on AI. Existing research with 

valuable insights on mechanisms of hallucination, retrieval-based methods, knowledge integration methods and 

verification frameworks. However, today much research is fragmented, distributed across fields such as artificial 

intelligence, natural language processing, and information systems, leading to poor integration between technical 

and organizational perspectives (Yang et al., 2025; Huang et al., 2025). In this context, several regions still 

require further research to develop trustworthy knowledge ecosystems with AI. 

Integrating factuality assurance with knowledge management theory 

There is a lack of integration of Knowledge Management theory in the current literature on hallucination. The 

majority of research focuses on the technical aspects of hallucinations, including model architecture, retrieval 

performance, factual accuracy, and task performance (Ji et al., 2023; Zhang et al., 2024; Heo et al., 2025). These 

contributions have furthered our understanding of mechanisms and strategies for mitigating hallucinations, but 

there has been less research on the nature of hallucinations as a challenge to OTQRs as organizational knowledge 

quality risks (Taherdoost & Madanchian, 2023; Alsammak et al., 2026). To date, most studies use technical 

metrics such as factual consistency, retrieval accuracy, or model performance (Heo et al., 2025; Ji et al., 2023) 

to evaluate hallucinations. These are obviously vital, but they do not account for the broader organizational 

issues arising from hallucinated information. 

Taherdoost and Madanchian (2023) and Alsammak et al. (2026) highlight knowledge quality, organizational 

learning, knowledge sharing, and decision support as important aspects of Knowledge Management research. 

However, relatively few studies focus on factuality dimensions and their long-term impact on knowledge quality 

management, as well as on the impact of factuality assurance strategies on these dimensions. Hallucination, 

however, should be studied not only as a technical failure of the model, but as an organizational failure of 

knowledge, in the future. This could involve studying how hallucination affects knowledge generation, 

knowledge sharing, organizational learning, and the efficiency of the decisions taken in knowledge environments 

enabled by AI (Sure et al., 2025; Irfan et al., 2026). A combination of such sets would provide a broader 

understanding of the implications of AI knowledge management for organizational activities. 

Managing dynamic knowledge environments 

The other challenge concerns the management of dynamic knowledge environments. An organization's 

knowledge is continuously evolving with the advent of new technologies, regulatory changes, market changes, 

and operational changes (Sure et al., 2025; Irfan et al., 2026). While numerous existing methods for factuality 

assurance still rely on fixed knowledge bases, pre-defined evaluation datasets, or periodically refreshed 

knowledge stores (Lewis et al., 2020; Yang et al., 2025), there is a lack of methods that can leverage real-time 

knowledge updates. Organizational knowledge is continually evolving in response to changes in regulations, 

technology, markets, and operational needs (Sure et al., 2025; Irfan et al., 2026). Many of the approaches to 

factuality assurance, however, are based on relatively static knowledge repositories or evaluation datasets. 

While Retrieval-Augmented Generation enhances the retrieval of external information, the quality, relevance, 

and timeliness of the retrieved knowledge remain major challenges (Lewis et al., 2020; Yang et al., 2025). In 

the same way, knowledge-based approaches need to be updated regularly to ensure that knowledge structures 

reflect the organization's evolving context. A critical element for assuring factuality and reliability in fast-

changing knowledge environments are adaptive factuality assurance mechanisms which are essential for better 

research in the future. Specific focus needs to be given to knowledge freshness, repository governance, dynamic 

retrieval strategies, and ongoing validation processes to maintain the quality of knowledge in the long term 

(Mishra & Darade, 2024; Addanki & Hullurappa, 2025). Other factors, such as knowledge freshness, repository 

governance, and continuous validation processes need to be considered. 

Explainability, trust, and human-AI collaboration 
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While the significance of explainability in building trustworthy AI deployments has been acknowledged (Ribeiro 

et al., 2016; Cheng et al., 2026), the connection between explainability, trust, and human–AI collaboration is 

still poorly understood. Existing studies tend to view explainability as a tool for gaining users' trust, but little 

empirical research has been conducted on the impact of various ways of explaining on the acquisition of 

knowledge and the quality of the resulting decision. The literature suggests that explainability can improve 

transparency and increase the level of trust of the user, while there is limited empirical evidence, specifically, on 

the effectiveness of the type of explainability mechanism in the organizational setting (Ribeiro et al. 2016; Cheng 

et al. 2026). 

Users' perceptions of AI explanations, their assessment of supporting evidence, and responses to uncertainty in 

AI-generated knowledge are critical questions to consider. Similarly, more research is required to balance the 

automation and human supervision in knowledge-intensive environments where hallucinations are possible 

(Cheng et al. 2026; Li et al. 2026). Furthermore, the interplay between risks, hallucinations, and collaboration 

between humans and AI needs to be further examined. While human participation is highly desirable to avoid 

factual mistakes, it is not yet known what is the "best" mix between automatic and human. Research into 

mechanisms for explainability and control to facilitate safe human-AI collaboration in Knowledge Management 

scenarios is therefore a possibility. 

Towards hybrid factuality assurance ecosystems 

The literature is progressively hinting that no single method can eliminate hallucinations because hallucinations 

come from a complex interaction of the following factors: training data limitations, reasoning failures, contextual 

ambiguity, and insufficient knowledge grounding (Ji et al., 2023; Fang et al., 2024; Huang et al., 2025; Liu et 

al., 2024). Therefore, integrated factuality-assurance systems with co-occurring mitigations still need to be 

investigated by researchers. To address various problems at once, the retrieval mechanisms, knowledge-based 

approach, verification frameworks, and governance controls pose distinct challenges that require attention, yet 

they all have limitations (Yang et al., 2025; Heo et al., 2025). Therefore, the next step in the research is to create 

hybrid ecosystems of factuality-assurance combining various complementary approaches. These ecosystems 

might also involve Retrieval-Augmented Generation, Knowledge Graphs, automated verification frameworks, 

governance controls, explainability mechanisms, and human oversight processes (Lewis et al. , 2020; Yang et 

al. , 2025; Heo et al. , 2025; Li et al. , 2026). This orientation has many parallels with Knowledge Management, 

where technology, processes, governance and people need to be combined to ensure the quality and effectiveness 

of knowledge in the organization (Taherdoost & Madanchian, 2023; Alsammak et al., 2026).  This is also in 

alignment with Knowledge Management theory, which asserts that meaningful ways of creating and applying 

knowledge in relation to the domains of technology and processes cannot be produced solely through the 

interaction of technology and human expertise (Taherdoost & Madanchian, 2023; Alsammak et al., 2026). Future 

studies should examine whether these integrated approaches can affect knowledge quality, organizational trust, 

and decision-making performance across the application domains. The literature as a whole demonstrates 

significant progress in the area of hallucinatory experiences and the reliability of the truth. AI-generated 

knowledge, however, is a nascent challenge in context, which requires linking up recent developments in the AI 

and Knowledge Management domains with current research. To create AI-driven Knowledge Management 

Systems that are innovative, reliable, and trusted by the organization, filling these identified gaps is becoming 

more critical. 

CONCLUSION 

The increasing adoption of AI and Large Language Models (LLMs) in Knowledge Management Systems (KMS) 

has created opportunities to enhance knowledge generation, accessibility, sharing, and decision-making. This is 

what makes AI-based solutions appealing options that may assist organisations in learning in a systems approach, 

leverage huge data sets and gain insights that are relevant to their context, and enhance operational efficiencies. 

Despite this, a key concern surrounding the increased use of generative AI is the accuracy of the content 

generated by AI. As part of our review, we have explored hallucinations in AI systems and their implications 

for knowledge management in this area. From previous studies, it is proposed that there are multiple reasons for 

the emergence of hallucinations in LLM, among them inadequate training data, probabilistic language 
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production, lack of reasoning capabilities, lack of knowledge grounding, and general ambiguity. Hallucinated 

information can seem realistic and credible at first glance, but brings inaccurate, unverified and false data into 

any work that relies on knowledge in an organization. Thus, hallucinations should not only be seen as the 

shortcomings of technical AI systems but as significant risks of knowledge loss, impacting organizational 

learning, decision-making, and user trust. Recognizing the above challenges, the review looked into different 

recent solutions to the problem of factuality assurance. Retrieval-Augmented Generation (RAG), which has 

gained significant momentum recently, is an approach that uses external knowledge sources to improve factual 

correctness in the content of the responses generated, while knowledge-based approaches like Knowledge 

Graphs provide structured representations that can be used for semantic reasoning/knowledge validation. Tools 

for verification are also useful for the identification of factual inaccuracies and for verification of the output. 

Also we mention in our literature that these approaches are not suitable to be used as stand-alone solutions. 

According to the review, governance, human oversight, explainability, and accountability were key dimensions 

of reliable AI deployment. Although technology can help avoid this issue and reduce the risk of hallucination, 

organizations must develop appropriate measures to maintain effective knowledge and ensure the appropriate 

utilization of AI-generated knowledge. Thus, trustworthy Knowledge Management Solutions depend on a trade-

off between automated intelligence and human decision-making, backed by a governance infrastructure with 

mechanisms that promote transparency, validation, and responsibility. Several research gaps remain. More 

specifically, greater integration of hallucination research into knowledge management theory is warranted better 

to understand the organizational ramifications of AI knowledge production. Moving forward, we encourage 

future work on factuality assurance mechanisms that can respond to a dynamic knowledge landscape, support 

explainability, account for trust relations, and adopt hybrid architectures (a retrieval, knowledge integration, 

verification, and governance system, in essence). More broadly, these results suggest that factuality is an 

important concern when constructing AI-based Knowledge Management systems. The reliability, transparency, 

and trustworthiness of knowledge will be even more important as organizations are increasingly adopting 

generative AI technologies. This makes integrated factuality assurance strategies for managing knowledge across 

an organization appropriate, as well as the ability to trust the AI model when making decisions, critical to 

defeating the hallucination problem. 
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