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ABSTRACT

The digital transformation of national examination systems has significantly improved service delivery across
the education assessment sector. However, the increasing reliance on publicly accessible digital infrastructure
has expanded the cyberattack surface, exposing examination systems to threats that jeopardize the integrity,
confidentiality, and availability of assessment processes. The aim of the study was to assess the external
cybersecurity exposure of national examination systems across Africa by identifying publicly observable
vulnerabilities affecting examination infrastructure.

A systematic, non-intrusive cybersecurity exposure analysis was conducted on 15 national examination bodies
across 10 countries in four African sub-regions. Using a passive reconnaissance methodology based on open-
source intelligence (OSINT) tools, including Shodan, Censys, and Nmap, the study examined externally
observable indicators of cybersecurity risk without intrusive testing, credential use, or system exploitation.
Approximately 35 subdomains and 25 unique IP addresses were assessed, identifying 43 unique Common
Vulnerabilities and Exposures (CVEs) with a mean vulnerability age of 8.4 years.

The findings reveal widespread and severe cybersecurity weaknesses. Approximately 80% of identified CVEs
were rated Critical or High severity, 93% of institutions exhibited at least one exploitable publicly accessible
vulnerability, and 47% were exposed to remote code execution vectors. Key risks included publicly exposed
MySQL database ports, unpatched legacy protocols, outdated SSL/TLS configurations, and vulnerabilities
dating from 1999 to 2025 that remained active in production environments. These weaknesses present credible
threats to examination integrity, including unauthorized database access, candidate data exfiltration, and system
compromise.

The study concludes that cybersecurity risks within African national examination systems are fundamentally
governance challenges rather than isolated technical deficiencies. Strengthening cyber resilience requires the
adoption of Zero Trust Architecture, structured patch management, rigorous network segmentation, and
continuous vulnerability monitoring to safeguard the credibility and operational continuity of national
examination systems.

Keywords: Cybersecurity; Examination Systems; Cybersecurity Governance
INTRODUCTION

The accelerated digitalisation of national examination systems (driven in large part by the operational pressures
of the COVID-19 pandemic) has fundamentally altered the infrastructure profile of public sector assessment
bodies worldwide. Services that were historically conducted entirely within controlled, paper-based
environments, including candidate registration, examination administration, results dissemination, and
certificate verification, are now delivered through publicly accessible digital platforms hosted on internet-facing
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infrastructure [1][2]. This transition has yielded demonstrable improvements in efficiency, geographic reach,
and administrative scalability. It has simultaneously introduced a category of systemic risk that conventional
assessment integrity frameworks were not designed to address: infrastructure-level cybersecurity exposure.

Examination authorities operating digital platforms typically employ Demilitarised Zone (DMZ) network
architectures to manage the tension between public accessibility and internal system protection. Publicly
accessible examination services should be configured within a DMZ and appropriately isolated from internal
networks hosting sensitive examination data, consistent with NIST guidance on secure server configuration [3].
When correctly configured, DMZ architectures provide meaningful network segmentation and limit the blast
radius of external attacks. When misconfigured, inadequately maintained, or combined with unpatched software,
they simultaneously maximise external accessibility and maximise external exposure creating a threat surface
that is both broad and directly relevant to assessment integrity outcomes.

The scale of this threat is not theoretical. Lallie et al., analysing 58 cyberattacks affecting educational institutions,
identified ransomware as the most prevalent external threat vector, with examination and student data
representing primary targets [4]. Globally, the education sector consistently ranks among the most frequently
attacked industries [27]. According to Bitsight Research the education sector accounted for 54.3% of all Known
Exploited Vulnerability incidents across sectors [30], further the education sector was the largest impacted sector
in the 2024 MOVEit breach (>50% of breached organisations) [31]. This pattern is attributable to the sensitivity
of the data held, the relative underfunding of cybersecurity compared to other critical sectors, and the operational
constraints on system downtime during examination periods [15]. Despite this context, the existing research
literature is heavily concentrated on examination integrity concerns at the candidate level such as online cheating
detection, Al-based proctoring, and LMS security rather than on the security of the examination infrastructure
itself [5][6][7].

This study addresses that gap directly. It investigates the external cybersecurity exposure of DMZ-hosted
examination systems across 15 institutions in 10 African countries using passive reconnaissance methodology,
with three specific objectives: to identify and quantify externally observable vulnerabilities across examined
institutions; to assess the potential impact of those vulnerabilities on assessment integrity; and to develop
evidence-based recommendations for strengthening the security posture of examination infrastructure. Table 1
summarises the study scope.

Table 1: Study Scope Summary

Dimension Scope

Institutions examined 15 examination bodies across 10 countries

Sub-regions covered Southern Africa, East Africa, West Africa, Central Africa
Subdomains scanned ~35 publicly accessible subdomains

Unique IP addresses identified 25

CVEs identified ~43 unique CVEs across all institutions

Severity profile ~80% rated Critical or High

Vulnerability age range 1999-2025 (mean: ~8.4 years)

Methodology Passive reconnaissance; non-intrusive; no system access

The study makes three principal contributions to the literature. First, it provides the first systematic, multi-
institution quantified baseline of cybersecurity exposure across African examination infrastructure. Second, it
demonstrates empirically that infrastructure-level vulnerabilities constitute direct and operationally feasible
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threats to assessment integrity not peripheral concerns by mapping specific CVEs and port exposures to concrete
result manipulation, data exfiltration, and system disruption scenarios. Third, it identifies systemic governance
failure as the primary determinant of observed risk posture, a finding with significant implications for policy
design and for the development of Al-driven adaptive cybersecurity frameworks for public sector networks.

LITERATURE REVIEW

Digital Transformation of Assessment Systems

The digitalisation of national examination systems in African contexts has accelerated substantially since 2020,
driven by pandemic-induced operational necessity and longer-term efficiency imperatives [8]. E-assessment
platforms enable remote evaluation at scale, improving administrative efficiency and geographic accessibility
across primary and secondary education systems. However, implementation in developing country contexts
remains constrained by infrastructural limitations including unreliable internet connectivity, heterogeneous
digital infrastructure, and variable institutional digital literacy that shape both the deployment architecture and
the security posture of examination platforms [9].

Digital results management systems, which automate the processing, storage, and dissemination of examination
outcomes, represent a particular risk concentration point. These systems aggregate sensitive data candidate
identifiers, raw marks, moderated grades, and certification records into centralised repositories that are
simultaneously required to be accessible to authorised external users and protected from unauthorised access or
modification [10]. Educational information systems of this type have become high-value targets for cyberattacks,
necessitating the implementation of layered security controls including encryption at rest and in transit, role-
based access control, and multi-factor authentication [11][12]. The extent to which these controls are
implemented in practice within African examination bodies infrastructure is a central empirical question that this
study addresses.

National examination systems occupy a unique position in the digital public sector landscape: they process data
of exceptional societal sensitivity determining student progression, university admission, and professional
qualification while operating under significant constraints on system downtime, configuration change, and
security testing [13][14]. This combination of high-value data, operational constraint, and public accessibility
creates a risk profile that is more acute than that of many other public sector digital systems and thus demands
sector-specific empirical analysis.

Cybersecurity Threats in Examination Systems

The digitalisation of examination infrastructure has expanded the attack surface of national assessment systems
across multiple threat categories. These include unauthorised access, data tampering, ransomware attacks, and
distributed denial-of-service (DDoS) campaigns capable of disrupting examination processes and compromising
sensitive candidate data at scale [15]. High-stakes examination systems are particularly attractive targets due to
the critical nature of the data they process and the severe reputational, legal, and social consequences of
successful compromise.

Examination result manipulation represents the most direct threat to assessment integrity and can be achieved
through both external attack and insider threat vectors [16]. Weak authentication mechanisms, inadequate access
controls, and insufficient monitoring of database activity increase the probability of such incidents. Critically,
the exploitation of known vulnerabilities including outdated software components, misconfigured servers, and
exposed service ports does not require sophisticated attack capabilities; many of the CVEs identified in this study
have publicly available proof-of-concept exploit code and have been weaponised in documented attacks against
comparable infrastructure [17].

Real-world incidents provide empirical grounding for these risk assessments. Ransomware attacks have
disrupted institutional examination systems and exfiltrated sensitive data across multiple documented incidents
in the education sector globally [4]. Examination system breaches resulting in unauthorised access to
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examination materials and manipulation of candidate records have been reported in multiple African contexts,
though systematic, institution-level exposure data for the region remains limited [13]. This study generates that
empirical baseline.

DMZ Architecture in Public Examination Systems

A Demilitarised Zone (DMZ) is a network architectural pattern in which public-facing services are positioned
in a logically isolated segment between the public internet and internal network tiers [18]. In national
examination system deployments, DMZ environments typically host candidate-facing services registration
portals, results verification systems, and certificate download platforms while internal networks retain sensitive

data including raw examination records, grading databases, and administrative systems, as illustrated in Figure
1.
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Fig. 1. Secure DMZ Architecture for Digital Examination Systems

The security value of a DMZ is conditional on correct configuration and ongoing maintenance. When properly
implemented, DMZ architectures enforce network segmentation that limits the impact of external compromise:
an attacker who gains control of a public-facing DMZ asset cannot, in principle, directly reach internal-tier
systems without traversing additional security controls. However, the findings of this study demonstrate that in
practice, a substantial proportion of examined institutions fail to enforce this segmentation effectively. The direct
public accessibility of MySQL database ports (port 3306) on 40% of examined institutions a configuration that
should be architecturally impossible in a correctly implemented DMZ illustrates the gap between the security
model and its operational realisation. Misconfiguration, inadequate firewall rule management, and the
deployment of legacy software within DMZ environments collectively undermine the protective architecture and
convert it from a security control into a structured exposure surface.

Cybersecurity Frameworks for Protecting Assessment Systems

Established cybersecurity frameworks provide structured methodological approaches for managing institutional
risk and protecting critical information systems. The NIST Cybersecurity Framework (CSF) organises security
activities across five core functions Identify, Protect, Detect, Respond, and Recover which collectively constitute
a lifecycle approach to cybersecurity risk management applicable to examination system environments [19]. Of
particular relevance to the findings of this study are the Protect and Detect functions: the prevalence of unpatched
CVEs with mean ages exceeding eight years, and the direct public exposure of database service ports, indicate
that basic Protect-function controls patch management, network segmentation, and access control enforcement
are not systematically implemented across the examined sector.
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The CIA Triad (Confidentiality, Integrity, and Availability) provides the foundational risk classification
framework for information security and maps directly onto the assessment integrity concerns of this study [19].
In examination system contexts, confidentiality failures enable unauthorised access to examination questions
and candidate records; integrity failures enable result manipulation and data tampering; and availability failures
disrupt examination delivery and results dissemination. The vulnerabilities identified in this study including
remote code execution vectors (threatening all three dimensions), authentication bypass (threatening
confidentiality and integrity), and cleartext data transmission (threatening confidentiality) represent systematic
failures across all three CIA dimensions simultaneously.

Zero Trust Architecture (ZTA) extends beyond perimeter-based security models by enforcing continuous
verification of all users and devices regardless of network location, assuming breach as a default posture, and
applying least-privilege access controls at every system interaction [20] [28]. Applied to examination system
environments, ZTA principles would eliminate several of the most critical risk pathways identified in this study:
continuous verification requirements would neutralise authentication bypass CVEs; least-privilege enforcement
would prevent direct database access from public-facing tiers; and breach assumption posture would mandate
the monitoring and segmentation controls that are currently absent across the majority of examined
institutions.[29]

Literature Gap Analysis

Table 3 maps the existing research literature across relevant domains against the gaps addressed by this study.
The analysis demonstrates that while substantial research exists on candidate-level examination integrity
concerns and general education sector cybersecurity threats, a systematic empirical analysis of cybersecurity
exposure within national examination infrastructure (particularly in African contexts) is absent from the
literature. This study addresses three primary gaps: it provides the first quantified multi-institution baseline for
African examination bodies cybersecurity posture; it introduces CVE-level vulnerability profiling including age,
severity, and institutional distribution analysis as a methodology for examination infrastructure risk assessment;
and it empirically establishes the link between infrastructure-level vulnerabilities and specific assessment
integrity compromise scenarios.

Table 3: Literature Coverage and Gap Analysis

Research Area Existing Coverage Gap Addressed by This Study
E—assegsment quality Sul?stantlal — multiple systematic Not addressed: out of scope
and validity reviews

Online  examination | Substantial — Al proctoring, facial

. . . .. . . Not ; out of
integrity (cheating) recognition, behavioural analytics IR G TS

LMS security (Moodle, | Moderate — authentication, session Not addressed: out of scope

Canvas, Blackboard) management

Ransomware in | Moderate — Lallie et al. (2021) and | Partially addressed; this study extends
education sector sector reports to exam-specific infrastructure
Cybersecurity of PRIMARY CONTRIBUTION: passive

Minimal — no systematic empirical

national examination exposure analysis of DMZ-hosted

infrastructure study identified national exam systems
African  examination PRIMARY CONTRIBUTION: first
body cybersecurity | Absent from literature quantified multi-institution baseline for
posture the African context
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Research Area Existing Coverage Gap Addressed by This Study

CVE-level PRIMARY CONTRIBUTION: CVE

vulnerability profiling | Absent from literature age, severity, and institutional

of exam systems distribution analysis
METHODOLOGY

This study employs a descriptive and exploratory research design using passive and minimally interactive
reconnaissance techniques to assess the externally observable cybersecurity exposure of public-facing
examination system infrastructure. The methodology was designed to generate empirically grounded,
reproducible findings while adhering strictly to ethical research principles: no penetration testing, credential use,
system exploitation, or unauthorised access was conducted at any stage. All findings are derived exclusively
from publicly available and externally observable data.

Research Design and Ethical Boundaries

The study adopts a non-intrusive research design consistent with established ethical standards for passive
cybersecurity research [23]. The analytical focus is the reconnaissance phase of the Cyber Kill Chain model the
phase in which an attacker gathers externally observable information prior to exploitation as this phase yields
information that is both ethically accessible and directly relevant to institutional risk posture [24]. By restricting
analysis to this phase, the study generates findings that are representative of what a moderately capable adversary
could discover without authorisation, thereby providing a realistic and conservative estimate of each institution's
external attack surface.

Responsible disclosure principles were observed throughout. Where critical findings were identified that could
present immediate risk to specific institutions, the study protocol required that such observations be
communicable through appropriate channels without the public exposure of institution-identifying details.
Accordingly, all institutions are anonymised in this publication using regional prefix codes (SAF, EAF, WAF,
CAF) rather than their actual names or country identifiers.

CONCEPTUAL FRAMEWORK

The study's analytical framework integrates three methodological components drawn from the Cyber Kill Chain
reconnaissance model [24]:

» Passive Reconnaissance: Collection of publicly available intelligence including OSINT data, DNS
records, certificate transparency logs, and correlation with public vulnerability databases (NVD, CVE,
Exploit-DB). This component generates the CVE profile and technology stack data that constitute the
primary analytical dataset.

* Non-intrusive Active Reconnaissance: Limited interaction with public systems through standard
HTTP/HTTPS requests, DNS queries, and controlled port observations. All interactions were limited to
requests that any standard web browser or network diagnostic tool would generate in normal operation,
ensuring no disruption to operational systems.

» Data Aggregation and Correlation: Integration of collected data to map domains, subdomains, exposed
services, technology stacks, and CVE associations. Correlation with NVD severity ratings and Exploit-
DB availability data enabled risk classification of identified exposures.
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Data Collection Instruments and Scope

Data collection employed four primary instruments: Shodan [25], and Censys (internet-wide scanning indices
providing port, service, banner, and certificate data for publicly observable IP addresses) [26]; DNS analytics
tools (for subdomain enumeration and hosting geography identification); and purpose-built Python scripts (for
automated CVE correlation against NVD records based on identified software versions and banners). The
combination of these instruments enabled systematic coverage across all examined institutions without requiring
direct system interaction beyond standard HTTP requests.

The study assessed approximately 35 publicly accessible subdomains across 15 institutions, identifying 25
unique IP addresses and cataloguing the technology stack, open port profile, TLS configuration, and CVE
associations for each asset. The institution sample was constructed to provide geographic coverage across four
African sub-regions Southern Africa (6 institutions), East Africa (3), West Africa (3), and Central Africa (3)
while remaining constrained to institutions for which sufficient publicly observable infrastructure was
identifiable.

Exposure Indicators and Classification Framework

The study assessed six categories of exposure indicator, selected on the basis of their direct relevance to
assessment integrity risks and their observability through passive reconnaissance methods. Table 4 presents the
indicator framework, the observable signal used to detect each indicator, its risk category, and its specific
relevance to assessment integrity.

Table 4: Exposure Indicator Framework

E:iﬂzzltl;f Observable Signal Risk Category  Assessment Integrity Relevance
Firewall I(:Ioenn-‘stanflzrd fil tgﬁgs Network Enables direct access to internal-tier
misconfiguration pen; & services

evidence
NEEE < . IDEiklorse jpoiis (33.06’ . Bypasses DMZ isolation; direct
segmentation 5432) publicly | Architecture rosult DB access
weakness reachable
Outdated TLS/SSL géﬁw 1.(2{;tgcte§Ftl‘fé Encrvotion Cleartext transmission of candidate
configuration HTTPS ’ yp PII and results
oele o OVIES - @irliliiy el Unauthorised ~ database  access
authentication bypass (e.g. CVE- | Access Control writhont credentials
mechanisms 2012-2122)
Exposed service ?g; e(flz’zg)DPI\S[BSSS%: Exbosure Direct attack surface for RCE, data
ports (3306) - VY P theft, manipulation

. | CVE  matches via . . .

Known CVEs in NVD/Exploit-DB Wity Conﬁrmed exploitable risk in
exposed systems correlation publicly observable systems

Each institution was assigned an overall risk classification (CRITICAL, HIGH, or MODERATE ) on the basis
of its composite exposure profile across these six indicator categories, weighted by the severity of identified
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CVEs and the directness of the attack pathway to examination data assets. The classification methodology is
consistent across all institutions, enabling a comparative benchmarking.

Data Analysis Approach

Collected data was structured into an asset inventory and exposure classification framework, with each scanned
asset recorded against its institution, subdomain, IP address, open port profile, technology stack, TLS
configuration, hosting geography, and associated CVE list. CVE records were enriched with NVD severity
ratings, publication dates, and Exploit-DB availability indicators, enabling the vulnerability age and severity
distribution analysis.

Analysis was conducted across three levels: asset-level (individual subdomain profiles); institution-level
(composite risk classification and attack surface mapping); and sector-level (aggregate CVE distribution,
technology stack prevalence, and cross-institutional vulnerability pattern analysis). Results are presented using
descriptive statistics including counts, percentages, means, and distributional characterisations and structured
tables to enable pattern identification and comparative assessment across institutions and sub-regions.

Ethical Considerations

The study was conducted in full compliance with established ethical principles for passive cybersecurity
research. No credential use, system access, exploitation, or intrusive testing was conducted at any stage. All data
collected was derived from publicly available sources and open-access intelligence databases. The analysis was
performed within a controlled Kali Linux cybersecurity research environment configured to prevent any
unintended active interaction with target systems.

Institution anonymisation was applied throughout data collection, analysis, and reporting. No institution name,
country name, or personally identifiable information appears in this publication. The study design and ethical
protocols were reviewed and approved in accordance with the authors' institutional research ethics requirements
prior to data collection.

FINDINGS

The passive cyber-exposure analysis encompassed 15 examination bodies distributed across 10 countries and
four African sub-regions (Table 5), assessing approximately 35 publicly accessible subdomains and identifying
25 unique IP addresses. Of the 15 institutions examined, 14 yielded detectable vulnerabilities across externally
observable indicators; one institution (SAF-05) returned zero CVE detections, representing the single cleanest
security profile in the dataset. The analysis focused exclusively on externally observable exposure within DMZ-
hosted systems and provides a representative baseline of cybersecurity risk across African examination
infrastructure.

Table S: Profile of Anonymised Examination Bodies Across African Sub-Regions

SN Institution Code Country Code Region Subdomains Scanned
1 SAF-01 SAF-C1 Southern Africa 4
2 SAF-02 SAF-C2 Southern Africa 3
3 SAF-03 SAF-C3 Southern Africa 2
4 SAF-04 SAF-C4 Southern Africa 2
5 SAF-05 SAF-C5 Southern Africa 1
6 SAF-06 SAF-C6 Southern Africa 3
7 EAF-01 EAF-C1 East Africa 2
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SN Institution Code Country Code Region Subdomains Scanned
8  EAF-02 EAF-C2 East Africa 3
9 EAF-03 EAF-C3 East Africa 4
10 WAF-01 WAF-C1 West Africa 5
11 WAF-02 WAF-C2 West Africa 4
12 CAF-01 CAF-Cl1 Central Africa 2
13 CAF-02 CAF-C2 Central Africa 3
14  WAF-03 WAF-C3 West Africa 1
15 CAF-03 CAF-C3 Central Africa 1

Vulnerability Landscape — Aggregate Summary
Overall Vulnerability Distribution by Severity

A total of approximately 40 unique CVEs were identified across all examined institutions, of which an estimated
80% were rated Critical or High severity (Table 2). Critical vulnerabilities alone accounted for approximately
45% of the total (n=18), with High-severity CVEs contributing a further 35% (n=14). Medium and unclassified
CVEs collectively constituted the remaining 20% (n=8). This distribution indicates a severely elevated aggregate
risk posture, in which the substantial majority of identified vulnerabilities represent exploitation-ready exposures
rather than theoretical or low-probability risks.

Table 6: Distribution of Identified Vulnerabilities by Severity Level

Severity Count of Unique CVEs = Percentage Risk Interpretation

Critical 18 459 Immec.haj[e exploitation risk; highest priority
remediation

High 14 359, Significant exposure; remediation within 30
days

Medium ~3 ~8% Moderate risk; remediation within 90 days

Not Classified / Awaiting classification; treat as High pending

~5 ~12% .
Other review
Total ~40 100% 80% of CVEs rated Critical or High

Most Frequently Occurring CVEs Across All Institutions

Table 7 presents the eight most frequently observed CVEs across the examined institutions, ranked by
institutional prevalence. CVE-2024-38476 and CVE-2025-23048 both Critical-rated Apache HTTP Server
vulnerabilities were identified across 10 or more institutions, making unpatched Apache the dominant systemic
risk within the African examination ecosystem. Taken together, the five Apache-related CVEs in Table 3 affect
between 6 and 10 institutions each, indicating that Apache patching failures are not isolated to individual
institutions but constitute a sector-wide vulnerability pattern. By contrast, MySQL-related CVEs (CVE-2012-
2122 and CVE-2016-6662) affect four institutions each, representing a concentrated but geographically
distributed risk cluster.
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Institutions
Affected (n)

Affected Service Severity

Description

CVE-2024-38476 | Apache HTTP Server Critical 10+ Sfﬁgg‘i’gﬁrewme
CVE-2025-23048 Apache HTTP Server Critical 10+ HTTP desynchronization
CVE-2024-38474 Apache HTTP Server Critical 8 SSI command injection
CVE-2024-38475 | Apache HTTP Server High 10 i%‘gffewii‘ie disclosure  via
CVE-2023-25690 Apache HTTP Server Critical 9 HTTP request smuggling
CVE-2022-36760 Apache HTTP Server High 6 mod_proxy exploitation
CVE-2012-2122 MySQL Critical 4 Authentication bypass
CVE-2016-6662 MySQL Critical 4 Remote code execution

Open Port Analysis

Port Frequency Distribution Across All Scanned Assets

Table 8 summarises the frequency and risk classification of network services detected across the 35 scanned
assets. Standard web ports (443 and 80) were near-universal, present on 91% and 86% of assets respectively.
More critically, three service types with CRITICAL risk ratings were identified beyond standard web traffic:
MySQL (port 3306) was publicly exposed on 7 assets (20% of the total), representing a fundamental architectural
failure; FTP (port 21) was exposed on 5 assets (14%), enabling unauthenticated file access in combination with
identified CVEs; and RDP (port 3389) was exposed on one asset (SAF-02), representing the highest single-asset
risk given the presence of CVE-2019-0708 (BlueKeep). The co-exposure of these CRITICAL service ports with
corresponding CVEs on the same or related assets substantially increases the probability of successful
exploitation.

Table 8: Network Service Exposure and Associated Security Risk Levels

Service Assets Exposing (of 35) ‘ % of Assets  Risk Level

443 HTTPS ~32 91% Standard
80 | HTTP | ~30 86% RIDEISTES
(unencrypted)
3306 | MySQL 7 20% CRITICAL
22 SSH 5 14% High
21 FTP 5 14% CRITICAL
25 SMTP 4 11% High
HTTP- . .
8080 Alt/Proxy 4 11% High
3389 | RDP 1 3% CRITICAL
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Service Assets Exposing (of 35) ‘ % of Assets  Risk Level

135 MSRPC |1 3% High

23 Telnet Implied — CRITICAL
2082— | cPanel o )

2096 | Ports I 3% High

5985 | WinRM 1 3% High

Institution-by-Institution Risk Assessment
Comparative Risk Matrix

Table 9 presents a comparative risk classification for all 14 institutions with detectable exposure. Of these, seven
(50%) were classified as CRITICAL risk, five (36%) as HIGH, and two (14%) as MODERATE. No institution
received a LOW or SECURE classification. The two MODERATE-rated institutions (SAF-03 and SAF-05)
exhibited limited CVE profiles and no exposure of CRITICAL service ports, though both retained SSL/TLS
weaknesses. The predominance of CRITICAL and HIGH classifications across geographically dispersed
institutions indicates that the observed risk posture is systemic rather than attributable to isolated institutional
failures.

Table 9: Institution-Level Cybersecurity Risk Matrix

Institution tieal g{(};)so(s)::l gzll:ose d ER)lc)pIZ)se d ISSSSIl;gLS Overall Risk
SAF-01 fljb o | 4 ;‘;Se o G 1 No No é;‘iset 0 | CRITICAL
SAF-02 14 6 Implied | Yes Yes Yes CRITICAL
SAF-03 3 ?main) No Yes No Yes MODERATE
SAF-04 6-8 2 Yes No No Yes HIGH
SAF-05 0 detected | O No Yes No Yes MODERATE
SAF-06 5-7 3 No No No Yes HIGH
EAF-01 18 6 No No No Yes CRITICAL
EAF-02 ; fb domain | 6 No No No Yes CRITICAL
EAF-03 18+ 6-8 No No No Mixed HIGH
WAF-01 8-9 5 Yes No No Mixed CRITICAL
WAF-02 5-6 4 No No No Mixed HIGH
CAF-01 8-9 5 Yes Yes No Yes CRITICAL
CAF-02 8-10 4 No Yes No Yes CRITICAL
WAF-03 | 5 4 No No No &; 12| HiGn
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Selected High-Risk Case Analysis

The following cases represent institutions exhibiting the highest compound risk profiles in the dataset, selected
to illustrate distinct vulnerability archetypes.

SAF-01 — CRITICAL

SAF-01 presents a compounding vulnerability profile distributed across multiple subdomains. MySQL port 3306
is publicly accessible on at least three assets, and two Critical MySQL CVEs — CVE-2012-2122 (authentication
bypass) and CVE-2016-6662 (remote code execution) remain unpatched. The combination of exposed database
ports and authentication bypass vulnerabilities on shared infrastructure creates a direct pathway for unauthorised
database access without interaction with the application layer, enabling potential result manipulation or data
exfiltration. The use of shared IP infrastructure across subdomains further increases the risk of cascading
compromise across examination services.

SAF-02 — CRITICAL

SAF-02 exhibits the broadest individual attack surface in the dataset, with 14 CVEs spanning multiple service
categories including FTP, RDP, TLS, and HTTPS. Critical vulnerabilities include CVE-2019-0708 (BlueKeep
— wormable RDP remote code execution), CVE-2014-0160 (Heartbleed — TLS memory disclosure), and CVE-
2016-0800 (DROWN — retrospective TLS decryption). The public exposure of RDP alongside BlueKeep
renders this asset susceptible to unauthenticated remote takeover. Notably, a separate SAF-02 subdomain
exhibits a secure configuration with no CVEs and port 443 only, demonstrating that secure configuration is
technically achievable within the same institution and that the observed vulnerabilities reflect governance failure
rather than infrastructural impossibility.

EAF-01 and EAF-02 — CRITICAL

Both EAF-01 and EAF-02 exhibit identical vulnerability profiles, each with 18 Apache-related CVEs replicated
consistently across multiple subdomains. The homogeneity of the vulnerability profile across independent
subdomains strongly suggests shared, unpatched server infrastructure and an estimated patch lag of eight or more
years for the oldest identified CVEs. This pattern is consistent with a scenario in which a single server image or
configuration template has been deployed without subsequent patching across all associated assets.

CAF-01 — CRITICAL

CAF-01 presents an overlapping exposure of legacy and current-era vulnerabilities across multiple service types.
FTP anonymous access (CVE-1999-0197, 26 years old) coexists with MySQL authentication bypass (CVE-
2012-2122) and remote code execution (CVE-2016-6662), alongside SSH exposure and FTP RCE (CVE-2015-
3306). The co-presence of a 26-year-old unpatched vulnerability alongside more recent exposures is statistically
consistent with a systemic absence of vulnerability lifecycle management across all service categories.

CAF-02 — CRITICAL

CAF-02 demonstrates a comparable pattern to CAF-01, with FTP-related vulnerabilities and SMTP spoofing
risks contributing to a multi-vector attack surface. The coexistence of legacy FTP CVEs and more recent Apache
vulnerabilities, combined with offshore hosting of the results platform in Canada, creates compounding risks
spanning both technical and data governance dimensions.

Technology Stack Analysis
Web Server Distribution

Apache HTTP Server accounts for 51% of identified assets (n=18 of 35) and is the source of all five most
frequently occurring CVEs in the dataset (Table 10). The disproportionate CVE burden associated with Apache
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— relative to Nginx (23%) and IIS (14%), which exhibited markedly lower CVE concentrations indicates that
the choice of Apache alone is not the proximate cause of risk, but rather the systematic failure to apply available
security patches to Apache deployments. This distinction is significant: the vulnerabilities identified are not zero-
day exposures but publicly disclosed, patchable CVEs, many available for remediation for multiple years prior
to this assessment.

Table 10: Web Server Distribution and Vulnerability Burden

Web Server Assets (of ~35) % of Assets Vulnerability Implication

Primary CVE source; 5 of the top 5 CVEs are
~ o 5

Apache httpd 18 51% Apache-related

Nt -8 23% quer CVE burden; generally better patched in
this dataset

Microsoft IIS -5 14% Moderate exposure; requires Windows patching
cadence

Cloudflare/CloudFront ~3 9% Edge-cached; limited direct exposure

Other (OpenResty) ~1 3% Insufficient sample for trend analysis

Database Exposure

The direct public exposure of database ports constitutes a fundamental violation of DMZ design principles, in
which database servers should reside on internal network segments inaccessible from the internet. As shown in
Table 11, MySQL port 3306 was found publicly accessible on seven assets across six institutions (40% of the
dataset), with two additional institutions exhibiting MySQL-related CVEs that imply database service activity.
No examination body operating a DMZ architecture should expose database ports directly to the internet; the
observed exposure pattern is indicative of either misconfiguration or the complete absence of network
segmentation controls.

Table 11: MySQL Database Exposure Across Examined Institutions

Publicly Exposed

Database % of Institutions Institutions
Instances
MySQL  (port 3306 o SAF-01 (3), SAF-04 (1), WAF-01
open) 7 assets 40% (6 of 15) (1), CAF-01 (2)
ML OV B ) sl 13% (2 of 15) SAF-02, CAF-01
inferred)

SSL/TLS Protocol Analysis

Table 12 presents the SSL/TLS configuration profile across the 35 scanned assets. Approximately 77% of assets
operate with acceptable or good TLS configurations (TLS 1.2+1.3 or TLS 1.3 only), indicating that encryption
deployment is not uniformly absent across the sector. However, 12% of assets comprising those with no
SSL/TLS detected and those with no port 443 — represent a Critical exposure category in which examination
data, including candidate personally identifiable information and result transmissions, may be transferred in
cleartext. A further 11% operate on TLS 1.2 only, which is approaching deprecation under current NIST
guidance and should be prioritised for upgrade.
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Percentage Risk Assessment
TLS 1.3 only 12 34% Good — current best practice
TLS1.2and TLS 1.3 | 15 43% Acceptable — upgrade path clear
TLS 1.2 only 4 11% Needs upgrade — NIST deprecating TLS 1.2
No SSL/TLS detected | 2 6% Critical — cleartext data transmission likely
I[:I(;)ri 42%) licable  (no 2 6% Critical — no encrypted channel available

Hosting and Geographic Distribution

Table 13 maps the geographic hosting profile of examined institutions. While 47% of institutions maintain at
least their primary infrastructure within national borders, a significant proportion host examination-critical
system including results platforms and candidate data repositories outside their national jurisdiction. Institutions
hosting in the United States, United Kingdom, France, and Canada are subject to the legal and regulatory
frameworks of those jurisdictions, which may conflict with national data protection legislation and create risk of
compelled data access under foreign law. The pattern of Francophone African institutions (CAF-01, CAF-02)
hosting in France, and West African institutions hosting in the UK, suggests that hosting decisions may be driven
by historical or linguistic ties rather than data governance considerations.

Table 13: Geographic Hosting Distribution and Data Sovereignty Implications

fg::gfn Institutions % of Institutions Data Sovereignty Risk
SAF-01, SAF-02, EAF-02,
In-country EAF-03, SAF-04, SAF-05, | 47% Low — data sovereignty maintained
WAF-02 (main)
. . High —  subject to US
- - 0
United States WAF-01 (main), EAF-01 13% TdErenCLOUD A
United Kingdom X&i}g;igge)sﬁi’ljgﬁpoz G| 200 High — GDPR/UK data law applies
. WAF-01 (digital certs), CAF- o Moderate — regional hub, POPIA
Slouith Af5ise 03, SAF-06 (Azure) A% applies
France OCzA (lj;l(;ilngz subdomains), CAF- | 30, High — subject to French/EU law
Canada CAF-02 (xgestedu.com) 7% High — results platform offshore

Vulnerability Age Analysis

A temporal analysis of the 43 unique CVEs identified across examined institutions reveals a distribution
spanning 26 years (1999-2025), with an estimated mean vulnerability age of approximately 8.4 years. The
distribution, summarised in Table 10, is right-skewed: while the most recent cohort (2023—2025) constitutes the
largest single group (34.9%, n=15), legacy CVEs predating 2010 remain present in active production
environments, indicating that remediation efforts are selective and reactive rather than systematic.
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The two oldest cohorts (1999-2005 and 2011-2016) collectively account for 23.3% of all identified CVEs
(n=10), all of which carry Critical or High severity ratings. This disproportionate concentration of high-severity
vulnerabilities among the oldest cohorts suggests that prolonged non-remediation correlates with elevated
institutional risk, as legacy CVEs tend to be extensively documented, publicly exploited, and straightforward to
weaponise.

Table 14: Distribution of Vulnerability Age Across Examined Systems

Year Range Unique % of Total 8¢ Observation

1999-2005 | 3 e |25
2011-2016 7 16.3% 11.2 MySQL, SSH, Heartbleed, DROWN

2017-2019 8 18.6% 7.0 Apache, SSH, BlueKeep

2020-2022 10 23.3% 4.0 Mixed service vulnerabilities

2023-2025 15 34.9% 1.0 Latest Apache CVEs; largest cohort

Total / Mean | 43 100% ~8.4 Right-skewed; bimodal legacy/recent distribution

Table 15 provides a representative subset of legacy CVEs and their institutional distribution. Of the seven CVEs
listed, six (85.7%) are rated Critical, with a mean vulnerability age of 13.4 years at the time of assessment. The
institutional distribution of these legacy CVEs is particularly revealing: SAF-02 appears across six of the seven
entries (85.7%), and the same four institutions (SAF-01, SAF-02, WAF-01, CAF-01) are consistently implicated
in both MySQL-related CVEs. This recurrence pattern is statistically inconsistent with isolated or incidental
patch failures and is instead consistent with systemic absence of a vulnerability lifecycle management function
within those institutions. The presence of CVE-1999-0197 a 26-year-old FTP vulnerability enabling anonymous
file access in a live production environment alongside 2025-era Apache CVEs provides particularly strong
evidence that remediation, where it occurs, is neither comprehensive nor sustained.

Table 15: Representative Legacy Vulnerabilities and Affected Institutions

Institutions

Year Age (Years)  Severity Impact Affected (n) Institutions

CVE-1999-0197 | 1999 | 26 Critical | T 1T @nonymous | 5 SAF-02, CAF-01,
access CAF-02
CVE-2005-0469 | 2005 | 20 High Weliest BT | g SAF-02
overflow
. MySQL auth SAF-01, SAF-02,
CVE-2012-2122 | 2012 |13 Critical bypass 4 WAF-0), CAF-01
CVE-2014-0160 | 2014 | 11 Critical | Deartbleed = — 1 SAF-02
memory disclosure
CVE-2016-0800 | 2016 | 9 Critical | PROWN — TLS |, SAF-02
decryption
» SAF-01, SAF-02,
CVE-2016-6662 | 2016 |9 Critical | MySQL RCE 4 WAF-0L, CAF0]
BlueKeep —
CVE-2019-0708 | 2019 |6 Critical | wormable  RDP | 1 SAF-02
RCE
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Institutions

Year Age (Years)  Severity Impact Affected (n) Institutions

SAF-02 appears in

Mean / Total 6 of 7 (86%)

13.4 — — 2.1 avg

Attack Surface Categorisation

Table 16 categorises identified vulnerabilities by attack vector, quantifying the proportion of institutions exposed
to each vector and its potential impact on assessment integrity. Remote code execution vectors encompassing
Apache, MySQL, FTP, and RDP vulnerabilities affect the largest share of institutions (47%, n=7), representing
the highest-order threat to examination system availability and integrity. Direct database access vectors affect
27% of institutions (n=4) and present the most direct pathway to result manipulation. The remaining vectors
authentication bypass, cleartext interception, traffic decryption, and phishing collectively create a multi-
dimensional attack surface that compounds the overall risk posture of the sector.

Table 16: Attack Surface Categorisation and Associated Risks to Assessment Integrity

Institutions | %

of . .
Attack Vector Bxyoredl(n)l Knstitutions Potential Impact on Assessment Integrity

Direct Database Access 4 270 Result manipulation, candidate data theft, grade
(MySQL 33006) ° alteration

Remote Code -

Ereomion  (Agmshs, 7 479 Complejte server compromise, ransomware, data
MySQL, FTP, RDP) destruction

é;l\tfliae_nztz)cleg{grll 22B)ypass 4 27% Unauthorised database access without credentials
Sl bl o 2 13% Candidate PII exposure, session hijacking

(HTTP-only)

?Zl?ézfer Desktop 1 70 Complete Windows system takeover, lateral
0

(RDP/BlueKeep) movement

e S s 3 20% Examination paper theft, malicious file upload

(FTP anonymous)

Encrypted Traffic
Decryption 1 7% Historical and real-time traffic decryption
(Heartbleed, DROWN)

Phishing/Spoofing

0, = . .
(SMTP) 2 13% Targeted phishing of candidates and staff

Comparative Benchmarking
Institutions with Best Security Posture

Table 17 identifies the four highest-performing assets in the dataset. All four share three common characteristics:
zero detected CVEs, minimal port exposure limited to standard web ports, and current TLS configurations.
Notably, three of the four are subdomains or secondary assets of institutions that also host CRITICAL-rated
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assets (SAF-02 and SAF-06) demonstrating that secure configuration is operationally achievable within the same
institutional environments that also exhibit critical vulnerabilities. This intra-institutional variation is itself a
significant finding, suggesting that the determinant of security posture is governance and configuration
management rather than resource availability.

Table 17: Top-Ranked Assets by Security Posture

Rank Institution Justification

1 SAF-03 (main site) g{(; (?SZ:;S detected; Nginx/OpenResty stack; TLS 1.2+1.3; minimal port
2 SAF-02 (subdomain A) No CVEs detected; IIS on Windows Server; port 443 only; TLS 1.2+1.3
3 SAF-02 (subdomain B) No CVEs; Microsoft Azure-hosted; ports 80/443 only; TLS 1.2+1.3

4 SAF-06 No CVEs detected; minimal port exposure; TLS 1.3

Institutions with Worst Security Posture

Table 18 identifies the five lowest-performing institutions in the dataset. SAF-02 ranks lowest overall despite
hosting some of the dataset's best-configured subdomains, reflecting the most extreme intra-institutional security
variance observed. EAF-01 and EAF-02 are distinguished by the highest raw CVE counts (18 each), with
identical vulnerability profiles suggesting shared unpatched infrastructure. CAF-01 is notable for the co-presence
of the oldest CVE in the dataset (CVE-1999-0197, 1999) alongside contemporary vulnerabilities, representing
the most extreme example of patch management failure by age distribution.

Table 18: Lowest-Ranked Institutions by Security Posture

Rank Institution CVEs (n) Sxlucal Justification
1 SAF-02 14 6 BlueKeep, Heartbleed, DROWN; FTP and RDP directly
exposed; broadest attack surface
8+ per MySQL exposed on 3 assets; auth bypass + RCE unpatched;
2 SAF-01 . | 4 s
subdomain no SSL on service portal
18 per Identical CVEs across 3 subdomains; estimated 8+ years
3 EAF-02 . |6 . o
subdomain without patch application
Identical unpatched Apache profile; shared infrastructure
4 180 e ¢ with EAF-02 suspected
i N FTP anonymous access; MySQL exposed; SSH; 8
> CAF-01 89 > critical/high CVEs including legacy

Key Findings, Implications, and Recommended Actions

Table 19 consolidates the principal findings of this analysis, their implications for assessment integrity, and
prioritised remediation recommendations. Actions are classified by urgency: IMMEDIATE actions address
exploitable vulnerabilities with direct pathways to assessment system compromise; URGENT actions address
sector-wide systemic risks; SHORT-TERM and MEDIUM-TERM actions address architectural and governance
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deficiencies; and ONGOING actions address structural security maturity gaps requiring sustained institutional

commitment.

Table 19: Summary of Key Findings, Implications, and Recommended Actions

o . . .. Implications .
Priority Finding Description AsSessment Integrity Recommended Action
MySQL  port 3306 . hori Close database ports to public
Database  Ports exposed on 7 assets Dlre?t . unaut orised internet; enforce strict
IMMEDIATE (20%) with | modification of ’
Exposed L . firewall rules and access
authentication bypass | examination results ntrol
and RCE CVEs COMross
Critical Protocol FTP exposed on 5 | Enables unauthorised | Disable legacy protocols;
IMMEDIATE Exposure assets (14%); RDP on 1 | access, ransomware, and | enforce SSH, SFTP, and RDP
P asset; Telnet implied large-scale data breaches gateways with MFA
Absent or Weak 12% of assets lack | Candidate PII and E%EE;%_OE]L S 1/13;1’ eﬁfso,l{?
IMMEDIATE Encrvotion SSL/TLS or have no | examination results may be deprecate }'I"LS 12 wheré
P HTTPS capability transmitted in cleartext PI] '
feasible
88% of institutions | Increased risk of RCE, | Update Apache to current
URGENT Systemic Apache | exhibit unpatched | SSRF, and request | release; deploy WAF,
Vulnerabilities Apache CVEs across | smuggling across the | implement automated patch
multiple versions majority of institutions monitoring
43 CVEs spanning 26 | Persistent exposure to well- | Implement  formal  patch
URGENT Legacy years (mean age: 8.4 | documented, trivially | management programmes
Vulnerabilities years); 7.0% predating | weaponisable attack | with mandatory SLAs by
2006 vectors severity
LINEY . ElesoinriE Single compromise can | Improve network
ORI L EG I BUETES 118 ERRiCEEes roga ate aclsoss multiple | se I;nentation' isolate critical
TERM Reuse observed across | Dropasate . P gmentation,
S examination services examination systems
nstitutions
53% of institutions host | Data  sovereignty  and
) . . Develop and enforce data
MEDIUM- Offshore Hostin at least one service | regulatory compliance risks sovereionty policies: assess
TERM € | outside national | under national data gy po ’
R . contract obligations
jurisdiction protection frameworks
Se?cu.my posture V.arles. Uneven protection creates | Standardise cybersecurity
. within nstitutions; . e . . .
Inconsistent . exploitable gaps within the | policies; conduct continuous
ONGOING . . some subdomains well- . .
Security Maturity . same institutional | automated security
secured while others are .
.. environment assessment
critical
DISCUSSION

The findings of this study establish a statistically significant and operationally consequential relationship
between cybersecurity exposure and the integrity of digitalised examination systems across African institutions.
Across 15 institutions examined, 93% (n=14) exhibited at least one Critical or High severity vulnerability in an
externally observable, publicly accessible system; 80% of the approximately 40 unique CVEs identified were
rated Critical or High; and seven institutions (47%) were exposed to at least one remote code execution vector
capable of enabling complete server compromise. These figures collectively indicate that the risk to assessment
integrity is not marginal or theoretical it is structural and widespread.

Table 20 maps the principal finding categories identified in this study to their corresponding assessment integrity
risks and relative magnitudes. The most direct threats to examination integrity were direct database exposure
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and authentication bypass which affected 27% to 40% of institutions. These may create pathways for
unauthorised modification of results that do not require sophisticated attack capabilities. CVE-2012-2122, for
instance, permits MySQL authentication bypass using a known exploit that has been publicly available since
2012; an attacker with basic technical knowledge could leverage this vulnerability to access examination
databases on any of the four affected institutions without valid credentials. The persistence of such
vulnerabilities, 13 years after public disclosure, is not attributable to technical complexity but to the absence of
governance mechanisms capable of enforcing remediation.

Table 20: Mapping of Key Findings to Assessment Integrity Risks

% of Institutions

Finding Category Affected Primary Assessment Integrity Risk Risk Magnitude
Critical/High  severity System compromise enabling result
CVEs (80% of total | 93% (14 of 15) ystem - comp D ng Critical
manipulation or data destruction

CVEs)
Direct database . .
exposure (MySQL port | 40% (6 of 15) | Dnauthorised  readjwrite  access 10| i)
3306) examination results without authentication
Remote code execution Complete server takeover; ransomware;
vectors (Apache, | 47% (7 of 15) examlination service disru ti’on > | Critical
MySQL, FTP, RDP) p
Absent or degraded o Cleartext transmission of candidate PII, .
SSL/TLS 20 GRS session tokens, and results St
Legacy protocols (FTP, o Unauthenticated file access; network traffic .
Telnet, RDP) 40% (6 of 15) interception High
Offshore hosting of o Foreign legal jurisdiction over candidate .
examination data FoEarls) data; compelled disclosure risk High
Intra-institutional Observed in 3 of | Inconsistent protection creates exploitable

. . oy . Moderate
security variance 15 gaps within same environment

A critical observation emerging from the data is the distinction between technical capacity and governance will.
The intra-institutional variance identified at SAF-02 where a subdomain with zero CVEs and port-443-only
exposure coexists alongside an asset with 14 CVEs including BlueKeep and Heartbleed demonstrates that the
infrastructure and technical knowledge required to achieve secure configuration are present within the same
organisation. This pattern, also observable at SAF-06, suggests that the determinant of security posture is not
resource availability but institutional governance: specifically, whether security policies are consistently
enforced across all systems within an institution's control. Where policy enforcement is inconsistent, secure
islands within an otherwise vulnerable environment provide limited systemic protection, as an attacker can
simply pivot to the least-secured asset.

Apache HTTP Server vulnerabilities emerged as the most prevalent software weakness identified in this study.
They were present in 88% of the institutions analysed, and the two most common CVEs each affected ten or
more institutions. This pattern indicates that the vulnerabilities are systemic rather than isolated, pointing to
common deficiencies in software lifecycle management and patch governance across examination institutions.
Apache httpd is an open-source project with a well-maintained public vulnerability disclosure and patch release
process Further, all CVEs identified in this study had available patches at the time of assessment. The sector-
wide failure to apply these patches is therefore not attributable to vendor non-disclosure or patch unavailability,
but to the absence of automated patch monitoring, testing, and deployment pipelines across the majority of
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examined institutions. This represents a systemic governance failure rather than a set of isolated technical
oversights.

Table 21 presents a structured analysis of the governance dimensions implicated by the findings. Across six
governance dimensions patch management, network segmentation, configuration standards, intra-institutional
policy enforcement, protocol lifecycle management, and data sovereignty the observed evidence consistently
points to the absence of formalised, enforceable institutional processes rather than to technical barriers. The
mean CVE age of 8.4 years, combined with a maximum age of 26 years, is particularly diagnostic: it implies
that vulnerability management, where it exists, operates as an ad hoc or reactive function rather than a
continuous, policy-driven process integrated into the operational lifecycle of examination systems.

Table 21: Governance Gap Analysis — Evidence and Implications

Governance

. . Observed Evidence
Dimension

Implication

Patch management

Mean CVE age of 8.4 years; CVEs spanning

26 years in active systems

No formalised patch lifecycle or
remediation SLA in place

Network segmentation

MySQL port 3306 publicly exposed on 20%
of assets

DMZ  design principles not
enforced; database tier not isolated

Configuration
standards

Identical 18-CVE profile across EAF-01 and
EAF-02 subdomains

No secure baseline configuration or
post-deployment hardening applied

Intra-institutional
policy enforcement

SAF-02 hosts both most vulnerable and best-
configured assets

Policies exist but are applied
inconsistently across systems

Protocol lifecycle | CVE-1999-0197 (FTP anonymous access) | No  protocol deprecation or
management active in 2025 technology refresh programme
Data sovereignty | 53% of institutions host data outside national NO. SIS Qata oo
T policy or hosting governance
governance jurisdiction
framework

These findings carry important implications for how assessment integrity should be conceptualised in the context
of digital examination systems. Conventional frameworks for assessment integrity that are primarily concerned
with candidate misconduct, examiner bias, and process fairness, do not adequately account for infrastructure-
level vulnerabilities as a vector for large-scale integrity compromise. The exposure of MySQL databases to
unauthenticated internet access, combined with the presence of remote code execution vulnerabilities across
nearly half of examined institutions, creates conditions under which examination results could be altered,
deleted, or fabricated at scale, without any candidate-level action. This represents a qualitatively different threat
model from traditional assessment integrity concerns and requires a correspondingly different institutional
response.

The study further contributes to a growing body of evidence that cybersecurity in public sector digital
infrastructure in developing country contexts is characterised by prolonged technical debt, governance
fragmentation, and the prioritisation of functional deployment over security assurance. The co-presence of 1999-
era FTP vulnerabilities and 2025 Apache CVEs within the same institutional environments is consistent with a
pattern in which systems are deployed, connected to the internet, and subsequently left to accumulate exposure
without structured review. Addressing this pattern requires not only technical remediation such as patching,
segmentation, and protocol deprecation but the establishment of institutional cybersecurity governance
frameworks. These will treat vulnerability management as an operational function with defined accountability,
resourcing, and performance metrics.
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The adoption of Zero Trust Architecture principles, which assume that no network segment or user is inherently
trustworthy and enforce continuous verification at every access point, offers a structurally appropriate response
to the DMZ-level vulnerabilities identified in this study. Similarly, robust network segmentation enforcing strict
separation between public-facing web tiers, application tiers, and database tiers would eliminate the most direct
risk pathway identified i.e. the public accessibility of MySQL databases. These architectural approaches are
well-documented, widely implemented in comparably resourced public sector contexts, and do not require
proprietary or high-cost technologies. Their absence in the majority of examined institutions reflects a
governance gap rather than a technical or resource constraint.

Limitations Of Study

This study is subject to five principal methodological limitations, each of which introduces a specific form of
bias or constraint on the generalisability of the findings. Table 22 presents a structured assessment of each
limitation, its nature, the direction of bias it introduces, and its proposed mitigation in future research.

Table 22: Methodological Limitations, Bias Direction, and Mitigation Strategies

Limitation Nature Direction of Bias

Mitigation in Future Work

No authenticated or intrusive

Passive Underestimation — true . .
. o oy Controlled penetration testing
reconnaissance testing; internal network not | vulnerability count | ... U
: . with institutional consent
only assessed likely higher
Potential . . .
Dependency on | Shodan and Censys may not | . . . Combine with active DNS and
. . misclassification — .
indexed data | reflect real-time certificate transparency
. stale data may not o
sources configurations monitoring
reflect recent patches
CVEs identified as exposure | SOnServative .
Exploitability not | . . PO findings represent | Authorised exploit validation
indicators, not  verified - i .
confirmed . potential rather than | in controlled environments
exploits .
confirmed risk
S Selection bias possible;
. 15 institutions across 10 . P ’ .
Sample size . findings may  not | Expand to stratified sample of
countries; not a random ) . o
(n=15) generalise to all African | 50+ institutions
sample o .
examination bodies
Temporal bias — some
. . . napshot methodology; s oo . .
Single time-point Snaps © e odology; vulnerabilities may | Longitudinal tracking with
dynamic environments may
assessment have been patched after | quarterly reassessment
change post-assessment scanning

The most significant limitation is the exclusive reliance on passive reconnaissance methods. Because the analysis
was confined to publicly observable indicators, open ports, banner information, certificate data, and CVE
correlation vulnerabilities within authenticated systems, internal networks, or application logic layers could not
be assessed. This introduces a systematic underestimation bias: the true vulnerability counts for each institution
are likely higher than those reported, as internal systems may carry additional unpatched CVEs not observable
from the public internet. Consequently, institutions classified as MODERATE risk on the basis of low observable
CVE counts (SAF-03, SAF-05) may harbour additional exposures not captured by this methodology.

A second limitation relates to the temporal accuracy of the data sources employed. Shodan and Censys index
public-facing assets at varying intervals, and their records may not reflect configuration changes made in the
days or weeks immediately preceding the assessment window. This introduces a potential misclassification risk
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in both directions: a recently patched system may still appear vulnerable in indexed data, or a newly exposed
system may not yet be indexed. While this limitation is inherent to all passive reconnaissance methodologies
and cannot be fully eliminated, it can be partially mitigated through cross-referencing multiple data sources and
scheduling assessment windows to coincide with known indexing cycles.

Third, this study cannot confirm the exploitability of identified CVEs within the specific configuration context
of each institution. CVE presence indicates that a vulnerable software version is likely deployed, but does not
confirm that the precise conditions required for exploitation (such as specific module configurations, network
routing rules, or authentication bypass preconditions) are met. The findings therefore represent exposure
indicators and potential risk pathways rather than confirmed exploitable vulnerabilities. This distinction is
important for interpreting the findings proportionately. The study identifies where risk is concentrated and where
remediation should be prioritised, rather than providing a confirmed exploit inventory.

Finally, the sample of 15 institutions across 10 countries, while providing broad geographic coverage, was not
drawn from a randomised sampling frame and cannot be assumed to be statistically representative of the full
population of African examination bodies. Selection was constrained by the availability of publicly observable
digital infrastructure and the scope of the research mandate. Findings should therefore be interpreted as indicative
of sector-wide patterns rather than as precise population estimates. The observed prevalence figures should be
regarded as lower-bound estimates subject to revision as the sample is expanded in future research.

Future Work

This study establishes a quantified passive exposure baseline for African examination institution cybersecurity
and, in doing so, surfaces a set of empirical gaps that define a clear and urgent future research agenda. Table 23
summarises six research directions derived directly from the limitations and findings of this study, mapped to
their proposed methodologies and anticipated contributions.

Table 23: Future Research Agenda — Directions, Methods, and Contributions

Research Direction Methodology \ Expected Contribution

Authorised penetration | Permission-based active testing with | Confirm exploitability of identified

testing national examination authorities CVEs; validate passive findings
Longitudinal Quarterly passive rescanning of same | Measure remediation velocity and patch
vulnerability tracking institutions over 2—3 years management improvement over time

Expanded geographic | Stratified sample of 50+ institutions | Test generalisability of findings; identify

sample across all African sub-regions regional variation in security posture

Al-driven threat | Machine learning models trained on | Enable real-time anomaly detection and

detection examination system exposure data predictive vulnerability identification
Qualitative interviews with

Governance framework Develop context-specific cybersecurity

examination authorities and IT securit
development leads Y governance frameworks for the sector
. . . if 1 isk 1
Data sovereignty | Legal and technical analysis of offshore ngntl y regulatory ris ?md TS P
. : national data  localisation  policy
impact assessment hosting arrangements

templates

The most immediate near-term priority is the validation of passive findings through authorised, permission-based
penetration testing conducted in formal collaboration with national examination authorities. Such testing would
confirm the exploitability of the CVEs identified in this study within the specific configuration context of each
institution, provide institution-specific remediation evidence, and generate the controlled empirical data needed
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to quantify the actual risk reduction achievable through targeted patching. This phase of research would also
enable the development of a sector-specific vulnerability severity scoring framework that accounts for the
particular sensitivity of examination data and the assessment integrity consequences of different exploitation
scenarios.

A longitudinal tracking study, conducting quarterly passive rescans of the same 15 institutions over a 24 to 36-
month period, would provide the first time-series evidence of remediation velocity within African examination
infrastructure. Such data would enable quantitative assessment of whether current findings reflect a static state
of neglect or a slowly improving trend, and would generate the empirical basis for evaluating the impact of
governance or policy interventions implemented in response to this or related research. Expansion of the
geographic sample to a stratified set of 50 or more institutions would simultaneously strengthen the
generalisability of the findings and enable statistical testing of hypotheses regarding regional variation in security
posture.

The most strategically significant direction for future research is the development and empirical validation of an
Al-driven adaptive cybersecurity framework specifically designed for large-scale public sector networks. The
findings of this study provide the empirical motivation and sector-specific vulnerability profile that the proposed
framework must address. Specifically, the study identified prolonged patch debt (mean CVE age: 8.4 years),
heterogeneous technology stacks, inconsistent governance practices, and highly sensitive information assets
whose integrity is critical to examination processes. Collectively, these findings indicate that static, rule-based
security controls are insufficient to detect and respond effectively to the dynamic, multi-vector cyber threats
facing examination systems. This limitation motivates ongoing doctoral research by the authors into AI-Driven
Adaptive Cybersecurity for Large-Scale Public Sector Networks, which develops a systematic literature review
and application-oriented framework for deploying machine learning-based threat detection, autonomous
anomaly response, and adaptive policy enforcement within public sector network environments. The passive
exposure baseline established in this study comprises the CVE age distribution, port exposure profile, and
institutional risk stratification. These findings provide the primary empirical foundation for the proposed
framework. Consequently, the framework's design is informed by the documented operational realities of
African examination infrastructure instead of relying solely on generalized threat models. Future publications
will explicitly extend and build upon the findings reported here, providing both the theoretical architecture and
the applied validation that the present study's scope does not permit.

CONCLUSION

This study demonstrates, through systematic passive cyber-exposure analysis of 15 African examination
institutions, that the digitalisation of public examination systems has introduced substantial and largely
unmitigated cybersecurity risks to assessment integrity. The aggregate findings are unambiguous in their
severity: 93% of examined institutions exhibited detectable critical or high-severity vulnerabilities; 80% of the
approximately 40 unique CVEs identified were rated Critical or High; 47% of institutions were exposed to at
least one remote code execution vector; and the mean age of identified vulnerabilities was approximately 8.4
years, with the oldest dating to 1999. These figures collectively indicate that the cybersecurity posture of the
examined sector does not meet the baseline standards required to protect systems that underpin national
credentialing and public trust in educational outcomes.

The study makes three principal contributions to the literature. First, it establishes a quantified baseline of
cybersecurity exposure across African examination infrastructure using a reproducible passive reconnaissance
methodology. This provides a comparative reference point for future longitudinal and cross-regional research.
Second, the study provides empirical evidence that infrastructure-level vulnerabilities represent a direct and
operationally feasible threat to assessment integrity. Rather than being merely theoretical or peripheral concerns,
these vulnerabilities have practical security implications. This is demonstrated by mapping specific CVEs and
exposed network ports to plausible attack scenarios involving result manipulation, data exfiltration, and system
disruption. Third, it identifies systemic governance failure, rather than technical incapacity or resource scarcity,
as the primary explanatory factor for the observed risk posture, a distinction with significant implications for the
design of policy interventions.
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The findings indicate that effective remediation of the identified risks does not require novel technologies or
extraordinary resources. The vulnerabilities identified are, without exception, publicly disclosed, patchable, and
addressable through well-established security engineering practices: timely application of vendor patches,
enforcement of network segmentation between public-facing and database tiers, deprecation of legacy protocols,
and consistent application of TLS 1.3 across all public-facing assets. What is absent is not technical knowledge
but institutional governance: formalised patch management programmes with defined remediation SLAs by
severity; configuration standards enforced consistently across all institutional assets; and accountability
structures that treat cybersecurity as a continuous operational function rather than a one-time implementation
exercise.

Ultimately, the integrity of national examinations in the digital age is inseparable from the security of the
underlying digital infrastructure. Weaknesses in examination infrastructure directly undermine the fairness,
confidentiality, authenticity, and availability of examination processes and outcomes.

The findings of this study illustrate the seriousness of this challenge that represents significant risks to the
credibility and trustworthiness of national examination systems. Addressing these risks requires a holistic and
sustained institutional commitment. Cybersecurity governance must be integrated into the core operational
mandate of examination authorities, while national data protection policies should be aligned with secure
examination hosting practices. Above all, the security of examination infrastructure should be recognised as a
matter of public interest and afforded the same strategic importance as the examination process itself.
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