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ABSTRACT

The explosion of cloud computing, online services, and interlinked digital services has contributed to increased
susceptibility of modern networks to cyber-attacks. Traditional Intrusion Detection Systems (IDS) detect attacks
by utilising signature-based detection methods, which often fail to recognise novel or previously unrecorded
attack patterns. To counter these shortcomings, the research will describe a sophisticated Artificial Neural
Network (ANN) application, designed to not only improve the effectiveness of cyber security systems, but also
boost the overall rate of threat detection. Proposed detection systems will improve cyber security by employing
the ability of neural networks to learn patterns, and will therefore be able to evaluate and categorise network
activity as being acceptable, or as representing a threat. The complete system will consist of a number of steps
including, but not limited to, the acquisition of datasets, and the application of preprocessing.feature encoding,
feature normalization and selection to improve data quality and minimize redundancy. It is a multilayer
feedforward neural network model that is trained and tested over benchmark intrusion detection datasets against
a number of attack types that include Denial-of-Service (DoS), Probe, Remote-to-Local (R2L), and User-to-
Root (U2R) attacks. As demonstrated through experimental analysis, the proposed ANN model will achieve
high precision and recall in addition to low false positive rate at 97.6 percent. Additional comparative study can
show that ANN-based methodology outperforms other traditional machine learning algorithms, such as Decision
Trees, Support Vector Machines, and Random Forest classifiers. The results show that neural network-based
solutions can be useful in detecting complex intrusion patterns and making real-time network security in modern
computing and cloud-based systems, with Internet of Things (10T) networks.

Keywords: Artificial Neural Network (ANN); Network Intrusion Detection; Cybersecurity; Intrusion
Detection System (IDS); Machine Learning; Network Security; Anomaly Detection; Cyber Attack Detection;
Intelligent Security Systems; Deep Learning in Security.

INTRODUCTION

The impact of the rapid growth of digital technologies, cloud-computing and vast global networks has
transformed modern communication and data transfer systems radically. It is however through this technological
advancement that the cyber threats and network intrusions have increased dramatically [1]. Networks are
significant infrastructures that store and relay sensitive information in organizations across various sectors
including health, finances, government and education. As such, cyber attackers are constantly capitalising on the
vulnerabilities in these systems, which cause disastrous financial, operational and reputational losses [2]. The
traditional security measures such as firewalls and signature-based Intrusion Detection System (IDS) might be
weak to detect advanced and dynamic network attacks. Given that existing systems utilise predetermined attack
signatures, there is a fundamental limitation in their capabilities regarding the detection of novel or unknown
threats. The growing intricacy of cyber threats has created a need for the development of smart and flexible
security systems that can analyse and assess network traffic and, therefore, identify deviations from the norm.
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The application of machine learning (ML) and artificial intelligence (Al) is considered a potential means of
refining network security.

Artificial Neural Networks (ANN) is among those approaches and have gained colossal levels of attention
because of their ability to identify intricate patterns through high volumes of information and locate
abnormalities in network traffic. ANN models have the ability to automatically recognize valuable patterns on
high-dimensional data, and correctly classify normal and suspicious network activities. In these abilities, ANN-
based intrusion detection systems could enhance their detection rate, reduce the false alarm rates, and be flexible
to novel attack schemes [3], [4].

In recent years, several authors have explored machine learning-based network intrusion detection systems.
These studies have employed such algorithms as Support Vector Machines, Decision Trees, Random Forest, and
Deep Learning models to categorize network attacks [5], [6]. Although these methods have been demonstrated
to provide superior performance to the traditional methodologies in detecting attacks, the majority of
contemporary systems continue to suffer problems of feature selection, computational complexity, scalability,
and the ability to detect zero-day attacks. Furthermore, most models struggle with a high detection rate with a
low false-positively rate in real-time network environments. The Artificial Neural Networks provide a solution
that is as strong as it opens up the prospect of adaptive learning and nonlinear pattern recognition [7]. ANN-
based models are capable of efficiently handling massive networks traffic in addition to identifying nuanced
variations that may indicate a potential cyber intrusion. Such systems are capable of detecting different types of
network attacks such as Denial of Service (DoS), Probe attacks, Remote-to-Local (R2L), and User-to-Root
(U2R) attacks [8], [9]. ANN enhances the precision and reliability of intrusion detection systems in ever-
changing network structures using efficient feature selection and data blocking methodologies. The rising figure
on the cost of cyberattacks shows the evident need for the evolution of more sophisticated intrusion detection
systems. Organizations globally experience extensive financial losses due to data theft, ransomware, and
network intrusion. The increasing cost of cybercrime highlights the necessity of smart and automated protective
solutions. This table (mentioned in Table 1) defines the economic loss from cybercrime for the world. These
financial losses indicate the increasing relevance of cybercrime to the global economy. The unique constraints
and sophistication of cyberattacks demand smart detection systems to recognize the adverse actions before the
actions produce their devastating effects [10].

Table 1: Global Monetary Loss Due to Cybercrime (2020-2026)

Year Estimated Global | Major Contributing Factors
Cybercrime Loss (USD)
2020 $1 Trillion Rapid digital transformation and ransomware attacks
2021 $6 Trillion Large-scale data breaches and phishing attacks
2022 $7 Trillion Growth of ransomware-as-a-service
2023 $8 Trillion Increased attacks on cloud infrastructure
2024 $9.5 Trillion 0T vulnerabilities and Al-powered attacks
2025 $10.5 Trillion Expansion of smart networks and automated cyber threats
2026 $12 Trillion (Projected) Advanced persistent threats and global cyber warfare

Research Gap: Even with the rising amount of literature on machine learning-based intrusion detection systems,
a number of gaps still exist.
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Disadvantages:

* Most of the current models of the procedures of intrusion detection are based on the traditionally trained
machine learning algorithms that are unable to capture sophisticated nonlinear relationships among the network
traffic data.

Some studies report reasonable detection rates, but they fail to address the problem of high false positive rates
which can cause system alarms and lead to inefficient operation of the system.

* Most of the existing approaches are unable to provide sufficient flexibility and scalability to accommodate the
large volume and the large scale real-time networks traffic of today’s modern distributed systems.

As far as the optimisations of the Artificial Neural Network architectures in multi-class intrusion detection in
the various types of attacks are concerned, little has been done.

Many models in use today still fail to identify zero-day attacks or new patterns of intrusions.

Because of the cyber threats and the financial and operational impacts of network intrusions, the Artificial Neural
Network (ANN) based model proposed in this research will assist in improving cybersecurity by identifying
cyber threats early and safeguarding sensitive information. The proposed model will do this while maximising
the reliability and extent of Intrusion Detection Systems (IDS) in modern network systems. With the abilities of
neural networks, the model will also cancel or otherwise critically diminish false alarm rates. Additionally, the
model will perform manual preprocessing and optimised neural network architecture adjustments. In addition to
the above, the model will also be adaptable to new information technologies such as the Internet of Things (10T),
cloud computing, and intelligent network technologies, thereby enhancing cybersecurity. Furthermore, to
examine the utility of various models of smart network intrusion systems based on the Artificial Neural Network,
this model will also be the adaptable option for future studies.

Related Works

With increased reliance on digital networks and rapidly evolving cyber threats, network intrusion detection is
steadily growing as an area of research. To improve our understanding of intrusion detection frameworks (IDS),
researchers have proposed innovative artificial intelligence (Al), machine learning (ML), and artificial neural
networks (ANN) methods. Historically, IDS systems have employed signature detection systems, comparing
network traffic against stored attack signatures. However, these systems have significant drawbacks, such as
their inability to capture unknown or zero-day attacks, and the need for regular updates to the signature database
[11].

The original study of intrusion detection introduced statistical and rule based models to observe network
activities. The initial prototype of the IDS proposed by Denning and Neumann used statistical profiling and
expert systems to identify odd activity in the network traffic. This paradigm became the basis of the modern
architectures of IDS by combining signature detection and anomaly detection mechanisms [12], [13].

With the advent of the techniques of artificial intelligence, researchers began exploring the use of neural
networks as intrusion sensors due to their capabilities to learn complex patterns using large volumes of data.
They are effective mainly because Artificial Neural Networks can model nonlinear relationships between input
features and output classes and that they can also be used effectively when the complete network data are not
available or are contaminated with noise [14], [15].

Numerous researchers have implemented ANN-based intrusion detection systems (IDS) using the KDD Cup
1999, NSL-KDD, and CICIDS2017 benchmark datasets. An example is the work of Malgwi et al. who created
an ANN-based IDS with the KDD Cup 1999 dataset and achieved high classification accuracy in the detection
of network intrusions. They showed that neural network models significantly outperformed the detection
capabilities of traditional rule-based models.

Other researchers have also explored hybrid and deep learning approaches to enhance the performance of the
IDS. The literature has addressed the concept of models, which have been based on combination of
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Convolutional Neural Networks (CNN), Long Short-Term Memory (LSTM) among other machine learning
algorithms in detecting real-time anomalies. These hybrid models are capable of identifying spatial and temporal
characteristics of network traffic data, which improves the effectiveness of detecting attacks in a complex
network deployment [20].

Furthermore, the existing survey studies have also explored the evolution of intrusion detection techniques and
highlighted the rising importance of neural network-based models in cybersecurity. These surveys drive home
the point that neural networks are widely applied in anomaly detection and pattern discovery because of their
mixed ability to process high dimensional network traffic data and adaptive detection patterns. However, they
further observe that the computational complexity, false-positive rates, and scalability under real-time network
conditions are also an issue [21], [22].

Although intrusion detection systems based on machine learning have come a long way, not all limitations are
eliminated. Many existing models focus on binary classification and do not specify attack identification multi-
classes. Additionally, some neural network-based IDS designs are both computationally expensive and incapable
of detecting novel or emerging cyber threats. Therefore, there is a need to have better ANN-based intrusion
detection frameworks that are capable not only of improving the accuracy of detection, but also of being scalable
and real-time.

Materials and Methods

In this section, the dataset, pre-processing plans, Artificial Neural Network (ANN) [23] designs, and the
experimental procedure to generate intelligent network intrusion detection system, are elaborated. The proposed
methodology is a blend of data pre-processing, feature selection; neural network training and performance
measurement to ascertain that malicious network behavior is identified.
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Intrusion detection system workflow diagram

The proposed structure follows a logical process with several steps: loading the dataset; preprocessing of the
data; feature extraction; neural network model training; testing; and performance analysis. To begin with,
network traffic information are collected on benchmark intrusion detection data and subjected to processing to
remove differences and redundant features. An Artificial Neural Network model trained on the sanitized data set
can be utilized to predict the network traffic as either normal or malicious. The trained model is evaluated by
performance metrics to determine the effectiveness of the trained model in detecting network intrusions [24],
[25].

Data sets of the CCTV system in question: There is a publicly accessible benchmark data set available to train
and test the proposed intrusion detection system. The data set includes labeled data sets of network traffic of
examples of normal network traffic and various types of cyberattacks. A record consists of a set of network
attributes that define communication patterns, packet statistics, and protocol statistics. Recognized intrusion
databases include NSL-KDD, KDD Cup 1999, and CICIDS2017. These data sets represent diverse categories
of attacks such as Denial of Service (DoS), Probe attacks, Remote-to-Local (R2L), and User-to-Root (U2R).
Such attacks are standard security threats that are encountered in the network environment [26], [27].

Table 2: Dataset Characteristics

Feature Description

Dataset Name NSL-KDD / KDD Cup Dataset
Total Records ~125,973 instances

Number of Features 41 network traffic features
Data Types Numerical and categorical
Attack Classes DoS, Probe, R2L, U2R

Target Variable Normal or Attack

The dataset illustrates equal distribution of normal and toxified traffic cases, allowing for training and evaluation
of the machine learning models [28].

Data Preprocessing: One of the crucial stages involved in creating machine learning systems is data
preprocessing. It is aimed at improving the quality of input data, and consequently, the performance of the model.
Raw data sets for network traffic contain many inconsistencies, including incomplete data, duplicate values, and
categorical variables, which need to be converted to numeric format before they can be input to the neural
network for training. The preprocessing stage comprises several tasks:

Data Cleaning: This procedure includes removing several records and values not present in the data. Data
cleaning cleanses data and increases reliability of the training data.

Feature Encoding: There are categorical features in intrusion detection data, e.g. protocol type, service and
network flag. The attributes are then transformed into numbers using encoding schemes of the label encoding or
one-hot encoding.

Normalization of Features: The neural networks are ideal when there is a given range within which the values
of the input fall. The entire feature values are therefore normalized to a common level of normalization by either
the Min-Max scaling technique or the Z-score normalization technique.
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Feature Selection: Feature selection works to enlarge the dimensions of the dataset, as it identifies the most
captive attributes that will aid in the detection of intrusion. This eliminates any overlapping features that increase
computation efficiency and prevents overfitting in the neural network model. Artificial Neural Network Model:
An Artificial Neural Network is a type of computerized model that resembles the structure of neurons in human
body. An ANN consists of nodes interconnected in layers; the input layer, hidden layers and the output layer.
These layers operate on the input information by applying weighted connections and activation functions in
order to provide classification outputs [29], [30].

The proposed intrusion detection model utilizes a multilayer feed forward neural network.

Table 3: ANN Architecture

Layer Description

Input Layer Receives network traffic features

Hidden Layer 1 Performs nonlinear feature transformation
Hidden Layer 2 Extracts deeper patterns from network data
Output Layer Classifies traffic as normal or attack

All neurons receive the input signals and multiply them by weights respectively and an activation function is
used to give an output. The learning process adjusts these weights such that the classification errors are

minimised.

ANN training Process: The processing dataset is passed through the neural network and the learn weights are
adjusted by a learning algorithm.

Initialize neural Provide input feature
network weights vectors from the
randomly. dataset.

Compute weighted
sums at each neuron.

Calculate prediction Apply activation

Generate output

e functions such as

RelU or sigmoid.

error using aloss
function.

Update network Repeat the process
weights using for multiple epochs
backpropagation and until the model
gradient descent. CONVEerges.

Figure 2: Training Steps
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Initialize neural Provide input feature Compute weighted
network weights vectors from the sums at each neuron.
randomly. dataset.

Calculate prediction Generate output Apply activation
error using a loss : predictions. functions such as
function. RelLU or sigmoid.

Update network
weights using
backpropagation and Repeat the process
gradient descent. for multiple epochs
until the model

converges.

Neural networking flowchart process

The error is then propagated backwards through the network using backpropagation and the weights are updated
in such a manner that the error is reduced to enhance the accuracy of the prediction.

Attack Classification: The trained ANN model has the potential to identify several types of network attacks.
Such types of attacks are frequent in the intrusion detection datasets.

Table 4: Network Attack Categories

Attack Type Description

DoS (Denial of Service) Overloads the network with excessive traffic
Probe Attack Scans network systems to identify vulnerabilities
R2L (Remote to Local) Unauthorized access from remote systems

U2R (User to Root) Privilege escalation attack

ANN model is trained to differentiate these type of attacks based on the interconnection of network traffic
characteristics.

Performance Evaluation Metrics: In order to measure the effectiveness of the proposed intrusion detection
system, various performance metrics are applied.

Table 5: Evaluation Metrics

Metric Description

Accuracy Percentage of correctly classified network records

Precision Ratio of correctly predicted attacks to total predicted attacks
Recall Ability of the model to detect actual attacks
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F1-score Harmonic mean of precision and recall

False Positive Rate | Rate at which normal traffic is classified as an attack

These measures offer a detailed analysis of the intrusion detection system and aid in establishing its performance
effectiveness within the real-world networks context [31].

Implementation Environment: The suggested ANN-based intrusion detection model is implemented on popular
machine learning libraries and software platforms.

Table 6: Experimental Setup

Component Specification

Programming Language Python

Machine Learning Library TensorFlow / Keras

Data Processing Library Pandas, NumPy

Development Platform Jupyter Notebook

Hardware Intel i7 Processor, 16GB RAM

Python has advanced features in data analysis, machine learning, and neural network modeling that can be used
to build intrusion detection systems.

RESULTS

This section details the experimentation outcomes of the proposed Network Intrusion Detection System (IDS)
using the Artificial Neural Network (ANN). The model has been evaluated on benchmark intrusion detection
datasets aimed at identifying the effectiveness of the model in regard to the detection of malicious activities on
the networks. Evaluation of the experimentation outcomes was based on the standard measures of performance,
which include accuracy, precision, recall, F1-score, and the false positive rate.

The performance of model training: The ANN was trained on the preprocessed traffic internetwork and examples
of attacks and normal. The training cycle was delineated by the splitting of the dataset into the training and
testing dataset to provide an objective evaluation of the models. The ANN was able to train on the patterns of
network traffic, and consequently, sufficiently converged in the training iterations. Training was completed in
many epochs using a backpropagation learning algorithm. The learning rates and optimization parameters were
varied to assure stable model convergence and improved classification accuracy. The outcome of the experiment
indicates that the ANN model was proficient in both identifying normal and the malicious patterns of traffic.

Table 7: Training Performance Metrics

Metric Value
Training Accuracy 98.70%
Validation Accuracy 97.90%
Loss Function Value 0.032
Training Epochs 50
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Figure 3: Performance metrics
Sharp growth in value chart

The outcome of the training process implies that the neural network succeeded in both successfully structuring
the intricate patterns within the features of network traffic, and, furthermore, the network demonstrated an ability
to minimize the errors concerning the predictions during the process of learning.

Evaluation of the Detection of Intrusions: The ANN-based model for detecting intrusions that has been proposed
was evaluated using the testing dataset. The model was quite robust in the classification of the various types of
attacks directed against the network. The results suggested that the neural network was able to detect harmful
activities with high certainty and a low rate of false alarms [32].

Table 8: Detection Performance Results

Evaluation Metric Result
Accuracy 97.60%
Precision 96.80%
Recall 97.20%
F1 Score 97.00%
False Positive Rate 2.10%
Result

False Positive Rate

F1 Score

Recall M Result
Precision
Accuracy
o.olo% 20.60% 4o.cl)o% 60.CI)0% so.(l>o% 100.00% 120.00%

Figure 4: Performance analysis
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An accuracy of 97.6 suggests the ANN model proposed "can be trusted to classify network traffic as normal
traffic or network attack”. Most detected intrusions as a captured malicious activity were correctly identified,;
the model scored 96.8%. Also, a recall of 97.2 suggests the model detected real attacks in the network traffic
[33].

Attack Type Detection. The model was assessed on the ability to identify various categories of cyberattacks that
are common in the data of intrusions in networks.

Table 9: Attack Detection Accuracy

Attack Type Detection Accuracy
DoS (Denial of Service) 98.40%
Probe Attacks 97.10%
R2L (Remote to Local) 95.80%
U2R (User to Root) 94.60%

Detection Accuracy

99.00%
98.00% -
97.00% -
96.00% -
95.00% -
94.00% -
93.00% -
92.00% -

B Detection Accuracy

DoS (Denial of Service) Probe Attacks R2L (Remote to Local) U2R (User to Root)

Figure 5: Attack accuracy

The results indicate that the ANN model works particularly well for identifying Denial of Service (DoS) attacks
due to their unique traffic pattern. While the rates are somewhat lower, the rate of R2L and U2R attacks is still
significant, which shows that the model is able to identify sophisticated intrusive attempts.

Performance Comparison: To further confirm the effectiveness of the proposed ANN model, the performance
of the model was compared to that of a number of traditional machine learning models applied to intrusion
detection systems.

Table 10: Comparative performance analysis

Algorithm Accuracy
Decision Tree 92.40%
Support Vector Machine 94.10%
Random Forest 95.60%
Proposed ANN Model 97.60%
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Figure 6: Comparison analysis

Based on the comparison, it can be concluded that the techniques that are based on Artificial Neural Networks
(ANN) are significantly better than the classical machine learning techniques in regard to accuracy of detection.
This is because, in theory, a neural network is capable of learning the imbalanced, nonlinear relationships present
within the traffic data of the network, thereby enabling identification of the smaller insignificant anomalies
[34],[35].

The proposed ANN-based intrusion detection system has yielded positive results in the detection of intelligent
intrusion cyber threats within the network. The system demonstrated high accuracy and adequately low false
positive rates, which is encouraged for classical machine learning techniques in real situations. The ability of the
neural network to distinguish various types of network attacks proves its potential for use in new era cyber
defenses. The results of the experiments are a solid basis for the use of ANN-type models for the analysis of
network data traffic of high complexity and high dimensionality. The proposed model is a good candidate for
the new technologies such as cloud computing, Internet of Things (IoT), and smart networking technologies for
real-time intrusion detection. The results of the experiments proved that the proposed ANN-based Idefense
system is the proposed model that can solve the problem of enhancing network security in the modern digital
ecosystems.

CONCLUSION

The increased dependency on digital communication, clouds, and networks has warranted increased focus on
network security and cyber security. DoS attacks, probing attacks and unauthorised access attempts. However,
legacy intrusion detection systems using signature detection methods, on the other hand, are unable to detect
newer and more advanced attacks, thus, decreasing their efficacy for today’s networks. To combat this, the
current paper introduces what we call the autonomous network intrusion detection methodology, which attempts
to blank. The absence of advanced machine learning models will put the attacker at a significant speed advantage.
The system utilises the ability of ANN to learn and recognise patterns to comprehensively assess and categorise
network traffic into normal and risky. This process includes several steps, namely, data acquisition, data
preprocessing, neural network training, feature extraction, and performance evaluation. Some pre-processing
strategies, namely, data cleaning, feature encoding and feature normalisation were implemented to improve the
quality of the data to the models.It developed multilayer neural network architectures meant to internalise
nonlinear connections among the components of network traffic and to discern possible cyber threats.

The experimental research findings measurably support the claim that the detection and identification of an
intrusion response system based on ANNSs and their alternative recognition strategies achieved greater specificity
and sensitivity and lower rates of false positives when compared to traditional machine learning algorithms.
Furthermore, the model demonstrated efficacy in the recognition of various types of attacks on the network, such
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as DoS, Probe, Remote-to-Local (R2L), and User-to-Root (U2R) attacks. Therefore, this further justifies the
importance and interest of ANN, provided that the identification of more sophisticated profiles of attacks and
adjustment to the dynamic conditions of networks are required. In addition, the ANN-based model has been
shown, through benchmarking, to be superior to traditional techniques of classification, like Decision Trees and
Support Vector Machines, in terms of detection precision and dependability. The research results focus on the
development of sophisticated elements in the field of Information Security (1S) that are designed and put in place
in an attempt to prevent malicious intrusion into a system. The ANN-based model of intrusion detection proposed
in this research is flexible, and, therefore, it can be successfully integrated into the contemporary network
structure, such as cloud computing, enterprise networks, and The Internet of Things (loT). By providing the
capability for the systematic detection and response to the threats in a network in real-time, it enhances a network
and the computing system's availability and reliability. Additionally, it minimizes the likely financial and
operational consequences of the breaches of cybersecurity. This research maintains that an ANN approach
constitutes a practical solution for network intrusion detection systems that are based on artificial intelligence.In
future research for a subsequent generation, the focus could be on integrating both deep learning models and
hybrid machine learning approaches with real-time streaming data analysis for the further enhancement of
network systems intrusion detection and/or cybersecurity hardening.
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