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ABSTRACT  

The rapidly evolving digitalization of supply chains has transformed traditional procurement processes, 

thereby enhancing efficiency and collaboration. However, this increased reliance on digital technologies 

exposes organizations to heightened cyber risks. This conceptual paper qims to explore the double-edged 

sword of supply chain digitalization (SCD): While SCD, offers significant benefits in efficiency and 

transparency, it also introduces and increases the vulnerability to cyber risks. Leveraging concepts from Supply 

Chain Management (SCM), Information Systems (IS), and Cybersecurity, this paper develops a basis to 

understand how the adoption of key digital technologies—such as the Internet of Things (IoT), Blockchain, 

Cloud Computing, and Enterprise Resource Planning (ERP) systems—widens the cyber-attack surface. This is 

particularly critical in a developing country like Nigeria, where challenges like inadequate digital 

infrastructure, limited cybersecurity skills, and evolving regulatory environment worsen inherent weaknesses. 

We discuss the potential consequences and suggest a theoretical model for developing cyber-resilient digital 

supply chains, and providing a groundwork for future empirical research. In addition, we discussed concepts of 

Technology-Organization-Environment (TOE) framework, combined with elements of organizational 

Resilience Theory (Sheffi, 2015). The TOE framework suggests that technology adoption is influenced by the 

technological setting, the organizational readiness, and the environmental pressures. We extend this by arguing 

that in a high-risk environment (the 'E' factor, which includes the cyber threat environment), the adoption of 

technology (SCD) must be balanced against the resulting system exposure (Vulnerability to cyber-risks -VCR).  

Keywords: Digitalization, Vulnerability, Cyber Risks, Resilience.  

INTRODUCTION  

The rapid shift to Industry 4.0 demands supply chain digitalization (SCD) for global competitiveness, 

especially in oil-driven economies like Nigeria with fragmented logistics. Large firms, ports, and logistics 

players are adopting tools like IoT, AI, blockchain, and cloud computing to replace manual processes with real-

time, data driven systems (Akinwumi, 2022; Ivanov et al., 2022; Büyüközkan & Göçer, 2018). While SCD 

enhances visibility and agility, it heightens vulnerability to cyber risks (VCR) such as breaches, ransomware, 

and disruptions in Nigeria's high-threat landscape of cyber syndicates and infrastructure gaps (He & Wang, 

2021; Uzor & Chinedu, 2023; Adebayo & Ojo, 2020).  

This paper reviews literature on SCD's link to VCR in emerging economies, focusing on Nigeria's critical 

sectors (oil & gas, banking, telecoms), and explores the research question: How does digital technology 

adoption in supply chains affect cyber risk vulnerability, and what moderates this relationship?  
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Figure 1  

 

Note: This figure illustrates four key technologies that enable supply chain digitalization  

LITERATURE REVIEW  

Earlier research modeled cyber risk mainly as an information technology security issue. However, significant 

works by Bocek et al. (2017) on blockchain and Ivanov et al. (2019) on digital supply chain twins shifted this 

paradigm, positioning cyber risk as a systemic operational and strategic threat. The Resource-Based View 

(RBV) explains how digital assets can become sources of vulnerability if not protected, while Network Theory 

illuminates how interdependencies in digital supply chains facilitate the propagation of cyber incidents from a 

single weak link (e.g., a small vendor with poor security) to entire networks. More recently, the Dynamic 

Capabilities lens has been employed to analyze how firms can reconfigure processes for cyber resilience. The 

Technology-Organization-Environment (TOE) model and the Socio-Technical Systems Theory, highlighted the 

relationship between technological innovation, organizational readiness, and environmental factors (Tornatzky 

& Fleischer, 1990; Bostrom & Heinen, 1977). These models suggest that digitalization enhances 

interconnectivity and data exchange, increasing the attack surface for cyber threats (Ivanov et al., 2022).   

In the Nigerian context, exceptional challenges emanate from infrastructural deficits, inadequate cybersecurity 

awareness, and regulatory gaps (Adebayo & Ojo, 2020). The theoretical literature emphasizes that supply 

chains in Nigeria are particularly vulnerable to risks due to legacy systems, fragmented digital implementation, 

and the prevalence of informal networks (Olumide & Adekunle, 2021). As digitalization accelerates, the need 

for robust risk management frameworks and capacity-building initiatives becomes paramount.  

Conceptual Model and Propositions  

Figure 2 Conceptual Model Linking Supply Chain Digitalization (SCD) to Vulnerability to Cyber Risks 

(VCR)  
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Conceptual Model Overview  

This model proposes a positive relationship between supply chain digitalization (SCD) and vulnerability to 

cyber risks (VCR) in Nigerian firms. SCD elevates VCR through four key proxies: IoT integration, cloud 

adoption, data-sharing intensity, and automation penetration. These mechanisms arise from increased 

connectivity and interdependence, creating more entry points for cyber threats.  

Key Technology Proxies and Impacts  

IoT Integration: Measured by the number of IoT devices (e.g., sensors for asset tracking in transit or oil 

infrastructure). High device volume expands attack surfaces (Okonkwo, 2021).  

Cloud Adoption: Measured by the percentage of processes on cloud platforms (e.g., SaaS ERP). Centralizes 

data, targeting third-party providers (Adewale, 2022).  

Data-Sharing Intensity: Measured by daily data volume exchanged with partners (e.g., contracts, inventory). 

Heightens risks of interception or middleman attacks.  

Automation Penetration: Measured by percentage of automated procurement tasks (e.g., via ERP). Enables 

post-breach fraudulent transactions (Musa, 2023).  

Main Propositions  

P1: SCD positively associates with VCR in Nigerian firms.  

Sub-Propositions:  

P1a: Higher IoT integration increases VCR via network endpoints and device gaps (Okonkwo, 2021).  

P1b: Greater cloud adoption raises VCR due to centralized data and third-party reliance (Adewale, 2022).  

P1c: More data-sharing intensifies VCR through interception risks.  

P1d: Higher automation amplifies VCR by automating breaches (Musa, 2023).  

Moderating Factors  

P2: Organizational cybersecurity maturity (e.g., training, investments) negatively moderates SCD–VCR link.  

P3: Environmental factors (e.g., high cybercrime rates, weak regulations) strengthen it in Nigeria.  

Additional influences include human errors (60%+ of breaches; KPMG, 2023), stricter regulations (e.g., 

GDPR; Trend Micro, 2021), SME vulnerabilities due to limited resources (Borghese, 2023), and power 

dynamics where dominant firms enforce standards (Li & Wang, 2021).  

Contrasting Model Overviews  

This review examines five key cyber risk models, critiquing their foundations, applications, and role in 

enhancing supply chain resilience (SCR), with implications for emerging economies like Nigeria.  

FAIR Model  

Developed by Jones (2005), FAIR quantifies cyber risk via Loss Event Frequency (Threat Frequency × 

Vulnerability) and Loss Magnitude (Primary/Secondary). It excels in node-specific financial impacts (e.g., 

ransomware on suppliers) but struggles with dynamic, network-wide propagation (Freund & Jones, 2014; 

Böhm et al., 2018).  
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NIST Cybersecurity Framework (CSF)  

NIST's (2018) qualitative framework uses five functions: Identify, Protect, Detect, Respond, Recover. Widely 

adopted for benchmarking supply chain postures and recovery, it lacks probabilistic modeling of 

interdependencies (Boyens et al., 2022).  

Agent-Based Modeling (ABM)  

ABM simulates interactions among agents (firms) to capture emergent behaviors. It models cyber contagion 

and resilience strategies like dual-sourcing (Ghadge et al., 2019) but requires extensive data and computation.  

Bayesian Networks (BN)  

BNs use probabilistic graphs for uncertainty and dependencies. Applied to predict incidents from precursors 

and diagnose root causes in supply chains, they support resilience via control points (Fenz et al., 2014).  

Systemic Cyber Risk Models (e.g., CAT)  

Adapted from catastrophe modeling, these assess correlated losses using Extreme Value Theory. Ideal for 

"cyber hurricane" events affecting networks, they inform insurance and macro-risks (Eling & Wirfs, 2019).  

Synthesis and Gaps  

These models complement each other: FAIR/BNs for node-level diagnosis, NIST for governance, ABM for 

simulations, and CAT for systemic views. Gaps include siloed applications ignoring cyber attack’s unique traits 

(speed, anonymity) and limited validation in developing economies like Nigeria, where infrastructure differs. 

Addressing the cyber-supply chain resilience challenge demands moving beyond isolated model application 

towards an empirically grounded, interdisciplinary synthesis such as Adopting NIST for governance, 

FAIR/BNs for assets, and ABM for testing. This multi-model synthesis advances cyber-SCR empirically 

Empirical Review  

Studies in Nigeria show that over 65% of Lagos logistics firms experienced cyber incidents post-digitalization, 

linked to poor protocols and training (Adebayo & Ojo, 2020; Olumide & Adekunle, 2021). NCC (2023) and 

NITDA (2022) report rising attacks in pharmaceuticals, agriculture, and retail. Empirical studies consistently 

demonstrate a positive correlation between the scale of digital technology adoption and exposure to cyber 

risks. Research by Colicchia et al. (2021) surveying European manufacturers found that each additional digital 

platform integrated (e.g., ERP, SCM, IoT sensors) increased reported cyber incident frequency by an estimated 

18%. Specific vulnerabilities include:  

IoT Devices: Often deployed with default passwords and weak encryption, serving as easy entry points (Zhao 

& Hua, 2020).  

Cloud-Based SCM Platforms: Centralized data repositories present high-value targets for ransomware and 

data breach attacks (He et al., 2022).  

Increased Interconnectivity: Digital integration with third-party partners often outpaces the implementation 

of uniform security protocols, creating "cyber security asymmetries" (Baryannis et al., 2019).  

Existing empirical literature on supply chain cybersecurity heavily favors developed economies, leaving 

emerging markets like Nigeria underexplored. Preliminary Nigerian studies highlight a high-risk environment 

shaped by several unique factors:  

Rapid, uneven digitalization: Firms rush into cloud and mobile SCM tools without adequate cybersecurity 

investments (Ojebode & Adebayo, 2022).  

SME vulnerabilities: small and medium enterprises, central to Nigeria's supply chains, face acute resource 

shortages for cyber defenses.  

Regulatory voids: No tailored legal framework exists beyond the general Nigeria Data Protection Regulation, 

fostering threats (NITDA, 2023).  
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Infrastructure woes: Unreliable power and internet disrupt security systems, prompting insecure 

workarounds.  

These challenges indicate a steeper vulnerability trajectory and more arduous cyber-resilience path in Nigeria 

than global models suggest.  

Illustrative Cases   

While specific, publicly detailed Nigerian case studies of supply chain cyber-attacks are limited due to 

companies' reluctance to disclose breaches, international and sectoral examples provide strong conceptual 

grounding.  

Target Data Breach (2013): Hackers gained access to Target's network through a third-party HVAC vendor, 

compromising 41 million customer records. This case illustrates the risks associated with third-party 

connections in digitalized supply chains (Krebs, 2014).  

NotPetya Ransomware Attack (2017): The NotPetya malware attack on A.P. Moller-Maersk, a global 

shipping and logistics giant, serves as the ultimate cautionary tale. A malware attack disrupted several global 

companies, including shipping giant Maersk, highlighting the potential for cyber-attacks to cause significant 

supply chain disruptions (Greenberg, 2017). As a major global carrier, Maersk's multi-week disruption severely 

impacted ports and trade worldwide, including Nigerian import/export activities, demonstrating the systemic, 

global impact of a cyber-attack on a critical supply chain node. This case illustrates the destructive power of 

malware propagating through a highly digital, interconnected supply chain, leading to billions of dollars in 

losses.  

Colonial Pipeline Ransomware Attack (2021): A ransomware attack on a major fuel pipeline in the United 

States demonstrated the vulnerability of critical infrastructure to cyber threats, with potential impacts on supply 

chains (Satter & Polantz, 2021).  

Sectoral Case Example: The Nigerian oil and gas sector, with its high-value assets and reliance on 

SCADA/OT systems, is a primary target. Reports often highlight attempted intrusions targeting pipeline 

management systems or corporate networks used for logistics and procurement. The increasing use of remote 

monitoring systems, while efficient, widens the attack surface for sophisticated Advanced Persistent Threats 

(APTs) seeking intellectual property or disruption. The sector embodies the high-stakes risk of IT/OT 

convergence, where cyber breach could transition from a financial loss to an environmental or safety disaster.  

Empirical Findings  

Empirical studies show a clear link between supply chain digitalization and heightened cyber risk vulnerability. 

For instance, Erevelles et al. (2016) found that highly digitalized firms face greater data breach risks, while 

Kache and Seuring (2017) noted a positive correlation between big data analytics adoption and cyber-attack 

susceptibility. Huang et al. (2020) confirmed this trend but emphasized mitigation through cybersecurity 

investments and training. A growing body of evidence argues that mature, strategic digitalization can enhance 

cyber resilience. Empirical work by Papanagnou et al. (2022) reveals that advanced digital tools like AI-driven 

intrusion detection systems and blockchain for secure, immutable transaction ledgers can significantly reduce 

mean time to detect and recover from attacks. Thus, the relationship is non-linear and contingent: initial and 

adhoc digital adoption increases vulnerability, while advanced, holistic digitalization with embedded security 

can mitigate it.  

Despite these insights, evidence is limited by fragmented reporting, incomplete risk assessments, 

organizational unpreparedness, and missing sector-wide standards.  

CONCLUSION AND RECOMMENDATIONS  

Supply chain digitalization acts as a double-edged sword, delivering benefits like efficiency while heightening 

cyber risks, with outcomes depending on adoption maturity, strategy, and context. Empirical evidence 

highlights a key research gap: context-specific, quantitative studies in emerging economies like Nigeria, where 
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high cloud adoption and data sharing intensify vulnerability to cyber risks (VCR) such as data breaches, 

downtime, and procurement fraud.  

Key Research Gaps and Future Directions  

Future empirical studies from institutions like Nasarawa State University Keffi (NSUK) should 

prioritize:  

1. Developing and validating frameworks to assess cyber risk vulnerability in Nigeria's digitally 

transforming supply chains.  

2. Quantifying impacts of technologies like mobile money and local cloud platforms on cyber incidents in 

agribusiness and manufacturing.  

3. Exploring institutional and cultural influences on cybersecurity behaviors among supply chain partners.  

4. Adapting models to Nigerian contexts.  

5. Developing hybrids (e.g., BN-parameterized ABM).  

6. Quantifying human factors like culture and trust.  

7. Designing low-cost, scalable resilience models for SME-dominated networks.  

These efforts will inform national policy and practices, balancing digitalization's economic growth potential 

against cyber threats.  

Practical Recommendations  

To mitigate risks, Nigerian firms should:  

1. Implement robust measures like encryption, firewalls, and intrusion detection.  

2. Conduct regular risk assessments and security audits.  

3. Foster collaboration for sharing best practices.  

4. Prioritize cybersecurity in digital strategies, train procurement staff, develop incident response plans, 

mandate audits for third-party systems, ensure IoT patching, and build SME capacity.  

5. Evaluate the Cybercrime Act 2015 for improvements in discouraging attacks.  

In conclusion, while digitalization modernizes Nigeria's supply chains, firms must emphasize cyber resilience 

over rapid adoption to safeguard critical sectors.  
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