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ABSTRACT 

The rapid adoption of digital technologies in the banking sector has transformed service delivery, operational 

efficiency, and customer engagement. However, this transformation has simultaneously exposed commercial 

banks to escalating cybersecurity threats, particularly in developing economies. This study examines the 

effectiveness of cybersecurity strategies in promoting digital transformation within commercial banks in 

Zimbabwe. Anchored in the Technology Acceptance Theory, Routine Activity Theory, and Fraud Triangle 

Theory, the study adopts a positivist research philosophy and a quantitative explanatory design. Data were 

collected using structured questionnaires administered to employees and customers of five major Zimbabwean 

commercial banks. Statistical analysis was conducted using SPSS, employing descriptive statistics, correlation 

analysis, and regression modeling. The findings reveal uneven adoption of digital transformation initiatives, 

with significant gaps in service automation and data analytics capabilities. Cybersecurity challenges, including 

skills shortages, cultural resistance, and legacy systems, were identified as major constraints. Empirical results 

demonstrate a strong positive relationship between cybersecurity strategies and digital transformation, with 

cybersecurity explaining approximately 68% of the variance in digital transformation outcomes. The study 

concludes that robust cybersecurity measures are not merely protective mechanisms but critical enablers of 

successful digital transformation in the banking sector. It recommends targeted investment in cybersecurity 

infrastructure, continuous workforce upskilling, and stronger regulatory frameworks to enhance secure digital 

innovation. The study contributes to the limited empirical literature on cybersecurity and digital transformation 

in emerging market banking contexts. 
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INTRODUCTION 

The global banking sector is undergoing rapid digital transformation driven by advances in financial 

technologies, changing customer expectations, and the need for greater operational efficiency. Digital banking 

platforms, mobile applications, data analytics, and automated service delivery systems have become central to 

modern banking operations. In Zimbabwe, commercial banks have increasingly adopted digital channels to 

improve financial inclusion, reduce transaction costs, and enhance customer convenience. However, the 

expansion of digital banking has simultaneously increased banks’ exposure to cyber threats such as card 

cloning, phishing, ransomware attacks, and data breaches, which undermine customer trust and threaten 

financial stability. As digital transformation deepens, cybersecurity has emerged as a critical concern, 

particularly in developing economies where regulatory frameworks, technical infrastructure, and cybersecurity 

skills remain underdeveloped (Muteba, 2020; Muganyi, 2022; Reserve Bank of Zimbabwe, 2021)  

Existing literature acknowledges that cybersecurity is essential for safeguarding digital banking systems, yet 

many studies treat cybersecurity primarily as a technical or defensive function rather than a strategic enabler of 

digital transformation. Prior studies in both developed and developing contexts emphasize the role of firewalls, 

encryption, and authentication mechanisms in reducing cybercrime (Alabi, 2019; Mhlanga, 2020). Theoretical 
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perspectives such as the Technology Acceptance Theory, Routine Activity Theory, and Fraud Triangle Theory 

further suggest that technology adoption, motivated offenders, and organizational vulnerabilities interact to 

shape cybersecurity outcomes. However, empirical research linking cybersecurity strategies directly to the 

success of digital transformation initiatives—especially within African banking systems—remains limited. 

Most available studies focus on individual technologies or isolated cyber risks, offering insufficient insight into 

how comprehensive cybersecurity strategies influence broader digital transformation outcomes in commercial 

banks  

This gap is particularly pronounced in the Zimbabwean context, where the banking sector has rapidly digitized 

despite persistent cybersecurity incidents and skills shortages. While reports indicate that a substantial 

proportion of banking transactions in Zimbabwe are conducted digitally, cybercrime continues to escalate due 

to legacy systems, inadequate regulatory enforcement, and limited cybersecurity expertise (ZICT Report, 2020; 

Mpofu & Bello, 2021). Existing local studies largely examine digital banking adoption or cybercrime trends 

independently, with little empirical evidence assessing whether cybersecurity strategies actively promote or 

constrain digital transformation. Consequently, there is limited understanding of how cybersecurity 

investments, governance structures, and human capital development shape the effectiveness of digital 

transformation in Zimbabwe’s commercial banks. This study addresses this literature gap by empirically 

examining the relationship between cybersecurity strategies and digital transformation outcomes within the 

sector  

The importance of this research lies in its practical, theoretical, and policy relevance. For commercial banks, 

the findings provide evidence-based insights into how cybersecurity can be leveraged not only to mitigate risk 

but also to accelerate secure digital innovation. For regulators and policymakers, the study offers guidance on 

strengthening cybersecurity frameworks to support sustainable digital banking growth. From a theoretical 

perspective, the research extends existing models of technology adoption and cybercrime by contextualizing 

them within an emerging-market banking environment. By empirically demonstrating cybersecurity’s role as a 

driver of digital transformation, this study contributes to the limited body of African-focused banking literature 

and supports informed decision-making as Zimbabwe’s financial sector continues its transition toward a 

digitally driven economy 

Main Objective 

To empirically examine the effect of cybersecurity strategies on digital transformation in commercial banks in 

Zimbabwe. 

METHODOLOGY SUMMARY 

This study adopted a positivist research philosophy, which is appropriate for examining relationships between 

variables through objective measurement and statistical analysis. A quantitative explanatory research design 

was employed to assess the effect of cybersecurity strategies on digital transformation in commercial banks in 

Zimbabwe. This design enabled the study to test hypothesised relationships and establish the strength and 

direction of associations between cybersecurity measures and digital transformation outcomes  

The target population comprised employees and customers of selected commercial banks operating in 

Zimbabwe, specifically Stanbic Bank, ZB Bank, CBZ Bank, BancABC, and Nedbank Zimbabwe. These banks 

were selected based on their market presence, level of digital transformation, and exposure to cybersecurity 

incidents. A probability sampling technique was used to ensure representativeness and reduce sampling bias. 

Primary data were collected using structured questionnaires, which were designed to capture information on 

digital transformation initiatives, cybersecurity strategies, and perceived challenges affecting implementation  

The questionnaire items were measured using Likert-scale instruments, allowing for quantitative assessment of 

respondents’ perceptions. Prior to analysis, the reliability of the research instrument was tested using 

Cronbach’s alpha, confirming acceptable internal consistency. Data analysis was conducted using SPSS 

version 29.0, employing descriptive statistics to summarize respondent characteristics and the extent of digital 

transformation adoption. Inferential analysis included Spearman’s correlation to assess the relationship 

between cybersecurity strategies and digital transformation, as well as regression analysis to determine the 

https://rsisinternational.org/journals/ijriss
https://rsisinternational.org/journals/ijriss
http://www.rsisinternational.org/


INTERNATIONAL JOURNAL OF RESEARCH AND INNOVATION IN SOCIAL SCIENCE (IJRISS) 

ISSN No. 2454-6186 | DOI: 10.47772/IJRISS | Volume X Issue II February 2026 

Page 4388 www.rsisinternational.org 

 

 

predictive power of cybersecurity measures on digital transformation outcomes Ethical considerations were 

observed throughout the study, including voluntary participation, confidentiality, and informed consent. The 

methodological approach ensured validity, reliability, and objectivity, enabling robust empirical evaluation of 

cybersecurity as a strategic enabler of digital transformation within Zimbabwe’s commercial banking sector 

RESEARCH FINDINGS 

Response Rate and Data Reliability 

The study achieved a satisfactory response rate, indicating adequate participation from both employees and 

customers of the selected commercial banks. Reliability analysis of the survey instrument produced acceptable 

Cronbach’s alpha coefficients, confirming internal consistency across the constructs measuring digital 

transformation, cybersecurity strategies, and implementation challenges. This reliability justified the use of 

inferential statistical techniques for hypothesis testing and model estimation  

Extent of Digital Transformation Adoption 

Findings revealed that digital transformation adoption among Zimbabwean commercial banks is uneven across 

functional areas. Digital channels such as mobile banking, internet banking, ATMs, and cardless transactions 

were moderately implemented, reflecting banks’ efforts to enhance customer convenience and transaction 

efficiency. However, more advanced aspects of digital transformation showed significant weaknesses. Service 

automation recorded relatively low mean scores, particularly in automated account maintenance and customer 

analytics, indicating limited integration of intelligent systems in core banking operations. Similarly, the 

adoption of data analytics and artificial intelligence remained underdeveloped, suggesting that banks are still at 

an early stage of leveraging digital technologies for strategic decision-making and personalized service 

delivery  

Challenges Affecting Digital Transformation 

The study identified several critical challenges constraining effective digital transformation. Skills shortages 

emerged as the most severe challenge, with respondents indicating insufficient availability of cybersecurity 

and digital technology expertise within banks. Cultural resistance to change also ranked highly, reflecting 

organizational reluctance to move away from traditional banking processes. Additional constraints included 

legacy systems, inadequate financial resources, and regulatory uncertainties. These challenges collectively 

limit banks’ capacity to deploy secure and scalable digital solutions, increasing their vulnerability to cyber 

threats and operational inefficiencies  

Cybersecurity Strategies Implemented by Banks 

Analysis of cybersecurity strategies showed that banks have implemented basic security measures such as 

authentication controls, transaction monitoring, and fraud prevention mechanisms. However, advanced 

cybersecurity capabilities—such as real-time threat intelligence, behavioral analytics, and comprehensive 

incident response frameworks—were not uniformly adopted across institutions. Employee cybersecurity 

awareness and training programs were inconsistently applied, further exposing banks to human-related cyber 

risks. Despite these limitations, respondents generally acknowledged cybersecurity as a critical requirement for 

sustaining digital banking services  

Relationship Between Cybersecurity and Digital Transformation 

Correlation analysis revealed a strong positive relationship between cybersecurity strategies and digital 

transformation, with a Spearman correlation coefficient of approximately ρ = 0.82, indicating a high degree of 

association. Regression analysis further confirmed that cybersecurity strategies significantly predict digital 

transformation outcomes. The model showed that cybersecurity strategies explain about 68% of the variation 

in digital transformation levels (R² = 0.68). The regression coefficient indicated that a one-unit improvement in 

cybersecurity strategies leads to an estimated 0.86-unit increase in digital transformation performance. These 
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results provide strong empirical support for the alternative hypothesis that cybersecurity strategies significantly 

promote digital transformation in commercial banks in Zimbabwe  

CONCLUSIONS 

Based on the empirical findings, the study concludes that cybersecurity strategies are a critical enabler of 

digital transformation rather than merely a defensive function within Zimbabwean commercial banks. While 

banks have made progress in adopting basic digital channels, the full benefits of digital transformation remain 

constrained by weak service automation, limited use of advanced analytics, and insufficient cybersecurity 

capabilities. The strong positive relationship between cybersecurity and digital transformation demonstrates 

that banks cannot successfully digitize operations without simultaneously strengthening their cybersecurity 

posture. 

The study further concludes that human and organizational factors—particularly skills shortages and cultural 

resistance—pose greater barriers to digital transformation than technology alone. Even where digital 

infrastructure exists, inadequate cybersecurity training and governance structures undermine effective 

implementation. These findings reinforce theoretical perspectives from the Technology Acceptance Theory 

and Routine Activity Theory, which emphasize the importance of trust, user capability, and guardianship in 

technology adoption and crime prevention. 

Overall, the study establishes that strengthening cybersecurity strategies enhances customer confidence, 

operational resilience, and the sustainability of digital banking initiatives. For Zimbabwe’s banking sector, 

effective digital transformation requires integrated investment in cybersecurity infrastructure, human capital 

development, and regulatory support. Failure to align digital innovation with robust cybersecurity frameworks 

risks undermining financial stability and eroding public trust in digital banking systems. 
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