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ABSTRACT 

This study investigates the mention for digital skills in Malaysian entry-level job advertisements to 

understand the digital competencies expected from fresh graduates in the era of Industry 4.0. The study 

analysed 8,287 entry-level job postings extracted from the 2024 JobStreet Malaysia dataset sourced from 

Kaggle. Python-based text processing and rule-based keyword matching techniques were employed to 

identify and classify digital skills into nine thematic categories, including productivity tools, data analytics, 

programming, cloud/infrastructure, cybersecurity, automation/AI, digital marketing, finance/ERP/CRM, as 

well as specialised tools. The findings reveal that Microsoft Excel and Microsoft Office remain the most 

frequently mentioned digital skills. At the same time, specialised competencies such as Git, SQL, SAP, 

AWS, AutoCAD, and programming languages were also identified in the advertisements. The study also 

found that multiple digital skills were frequently mentioned together within individual advertisements. 

Variations in digital skill themes were also observed across job roles, particularly among administrative, 

finance, and engineering-related positions. These findings suggest that foundational digital literacy is still 

important in the contemporary workplace. However, there are growing expectations for job-specific digital 

expertise. The findings indicate that entry-level job advertisements may specify both foundational and 

specialised digital competencies. The findings provide evidence of digital-skill patterns communicated 

through entry-level job advertisements and highlight the need for higher education institutions to strengthen 

the alignment of curricula with labour market demands by embedding digital skills in curricula and offering 

relevant training to improve graduate employability. 

Keywords: Digital Skills; Graduate Employability; Entry-Level Employment; Job Advertisements; Higher 

Education; Malaysia 

INTRODUCTION 

Organisational systems across industries are rapidly transforming as a result of Industry 4.0 (French et al., 

2021). This transformation is driven by the evolution of digital technologies and the growing adoption of 

artificial intelligence (AI), the Internet of Things (IoT), and data analytics  (Huber et al., 2022; Bag & 

Wood, 2022). These technologies are not only changing the way organisations operate but have redefined 

the types of competencies required from the employees (Nadkarni & Prügl, 2021). This shift has encouraged 

workers to upskill and acquire new digital competencies aligned with the technologies (Pacheco & Coello-

Montecel, 2023). Digital skills have become central not only to workforce readiness but also to graduate 
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employability (Mahmud & Wong, 2022; Kee et al., 2023). As a result of these technology-driven changes, 

employers increasingly expect graduates to possess practical digital competencies in addition to academic 

qualifications. This requirement is particularly important for entry-level positions, where fresh graduates are 

expected to adapt quickly to technology-enabled work environments. However, past studies revealed a 

persistent mismatch between the digital skills taught at universities and those required by employers (Tee et 

al., 2024a; Jensen & Schneider, 2026).  

In the context of Malaysia, the urgency of digital workforce development has been reinforced through 

national initiatives such as MyDIGITAL and the Malaysia Digital Economy Blueprint, which emphasise the 

need to prepare a digitally competent workforce (Ministry of Communications and Digital, 2021). However, 

despite these policy efforts, concerns remain regarding whether graduates possess the specific digital skills 

required by employers. According to Tee et al. (2024b), Malaysian employers increasingly prioritise digital 

skills for entry-level graduates. Digital skills are linked with job performance, workplace productivity, 

digital communication, data literacy, and problem-solving (Feijao et al., 2021; Xie & Yang, 2025). 

Employers not only expect employees to use digital skills for routine tasks but also value graduates who can 

leverage digital tools to drive innovation, enhance organisational agility, and support effective decision-

making. However, Malaysian graduates often face challenges in meeting workplace expectations, 

particularly when theoretical knowledge is not supported by hands-on proficiency in digital tools and 

platforms (Rahmat et al., 2022). According to Senadjki et al. (2025), employers continue to report 

difficulties recruiting graduates with adequate competencies in areas such as data analytics, cloud 

computing, automation, and workplace productivity tools. Consistent with this concern, Tay et al. (2021) 

found that Malaysian manufacturing firms face major challenges in data management, technology adoption, 

education, and workforce readiness when implementing Industry 4.0. Employers have also reported digital 

skills gaps among employees, which may hinder productivity and economic growth (Nair, 2021). This 

highlights that digital competencies have become an important component of 21st-century competencies and 

are essential for graduate employability. Consequently, graduates who can proficiently use digital tools and 

technologies significantly improve their employability (Wee, 2023). 

Although these studies provide useful insights into organisational challenges, they do not clearly identify the 

exact digital skills required by employers for fresh graduates or entry-level positions. The study by Tee et al. 

(2024a) provides important evidence on digital skills demanded by Malaysian employers through a survey-

based approach. Other studies have examined digital skills, employer expectations, workforce readiness, and 

graduate employability through surveys, interviews, or other perception-based methods (Arnold, 2023; Saari 

et al., 2021; Doraisamy, 2022). However, research using actual labour market data remains limited as the 

findings from current studies may not fully reflect real-time recruitment demand. Unlike previous 

perception-based studies, this study examines digital-skill patterns communicated through actual job 

advertisements by adopting a data-driven content analysis approach using 2024 JobStreet Malaysia data. 

This approach enables the study to identify digital competencies explicitly mentioned in entry-level 

recruitment advertisements. The main objective of this study is to (1) identify the most frequently mentioned 

digital skills in Malaysian entry-level job postings; (2) examine common digital skill combinations; and (3) 

compare digital skill themes across major entry-level occupations. By focusing on entry-level roles intended 

for fresh graduates, this study provides timely insights into the digital competencies mentioned by 

Malaysian employers.  

LITERATURE REVIEW 

Graduate Employability 

Employability is not merely about securing a job; rather, it refers to a set of competencies that increases 

graduates’ likelihood of gaining employment and succeeding in their chosen occupations. Graduate 

employability encompasses a combination of hard and soft skills, including academic qualifications, 

technical expertise, adaptability, communication, and problem-solving (Alam et al., 2025; Kamaruzaman et 

al., 2025). However, in the contemporary workplace, employers require graduates who possess digital 

literacy and technical competencies as well as the ability to adapt, sustain, and thrive in a rapidly changing 
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labour market (Pauceanu et al., 2020; Ahmad Tajuddin et al., 2022). Therefore, digital literacy is 

increasingly recognised as a foundational competency for employability in the 21st century (Vrana, 2016; 

Apata et al., 2025). The European Digital Competence Framework (DigComp) provides a robust and widely 

recognised structure for understanding digital literacy. It defines five key areas of digital competence: (a) 

Information and Data Literacy, the ability to locate, evaluate, and manage digital information; (b) 

Communication and Collaboration, using digital tools to interact, share, and collaborate effectively; (c) 

Digital Content Creation, developing and managing digital content, including programming; (d) Safety, 

ensuring cybersecurity, digital wellbeing, and responsible use of technology; and (e) Problem Solving, 

addressing technical and conceptual challenges in digital contexts (Jashari et al., 2020; Vuorikari, 2022; 

Barboutidis & Stiakakis, 2023; Cosgrove & Cachia, 2025). These digital competencies, along with other 

critical abilities, such as communication, ethical decision-making, and adaptability, are essential for meeting 

the demands of the modern job market in various industries (Retelj, 2022; Idrizi & Nuredini-Mehmedi, 

2025). For example, artificial intelligence, data analytics, and cloud computing are no longer confined to IT 

roles but are becoming important across positions and backgrounds. Fields such as finance, business, 

education, and marketing have also relied on data analytics for insights into consumer and employee 

behaviour and market trends. Although graduates recognise the importance of continuous learning and 

upskilling to remain competitive in a rapidly evolving job market, they perceive a significant gap between 

their academic training and the skills required in the workforce (Balve & Manoharan, 2026). Therefore, 

educational frameworks must prioritise interdisciplinary learning by integrating these digital technologies 

into a cohesive curriculum and promoting lifelong-learning ecosystems that prepare students for future 

challenges (Baskara, 2025) and support ongoing professional development (Zhou et al., 2025). 

Human Capital Theory and Competence-Based View of Employability 

Human Capital Theory (HCT) by Becker (1964) posits that individuals possess a set of skills, knowledge, 

and capabilities that can be upgraded through education and training. It provides a foundational framework 

for understanding how investments in skills and education enhance employability. Another perspective that 

aligns with HCT is the competence-based view of employability.  This perspective views employability 

from a competence-based dimension, whereby competency is defined as knowledge, skills, and abilities. On 

the other hand, Abelha et al. (2020) categorise competencies into two groups: technical, core, or subject-

specific competencies, which relate to disciplinary knowledge, and transversal competencies, which include 

soft skills such as communication, teamwork, and digital competence. The study also highlights the growing 

importance of digital skills for graduate employability, which must be addressed by higher education 

institutions. In the modern workplace, digital competency is viewed as an individual's human capital, which 

links to employability. Therefore, students who invest time and effort in upgrading their digital capital will 

enhance their market value and employability (Sozon et al., 2026). Besides that, these competences can be 

developed and assessed within the context of higher education institutions. Abelha et al. (2020) call for a 

competency-based approach to employability in higher education curriculum design and development.  

This may include implementing work-based learning experiences that require students to undertake projects 

or case studies in authentic settings, participate in technical visits, or complete internships. These practices 

are commonly described as pedagogies for employability. This concept encompasses six dimensions: 

learning and teaching practices, alternative methods of assessment, work-based and work-related learning, 

staff engagement, pedagogical competencies, and strategy (Pegg et al., 2012). Furthermore, competence-

based education models are increasingly used to align higher education curricula with labour market needs. 

For example, DigComp has been used to assess and develop students’ digital skills (Torres-Coronas & 

Vidal-Blasco, 2015; Maya Ortiz, 2025). The development of competences in higher education is also 

strongly related to the Sustainable Development Goals (SDGs), SDG4: Quality Education and SDG8: 

Decent Work and Economic Growth. Higher education institutions needs to acknowledge the fact that they 

play a significant role in the promotion and development of graduates’ employability competencies.  

METHODOLOGY 

This study employed a data-driven content analysis approach to examine digital skills mentioned in entry- 
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level job advertisements in Malaysia. The analysis used the publicly available JobStreet Malaysia 2024 

dataset obtained from Kaggle. The original dataset comprised 57,589 job advertisements and contained 

seven fields: job title, job description, location, category, subcategory, role, and listing date. To identify 

entry-level vacancies, the job title and job description fields were first converted to lowercase to facilitate 

case-insensitive text processing. Entry-level advertisements were then identified based on the occurrence of 

either of two predefined terms, “fresh graduate” or “entry level,” in the job description. Advertisements 

containing at least one of these terms were tagged as entry-level vacancies. This procedure resulted in 8,287 

entry-level advertisements from the original 57,589 job advertisements, which formed the analytical sample 

for the study. A rule-based keyword-matching approach was used to identify digital skills within the job 

descriptions. A predefined dictionary grouped digital skills into nine themes: Data & Analytics, 

Programming, Digital Marketing, Cloud/Infrastructure, Cybersecurity, Automation/AI, Productivity Tools, 

Finance/ERP/CRM, and Specialised Tools. The keywords associated with each theme are presented in Table 

1. For example, Data & Analytics included Excel, Power BI, Tableau, and SQL; Programming included 

Python, HTML, CSS, Java, and Git; while Productivity Tools included Microsoft Office, Google 

Workspace, and Zoom. Two variables were generated from the job descriptions. First, digital_themes 

represented the primary digital-skill theme identified in an advertisement. The Python-based classification 

function searched the themes and their associated keywords sequentially and assigned the advertisement to 

the first theme for which a keyword match was detected. Advertisements without a matching keyword were 

classified as having no identified digital-skill theme. Second, matched_skills captured all predefined digital-

skill keywords detected within each job description. Unlike the primary-theme classification, this procedure 

retained multiple skill matches when more than one predefined digital skill appeared in the same 

advertisement. Descriptive analyses were conducted using Python. Frequencies were calculated for the 

individual digital skills identified in the matched_skills variable. Skill combinations were determined for 

advertisements containing more than one matched skill by sorting and combining the detected skills and 

subsequently counting the frequency of each combination.  To examine variation in digital-skill themes 

across job titles, job titles were converted to lowercase and leading and trailing spaces were removed. The 

documented analysis also standardised “accounts executive” as “account executive.” Theme frequencies 

were then calculated by job title, and the five job titles with the highest numbers of digital-skill-theme 

mentions were selected for comparison. Finally, the proportion of entry-level advertisements containing at 

least one identified digital skill was calculated from the matched_skills variable. Data processing was 

conducted using Python, and the visualisations were generated using Matplotlib. 

Table 1 Thematic Categorisation of Digital Skills 

Theme Example Skills 

Data & Analytics Excel, Power BI, Tableau, SQL 

Programming Python, HTML/CSS, Java, Git 

Digital Marketing SEO, Google Ads, Canva, Meta Ads 

Cloud/Infrastructure AWS, Azure, Google Cloud 

Cybersecurity Risk management, PDPA, basic cybersecurity 

Automation/AI RPA, ChatGPT, TensorFlow 

Productivity Tools Microsoft Office, Google Workspace, Zoom 

Finance/ERP/CRM SAP, SQL Accounting, Salesforce 

Specialised Tools AutoCAD, SPSS, POS Systems 

RESULTS AND DISCUSSION 

Overall, 60.28% of the 8,287 entry-level job advertisements analysed contained at least one of the 

predefined digital-skill keywords. This indicates that explicit references to digital skills were common 

within the analysed entry-level advertisements. 
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Most Frequently Mentioned Digital Skills 

Figure 1 presents the ten most frequently mentioned digital skills across 8,287 entry-level job postings in 

Malaysia. Microsoft Excel was the most frequently mentioned digital skill, appearing in 3,503 job 

advertisements. This was followed by Microsoft Office (1,220), Git (621), SQL (442), SAP (322), 

AutoCAD (284), Java (199), AWS (182), HTML (135), and CSS (120). The high frequency of Excel 

mentions indicates its prominence among the digital skills explicitly specified in the analysed entry-level job 

advertisements. Microsoft Excel is a spreadsheet application that allows users to organise information by 

sorting and filtering data, perform calculations, generate charts, and produce meaningful reports to support 

decision-making. According to Nicholas et al. (2025), competence in Excel is crucial for business students 

to gain a competitive advantage in the job market. Excel can be used by business graduates for various tasks, 

including data organisation, cash flow management, financial statement analysis, and marketing budget 

management.  

Similarly, this skill is essential for accounting students, as it enables them to perform cost-benefit analyses, 

maintain financial records, and solve complex business problems (Doe et al., 2016). Excel is also considered 

a fundamental skill in administrative occupations, where it is widely used to manage organisational data and 

generate automated, dynamic reports (Khalila et al., 2025). However, in higher education, students are often 

exposed to Excel only at a basic level (Khalila et al., 2025). Consequently, several authors have advocated 

integrating Excel more extensively into teaching and learning practices. For example, Excel can be 

incorporated into course-based projects and case studies (Ghasemi et al., 2021), scenario-based learning 

activities (Ibrahim & Nat, 2022), and internship programmes that provide authentic workplace experience 

(Widiastuti & Mahadwartha, 2022). These studies found that the use of Excel enhances students’ logical 

reasoning, analytical skills, critical thinking, confidence, and work efficiency.  

Furthermore, students’ ability to use Excel beyond basic functions has been positively associated with 

internship performance and self-efficacy (Lin & Yu, 2023). Similarly, Pranoto and Sulistyo (2024) reported 

that business graduates who were exposed to advanced Excel modules during their university studies 

adapted quickly to digital workflows in the workplace. Overall, the prominence of Excel in the analysed 

advertisements, together with previous studies highlighting its workplace applications, suggests that 

spreadsheet proficiency remains relevant to the preparation of graduates for entry-level employment. Higher 

education institutions may therefore consider strengthening the integration of spreadsheet applications into 

relevant curricula, including finance, marketing, and human resource management courses, where students 

can apply these skills in discipline-specific contexts. 

Figure 1 Top 10 Digital Skills 

 

http://www.rsisinternational.org/


APB-LEAPS 2026 | International Journal of Research and Innovation in Social Science (IJRISS) 

 ISSN: 2454-6186 | DOI: 10.47772/IJRISS 

 Special Issue | Volume X Issue XXI October 2026 

Page 1577 
www.rsisinternational.org 

   

  

 

Common Digital Skill Combinations 

Figure 2 presents the ten most frequently mentioned combinations of digital skills in entry-level job 

advertisements. Microsoft Office + Excel was the most frequent two-skill combination, appearing in 514 job 

postings. Although Excel is a core application in the Microsoft Office suite, it was coded under the Data and 

Analytics theme because employers frequently listed Excel as a distinct competency in their job 

advertisements. In contrast, Microsoft Office was classified under the Productivity Tools theme to represent 

general office productivity applications, including Word, PowerPoint, Outlook, Publisher and Access.  The 

frequent co-occurrence of Microsoft Office and Excel indicates that some advertisements explicitly mention 

Excel in addition to broader Microsoft Office proficiency. Within the present classification framework, 

Microsoft Office represents general productivity applications, whereas Excel is classified under Data & 

Analytics.  

While proficiency in Microsoft Office reflects a general ability to perform routine office tasks, the separate 

specification of Excel alongside Microsoft Office further illustrates the visibility of spreadsheet-related 

competencies within the analysed advertisements. This interpretation is consistent with the findings 

presented in Section 4.1, where Excel emerged as the most frequently mentioned digital skill across entry-

level positions. Previous studies have similarly highlighted Excel as a critical workplace competency 

(Nicholas et al., 2025; Doe et al., 2016; Khalila et al., 2025).   

The co-occurrence of Excel with specialised skills such as SQL, SAP, Python, and Git indicates that general 

spreadsheet proficiency and more specialised technical competencies are sometimes specified together 

within entry-level job advertisements. These findings align with Petrová (2022), who argued that employers 

increasingly value graduates who possess a combination of technical competencies and business-related 

skills. Similarly, Rahmat et al. (2022) highlight the need for graduates to acquire multiple skill sets, 

including technical and non-technical digital skills, to enhance their employability. Such findings are also 

consistent with the DigComp framework, which conceptualised digital competence as a combination of 

multiple competency areas, including information and data literacy, digital content creation, communication 

and collaboration, problem solving, and safety (Jashari et al., 2020; Vuorikari, 2022; Barboutidis & 

Stiakakis, 2023; Cosgrove & Cachia, 2025). In sum, the findings suggest that higher education institutions 

should expose students to industry-specific software relevant to their respective disciplines, thereby 

improving their workplace readiness.  

Figure 2 Top 10 Digital Skills Combinations 
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Variation in Digital Skill Themes Across Job Titles 

Figure 3 presents the distribution of the primary digital-skill themes assigned to the five entry-level job titles 

with the highest numbers of classified digital-skill advertisements. As each advertisement was assigned to 

one primary theme based on the first matching keyword in the predefined classification sequence, the figure 

represents primary thematic classification rather than all possible digital-skill themes contained within an 

advertisement. Overall, Data & Analytics accounted for the largest share of primary theme classifications 

across the five selected job titles. This pattern is consistent with the high frequency of Excel identified in 

Sections 4.1 and 4.2 and indicates that Data & Analytics-related skills were prominent across the five job 

titles examined. Account Executive and Account Assistant advertisements showed a relatively greater 

representation of Finance/ERP/CRM as the primary digital-skill theme, whereas Specialised Tools were 

more prominent among Project Engineer advertisements.  

These findings highlight the importance of job-specific software alongside general digital skills. The 

presence of Data & Analytics across the five job titles examined also demonstrates that digital-skill 

requirements are not confined to technology-oriented positions. Nevertheless, the findings should be 

interpreted as patterns of skill mentions within advertisements rather than direct evidence of the relative 

importance of these skills to employment outcomes. Previous research has highlighted the broader 

workplace applications of data analytics across business, marketing, healthcare, education, finance, 

manufacturing, and other sectors (Turner, 2026). Viewed alongside this literature, the present findings 

suggest that exposure to data-related digital tools may be relevant across multiple disciplinary contexts.  

From a higher education perspective, the findings suggest that universities should strengthen the integration 

of digital competencies across the curriculum by adopting a two-tier approach to digital competency 

development. At the first tier, students should be equipped with foundational digital skills such as Microsoft 

Excel and Microsoft Office, which were frequently mentioned across the analysed advertisements. At the 

second tier, students should be exposed to discipline-specific digital skills that reflect the digital tools 

associated with particular occupational contexts. For example, accounting students could be introduced to 

SAP and SQL Accounting, and engineering students to AutoCAD. Previous research has similarly 

highlighted the importance of integrating advanced AutoCAD training into engineering curricula and 

fostering partnerships with engineering firms to enhance practical exposure (Effiong, 2025). Such an 

approach may help align students' digital competency development with the general and occupation-specific 

patterns observed in entry-level job advertisements. 

Figure 3 Comparison of Digital Skill Themes Across Five Most Common Entry-Level Job Titles 
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CONCLUSION 

The findings of this study can be interpreted through Human Capital Theory, which conceptualises 

knowledge and skills developed through education and training as forms of human capital. In the context of 

this study, the prominence of digital-skill mentions in entry-level job advertisements indicates that digital 

competencies form part of the skill profiles communicated by employers when recruiting for early-career 

positions. However, the findings also suggest that digital human capital is not homogeneous. While general 

tools such as Excel and Microsoft Office were frequently mentioned, more specialised competencies such as 

SAP, AutoCAD, SQL, Git, and AWS appeared alongside or within particular occupational contexts. This 

distinction provides a more nuanced application of Human Capital Theory to contemporary graduate 

employability. Rather than treating digital competence as a single form of human capital, the findings point 

to a distinction between broadly applicable and more occupation-specific digital competencies. This 

interpretation is reflected in the proposed two-tier approach to digital competency development: 

foundational digital competencies that may have relevance across multiple entry-level occupations, followed 

by specialised competencies aligned with particular disciplinary or occupational contexts. Importantly, the 

present study does not establish that possessing these competencies causes improved employment outcomes; 

rather, it identifies the forms of digital human capital visible in entry-level recruitment advertisements. 

The findings also have practical implications for higher education institutions. The frequent presence of 

digital skills in the analysed entry-level job advertisements highlights the relevance of digital competency 

development in preparing students for contemporary labour-market expectations. In particular, the frequent 

mentions of Microsoft Excel and Microsoft Office indicate the continued prominence of foundational 

productivity and data-related tools in entry-level job advertisements. Higher education institutions may 

therefore consider providing students with opportunities to develop practical proficiency in the application 

of these tools within their respective disciplinary contexts. Based on these patterns, a two-tier approach to 

digital competency development may be considered, combining broadly applicable foundational 

competencies with specialised competencies aligned with particular occupational contexts. This approach 

could be supported through experiential and work-integrated learning activities, including industry projects, 

internships, simulations, and industry partnerships that provide students with opportunities to apply digital 

tools in authentic contexts. Nevertheless, the findings should be interpreted within the scope of the study. 

The analysis captures the explicit presence and frequency of predefined digital-skill keywords in Malaysian 

entry-level job advertisements and should not be interpreted as a direct measure of the relative importance of 

particular skills or their causal effects on graduate employability. Furthermore, the keyword-based 

identification of entry-level advertisements using the terms “fresh graduate” and “entry level” may have 

excluded graduate-suitable vacancies that did not explicitly use these terms and may have included 

advertisements that used these terms but imposed additional requirements. The thematic analysis was also 

based on predefined keyword categories, with each advertisement assigned to a single primary digital-skill 

theme based on the first matching category. Consequently, the findings should be understood as indicative 

patterns within the analysed advertisements rather than an exhaustive representation of digital competencies 

required across the Malaysian graduate labour market. Despite these limitations, the study provides data-

driven insights that may assist higher education institutions, policymakers, and curriculum developers in 

considering how digital competency development can respond to patterns observed in entry-level 

recruitment advertisements. 

Suggestions 

This study provides evidence of the digital skills currently mentioned in Malaysian entry-level job 

advertisements. Future research could extend these findings by examining how digital competencies 

influence graduate employability outcomes, investigating mismatches between the digital competencies 

developed by universities and those required by industry, and evaluating the effectiveness of digital 

curricula in enhancing students’ workplace readiness and digital self-efficacy. 
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