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ABSTRACT

Artificial Intelligence (AI) driven educational platforms are transforming education towards personalized
learning. Despite the affordances of Al-driven education platforms, concerns about data privacy, ethical issues
in data handling, and regulatory compliance limit their widespread adoption. Adding to this is the limited
literature that comprehensively explains the types of Al-driven educational platforms, their challenges, and the
strategies for ensuring data privacy in them. This study presents findings from a Systematic Literature Review
(SLR), guided by the Preferred Reporting Items for Systematic reviews and Meta-Analyses (PRISMA) model.
Included in this study were 27 journal articles drawn from Science Direct, IEEE, Springer Nature Link, and
Google Scholar. The results of this study categorized the Al-driven educational platforms into Learning
Management Systems (LMSs), adaptive learning, intelligent tutoring systems, learning analytics, and Al-
personalized learning platforms, Al-enabled educational tools and automated scoring systems, and general Al
education systems. Furthermore, several challenges of these Al-driven educational platforms were identified,
which include data privacy, data breaches, bias, and the implementation of the Al-driven educational platforms.
The strategies for ensuring data privacy include data encryption, user authentication, regular audits, adherence
to the General Data Protection Regulation (GDPR), and differential privacy. These results facilitate the
development of policies for ensuring that the Al-based educational platforms are secure, considering the large
volumes of data that are collected by these and used in systems.
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INTRODUCTION

Artificial intelligence (AI) has revolutionized educational platforms and improved teaching and learning
experiences for both students and educators (Chen et al., 2020; Pedro et al., 2019). Integrating Al into educational
platforms enhances personalized learning, improves student engagement, and provides tutors with useful
feedback (Chen et al., 2020). Al-driven educational platforms such as Moodle offer personalized learning
platforms, automatic grading, and data-driven insights that significantly improve educational outcomes (Kaleci,
2025; Dube, 2017). These Al-powered systems also improve students’ engagement and involvement in learning
through smart features such as automation and language translation, and also facilitate easier access to learning
environments (Chen et al., 2022; Lin, 2023).

Moodle is an abbreviation for Modular Object-Oriented Dynamic Learning Environment. It is an open-source
learning management system (LMS) that is widely adopted by universities, colleges, and other educational
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institutions throughout the world (Gamage et al., 2022). Moodle embeds Al capabilities such as adaptive learning
algorithms, automated grading, and advanced data analytics (Gamage et al., 2022). It is the most popular and the
most preferred learning management system as compared to other educational platforms (Altinpulluk & Kesim,
2021; Dube & Scott, 2018). Moodle dominates in terms of its high rate of acceptance by institutions, and it
accommodates a wide range of courses in many different languages (Sergis et al., 2017). Moodle’s powerful Al-
driven features, like adaptive learning algorithms and data analytics, make the learning experience easy and
flawless, but they also necessitate the collection and processing of sensitive student data (Gligorea et al., 2023;
Khan et al., 2022). Al makes use of algorithms in a learning management system and depends on data such as
student performance metrics, behavioral patterns, and engagement data. (Gligorea et al., 2023; Khosravi et al.,
2022).

While Al features improve educational experiences, they raise ethical questions about data security and privacy,
especially in regard to the possibility of data breaches (Wang et al., 2023; Nguyen et al., 2023; Golda et al.,
2024). These results indicate a gap within the learning management system in that there is a lack of real-time
threat detection and response time. These practices need strict privacy measures such as data anonymization,
encryption, and differential privacy to mitigate these risks (Razi et al., 2025; Ndlovu et al., 2022). Sensitive
information such as student records, personal details, and academic performance must be protected and kept safe
to ensure privacy when students, teachers, and others involved are using the learning management system (LMS).
To ensure this requires strong data protection measures, secure data storage protocols, and clear communication
about data usage policies (Malhotra et al., 2021). This study seeks to explore the data privacy issues associated
with Al-driven educational platforms. It seeks to address how security is breached, strategies that are
implemented, and the types of Al-driven educational platforms that exist.

Research Questions
1. What types of digital educational platforms exist?
2. How is security breached in Al-driven educational platforms?

3. What security strategies are implemented for Al-driven educational platforms?
METHODOLOGY

This study adopted the PRISMA model to systematically identify relevant studies on data privacy in Al-driven
educational platforms (Moodle). The review process was carried out in November 2024, with searches conducted
across multiple digital libraries using the query specified in the search

Research Protocol

Specific keywords were used to search the following databases: IEEE, ScienceDirect, SpringerLink, and Google
Scholar. The following search string was used to explore the databases: ((“Data privacy” OR “Data security”
OR “Data safety” OR “Data safekeeping”) AND (“Artificial Intelligence driven” OR “Al driven”) AND
(“Education” OR “Learning” OR “Studying”) AND (“Platforms”)). Depicted in Table 1 is the research protocol
showing the database(s), time interval, and inclusion and exclusion criteria.

Table 1.1The research Protocol

Protocol Description
Database(s) Science Direct, IEEE, Springer Nature Link, and Google Scholar.
Time interval 2020 - 2025

Inclusion criteria Peer-reviewed journal articles on data privacy in Al-driven education platforms, written
in the English Language and published between 2020 and 2025.
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Exclusion criteria | Articles published in languages other than English.

The initial search for journal articles resulted in 118 articles, and the final assessment returned 27 articles that
met the inclusion criteria, results which are depicted in Figure 1.1. Table 1.1 further extrapolates the key
literature relating to the types of Al-driven educational platforms, the challenges faced when using these
platforms, and the strategies for ensuring data privacy when applying the Al-driven educational platforms..

Identfication of atudios via databases and registors

ey
s Reocords identified from *
Databases Racords removed Defore scrooning
> Duplicate recocds removed (n =27)
n» 115 Records marked as ineligible (n »25)
) R

!

Rocords screened
(n=63)

| I

Reports sought for retneval

| —

Reports assessed for elgibity
(n =37)

G
Records exciuded from abatract

—ie | SCTOONING
(n=15%)

Repornts not retneved
Irrolovant focus (n =11)

Repors excluded
—pr  RO&s0n Mted scopeo (n = 10)

n=27)
Reports of included studies
n»=27)

) —
—

! Studies Included In review
.——

Figurel.1 PRISMA flow diagram for the included articles

Table 1.2 presents the findings from the literature by grouping studies that reported similar educational
platforms, security challenges, and mitigation strategies.

Table 1.2 Extracted Data from Included Studies

Security challenges of | Security strategies
educational platforms implemented in Al-driven
educational platforms

Sources Educational platforms

(Qazi et al., 2024; Al- | Learning Management | ¢ Data privacy concerns | ¢ Encryption

Hamad, 2022a; Saqr et System (LMS)

al., 2024; Mutimukwe Data breaches e Secure authentication
Moodle

et al.,, 2022; Alier et
al., 2021)

Surveillance risks

e Enhanced privacy

Blackboard controls
Lack of transparency

Canvas ) ' e GDPR compliance
Adoption barriers

Talent LMS o e Transparency measures
User training

Edmodo challenges e Regular security audits

Coursera
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o edX
(Patel, 2024; Arslan, | Adaptive Learning and Privacy infringement Data encryption
2021; Xu, 2025; Intelligent  Tutoring
Nguyen et al., 2023; System Unauthorized access Student data
Rehan, 2024; Alotaibi, ) ] Algorithmic bi anonymization
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Eden et al, 2024; Learning Platform Resilience testing

Huang, 2023; Khalil et
al., 2025)

e Learning
systems

analytics

e Al-enabled
systems

learning

e Personalized learning
platforms

Vulnerability to
adversarial attacks
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accountability

Lack of transparency

Privacy breaches

Data anonymization
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measures
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Encryption

(Bognar et al., 2024;
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Al-enabled  educational
tools and automated
scoring systems

e Al-based chat tools

e Al-enabled language
e-learning systems

e Al automatic scoring

Data privacy risks
Information leakage
Biased algorithms

User data insecurity

Informed consent

Secure information
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Encryption
Data anonymization
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applications Ethical AI deployment
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(Kumar & Choudhury, | General Al education Ethical dilemmas Ethical frameworks
2023; Rawamangun systems
Muka et al, 2023; Lack of governance Governance processes
Korobenko et al.,|® General Al-driven frameworks ‘ ‘
2024: Muli. 2024 educational ~ systems ‘ Privacy-preserving
Borel’lstein &,Howard: (non-platform Humgn rights frameworks
2021) specific) violations Regulatory compliance
Data misuse measures
Cybercrime risks Rights-based Al
principles
Regulatory
compliance challenges Robust  authentication
and permission
management

Page 897

www.rsisinternational.org




INTERNATIONAL JOURNAL OF RESEARCH AND INNOVATION IN SOCIAL SCIENCE (IJRISS)
ISSN No. 2454-6186 | DOI: 10.47772/1JRISS | Volume X Issue XX VI February 2026| Special Issue on Education

%

RESULTS AND DISCUSSION

This section details the results and findings from the included research articles.
Types of Educational Platforms

Our review in Figure 1.2 shows a clear hierarchy in platform adoption. Adaptive Al systems are the leaders, with
almost one-third of the reviewed studies referring to them. The systems come with a promise of a bespoke
learning experience and can adapt to the weaknesses and strengths of a student automatically, which is an
enticing objective of educators who want to stop teaching one-size-fits-all (Arslan, 2021; Patel, 2024).
Conventional Learning Management Systems (LMS) like Moodle and Blackboard are at the forefront, and 23%
of the literature mentions them. This is not surprising, as it has been proven in literature that these two LMSs are
the backbone of the online classroom, and it provides an entire set of tools to manage the course. Because Moodle
is an open-source solution, it is a cheaper alternative to many educational institutions (Saqr et al., 2024).
Nevertheless, in spite of the popularity of these two LMSs, literature is paying more attention to the ethical and
security implications rather than their fundamental functionality (Gamage et al., 2022). Less frequently cited
platforms such as Canvas (15%), TalentLMS (8 percent), etc., are likely indicative of the fact that the newer
tools are not exclusively used; rather, they are being co-developed with and, in many instances, through the
established models of older LMS systems.

Educational Platforms

35
@
2 30
c 25
8 20
& 15 ,
g—. 10
=§ ltd
0
Moodle Blackboard Canvas TalentLMS Adaptive Al
Systems
Platform

o Platform Adoption

Figure 1.2. Types of Educational Platforms
Challenges with Educational Platforms

The challenges raised in the 27 reviewed articles resulted in the following two problems: data privacy issues
(35%) and data breaches (28%), as depicted in Figure 1.3. Such results demonstrate that the researchers and
practitioners have a serious concern regarding the safety of the large, sensitive information that is gathered by
these platforms. Current sources admit that it is not merely related to test results, but also behavioral data,
interaction history, and personal information are harmful sources should they be breached (Gligorea et al., 2023).
Moreover, this research found contradictory literature results. Although the risk of algorithmic bias (19%) is
always indicated as a significant ethical risk, the discussion of data privacy is not unanimous. Other studies
consider bias as an independent fairness concern (Gligorea et al., 2023), but others, such as Huang (2023), note
that an insufficiency of transparency in how the data is used can not only allow but also violate data privacy.
This is an acute transparency issue since it should be evident how an Al-driven educational platform arrives at
the decisions to allow an evaluation of what data the interested Al-driven educational platform is abusing or
neglecting (a bias and privacy issue).

The next challenge is the complexity of implementation (18%), which is a significant privacy risk factor since
complex systems are difficult to protect. In case of integration issues by institutions, vital security measures such
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as anonymizing data appropriately or having frequent audits may be ignored, or they may be executed
insufficiently. Al-Hamad (2022) also adds that poor user interaction with the complicated features of the platform
can cause security blind spots because users can avoid or misinterpret privacy settings. Finally, the issues that
have been raised in this paper are interrelated. For example, not only are hackers causing data privacy to be
compromised, but so are opaque algorithms, poorly implemented systems, and disengaged users (Al-Hamad,
2022).

Data Privacy Challenges in Educational Platforms

@ Privacy Concemns
® Data Breaches
o Bias in Al

Implementation Complexity

Figure 1.3. Data Privacy Challenges in Al-Driven Platforms
Data Security Strategies in AI-Driven Education Platforms

The identified strategies discussed in the literature that have been taken into consideration in this paper are a
combination of both technical and regulatory strategies, as illustrated in Figure 1.4. The most recommended
strategies, on the technical side, are encryption (30%) and secure authentication (25%). They are the online
counterparts of a good key and a strong lock, necessary but minimal. Qazi et al. (2024) are correct in pairing
them with regular security audits (20%), and it can be stated that in rapidly developing Al systems, even security
procedures cannot be overlooked or assumed. The regulation component has prevailed upon by the GDPR
compliance (15%). Although this is essential to the functioning of law and the development of trust, there was
an intriguing lapse in the dialogue. Several articles, including Alotaibi (2024), view GDPR as a process of data
processing.

The number of regulators that delve into regulations such as GDPR is small; for instance, data minimization and
purpose limitation as active, everyday design concepts of Al in education are rarely considered. A more effective
proactive approach to privacy is to design systems that capture the minimum amount of data. The most unadopted
approach in the literature review was differential privacy (10%). It is an information processing method that
incorporates statistics into datasets to enable analysis without revealing records. This low adoption in these
studies is probably due to its technical complexity and the fact that it is still emerging from computer science
labs and into mainstream educational technical practice. Nevertheless, its existence foreshadows the future,
where learning analytics will have more power. Such techniques as differential privacy will play an essential
role in the process of striking a balance between insight and individual anonymity. Overall, these results indicate
that the current literature is skewed in favor of instant, technical protection (encryption, authentication) instead
of progressive, design-oriented principles (privacy-by-design, data minimization) or sophisticated privacy
protection methods (differential privacy). The approaches that have been cited in this paper are more of a
checklist as opposed to what is desired: a layered defense, well-built technical controls, steered by well-built
ethical principles, and audited on a regular basis within a well-established law framework.
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Security Strategies in Al-Driven
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Figure 1.4. Security Strategies in AI-Driven Platforms
Conceptual Framework

The conceptual framework in Figure 1.5 explains how the implementation of Al-driven educational platforms,
including learning management systems, adaptive Al systems, and intelligent tutoring systems, creates critical
data privacy risks, such as data breaches, algorithmic bias, complexity of implementation, and poor transparency
and accountability. Such challenges require the creation and implementation of data privacy mitigation strategies
that work on technical and regulatory-ethical tiers. Technical strategies contain measures such as data
encryption, secure authentication, anonymization, and differential privacy, whereas regulatory and ethical
strategies are concerned with adherence to data protection laws, sound data governance policies, ethical
guidelines on Al, and employee training and awareness. All of these mitigation measures will help in achieving
improved outcomes in Al-driven educational platforms.
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Figure 1.5. Conceptual framework
CONCLUSION

This study aimed to investigate the data privacy challenges in Al-driven learning management platforms. The
research utilized a systematic literature review guided by the PRISMA process and identified 27 articles from
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an initial pool of 115 records. The findings show that the majority of institutions have embraced Moodle because
of its low cost and adaptability. Four data privacy dilemmas have been identified, including privacy concerns,
data breaches, algorithmic bias, and implementation complexity. While encryption is the most popular security
strategy adopted, differential privacy and compliance with the GDPR have not been properly adopted relative to
other security strategies. It also observed a gap that learning management systems offer no means for timely
threat detection and remediation of true threats. With better encryption, access control, bias mitigation, and
privacy-preserving algorithms, educational institutions should build robust security-based systems to protect
user privacy in LMS platforms. For these reasons, training IT staff about Al security must be one of the concerns,
and ethical review committees, automated threat detection, and others should be put in place while closely
scrutinizing the financial and technical basis of Al-driven platforms to be chosen.
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