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ABSTRACT 

Healthcare organizations face critical challenges in meeting the European Union General Data Protection 

Regulation (GDPR) Article 33 mandatory breach notification requirement, specifically the obligation to notify 

supervisory authorities within 72 hours of becoming aware of a personal data breach. Despite considerable 

advances in security incident detection technology, many healthcare providers experience persistent post-

detection compliance failures attributable primarily to procedural bottlenecks in classification, risk assessment, 

legal review, and report generation, particularly when processing sensitive Article 9 special category data. 

This study proposes and evaluates a healthcare-specific automation framework designed to minimize reporting 

latency, improve classification accuracy, and reduce manual compliance workload. A modular technical 

architecture integrates Security Information and Event Management (SIEM), a fine-tuned Clinical BERT-based 

data classification engine, a weighted multi-factor risk scoring module, GDPR threshold testing logic, automated 

report generation, and tamper-resistant blockchain-anchored audit logging. The framework was evaluated 

through controlled simulation experiments (N = 40, n = 10 iterations per scenario) across four healthcare breach 

typologies: insider access, ransomware attack, cloud misconfiguration, and vendor sub-processor data leak. 

Manual workflows served as the experimental baseline. 

The automation framework achieved a mean MTTR reduction of 83.3% (manual M = 54.0 ± 7.2 hours; 

automated M = 9.0 ± 1.4 hours), with all automated iterations completing well within the 72-hour statutory 

window. All MTTR differences were statistically significant (p < 0.001, paired t-test; confirmed by non-

parametric Wilcoxon signed-rank test). Classification accuracy reached 95% overall (38/40), with two false 

negatives in the cloud misconfiguration scenario attributed to incomplete metadata. The zero false-positive rate 

was maintained across all 40 runs. The automated report generator populated 92% of mandatory Article 33 fields 

at the field level, with the remaining 8% legal narrative justification, deliberately reserved for Data Protection 

Officer (DPO) review under GDPR Article 5(2). Manual compliance workload was reduced by 60%. 

This study provides preliminary simulation-based evidence supporting the feasibility of automating GDPR 

breach notification workflows in healthcare environments. These results should be interpreted as proof-of-

concept findings requiring subsequent validation through prospective real-world pilot deployments before 

adoption in production healthcare systems. Future research should prioritize real-world piloting, AI-assisted 

legal narrative generation, and cross-jurisdictional adaptation to address global healthcare privacy mandates. 

Keywords: GDPR, healthcare cybersecurity, breach notification, Article 33, data protection, compliance 

automation, SIEM, Clinical BERT, incident response, regulatory resilience 

INTRODUCTION 

The rapid digitization of healthcare systems, encompassing Electronic Health Record (EHR) platforms, clinical 

imaging repositories, genomic databases, and cloud-based patient portals, has significantly expanded the attack 

surface for personal data breaches (Rumbold & Pierscionek, 2017; Jiang et al., 2025). Healthcare organizations 

process not only large volumes of personal data but also sensitive special category data under Article 9 of the 
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European Union General Data Protection Regulation (GDPR), including biometric, genetic, and clinical 

diagnostic information (European Union, 2016). The severity of health data breaches is compounded by a 

complex stakeholder ecosystem spanning data controllers, processors, sub-processors, and third-party service 

providers (European Commission, 2024). According to the European Union Agency for Cybersecurity (ENISA), 

ransomware alone accounted for 54% of cybersecurity threats in the EU health sector during 2021-2023, with 

healthcare providers representing 53% of affected entities (ENISA, 2023). 

Among GDPR's regulatory obligations, Article 33's mandatory breach notification requirement has emerged as 

a persistent compliance challenge. Controllers must notify the competent supervisory authority 'without undue 

delay and, where feasible, not later than 72 hours after having become aware of it' (European Union, 2016, Art. 

33(1); EDPB, 2022). In 2024 alone, European DPAs issued over EUR 40 million in fines where late or absent 

breach notification was a cited violation, including a EUR 463,000 fine against Bank of Ireland specifically for 

failure to notify within 72 hours (LegisScope, 2025). A French healthcare operator was fined in 2024 following 

a breach affecting 33 million patients in which notification delays and inadequate security measures were both 

cited by the CNIL (iGDPR, 2025). 

Security detection technologies, including Security Information and Event Management (SIEM) systems and 

Security Orchestration, Automation, and Response (SOAR) platforms, have advanced considerably in threat 

containment capability but are not primarily optimized for regulatory breach notification compliance (Kinyua & 

Awuah, 2021). Existing incident response workflows require extensive manual intervention to classify breach 

severity, assess legal reportability, and generate regulator-facing disclosures. This manual overhead introduces 

the very compliance delays that Article 33 was designed to prevent. 

Enforcement data from European Data Protection Authorities confirms that late notifications are frequently 

attributable not to detection failures but to post-detection procedural bottlenecks, classification ambiguity, cross-

functional coordination delays, and manual report generation (EDPB, 2023; DLA Piper, 2021). This gap between 

detection and notification is the specific operational problem this study addresses. 

This paper designs and evaluates a healthcare-specific automation framework that embeds real-time event 

detection, machine learning-assisted data classification, weighted risk scoring, legal threshold testing, and 

automated report generation into a unified modular architecture. The framework's performance is assessed 

through controlled simulation experiments with appropriate statistical analysis. The study contributes both a 

detailed technical architecture and reproducible simulation-based performance evidence, while explicitly 

framing findings as preliminary and requiring real-world validation before production deployment. 

LITERATURE REVIEW 

The challenge of timely GDPR breach notification has attracted significant scholarly and regulatory attention as 

cybersecurity incidents escalate across healthcare environments (ENISA, 2023; Jiang et al., 2025). Despite 

advances in detection and response technologies, a persistent gap remains between technical breach containment 

and legally compliant, timely notification. This review examines five domains: (1) breach notification failures 

in regulatory enforcement; (2) automation capabilities and limitations; (3) data classification in health breach 

reporting; (4) risk scoring and threshold determination; and (5) audit trail mechanisms for accountability. 

Breach Notification Failures in Regulatory Enforcement 

Multiple analyses of EDPB enforcement actions document that delayed or incomplete breach notifications 

remain a recurring theme in GDPR penalty decisions, particularly in healthcare (EDPB, 2023; Greenleaf, 2018). 

Reviews of national DPA decisions from the CNIL, ICO, and BfDI reveal that notification delays stem not from 

detection failures but from downstream procedural bottlenecks in classification, legal consultation, and regulator 

communication (EDPB, 2022; Kuner, 2017). Gilbert and Gilbert's (2024) IJRISS analysis of GDPR data breach 

response strategies similarly identifies classification uncertainty and cross-functional coordination as the primary 

drivers of delayed notifications, findings consistent across multiple national jurisdictions. 

The Irish Health Service Executive ransomware attack (2021) illustrates the pattern at scale: despite technical 

identification of the attack, internal reporting and individual notification were delayed by approximately four 
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months (Thoropass, 2023; Irish HSE, 2021). DLA Piper's enforcement compilation documents additional 

healthcare-adjacent organizations penalized for missing the 72-hour window even when breach detection was 

prompt (DLA Piper, 2021). These enforcement patterns establish the empirical foundation for the present study's 

focus on post-detection workflow automation. 

Automation Capabilities and Limitations in Incident Response 

SOAR platforms have become essential to modern incident response, enabling alert triage, automated 

containment, and remediation with measurable reductions in mean response times (Kinyua & Awuah, 2021; 

International Journal of Computing and Engineering, 2024). However, Schneier (2015) observes that automation 

excels at well-defined technical tasks but encounters limitations when applied to subjective legal determinations 

requiring contextual regulatory judgment. Existing SOAR systems prioritize operational metrics, malware 

containment, and time reduction without built-in GDPR threshold testing modules (Rios & Kazanciyan, 2017). 

Ferreira et al. (2023) demonstrate in a peer-reviewed ScienceDirect study that integrated SIEM-SOAR-incident 

resolution architectures for healthcare IT environments, using real platforms including Splunk and TheHive, can 

substantially improve incident response lifecycle management, though they stop short of automating regulatory 

breach notification outputs. Grishchenko et al. (2025) demonstrate that schema-constrained large language 

model reasoning can assist in transforming forensic artefacts into structured notification content, while 

acknowledging that full legal narrative automation, requiring interpretive regulatory judgment, remains 

unresolved. This finding directly motivates the human-in-the-loop design choice in the present framework. 

Data Classification Challenges in Health Breach Reporting 

Accurate data classification underlies breach reportability determinations: Article 33 reporting is required only 

for breaches posing risk to data subjects' rights and freedoms, a threshold dependent on the sensitivity and scope 

of compromised data (Voigt & Von dem Bussche, 2017). Healthcare's prevalence of Article 9 special category 

data, including genetic, biometric, and diagnostic information, heightens regulatory scrutiny and lowers 

notification thresholds (McGraw, 2013; European Commission, 2024). 

Transformer-based models have demonstrated strong performance in healthcare text classification. Lee et al.'s 

(2020) BioBERT achieved state-of-the-art performance on biomedical named entity recognition tasks, 

establishing the foundation for domain-adapted clinical text classifiers. Dogo et al. (2025) demonstrated in a 

Springer-published study that fine-tuned Clinical BERT substantially outperforms traditional models in 

precision, recall, and F-score for privacy risk classification in EHR data, using the Harvard i2b2 dataset. These 

findings directly support the classification engine design in this framework. Rumbold and Pierscionek (2017) 

caution, however, that de-identification approaches common in HIPAA-compliant environments may not fully 

satisfy GDPR standards due to re-identification risks in high-dimensional health datasets, a concern that informs 

the conservative classification thresholds adopted in this study. 

Risk Scoring and Legal Threshold Determination 

EDPB Guidelines 9/2022 identify key variables for breach severity assessment: data sensitivity, volume of 

affected records, re-identification risk, threat actor nature, and likely harm to data subjects. The Spanish Data 

Protection Authority (AEPD) has operationalized these factors into a parametric risk formula, assigning 

numerical weights to each variable so that breaches exceeding a computed threshold are classified as reportable 

(Fieldfisher, 2025). This approach directly informs the weighted scoring module in the present study. 

Gogarty et al. (2021) demonstrate that integrating real-time data classification with weighted risk factor scoring 

enables semi-automated threshold testing, while recommending continued human oversight for legal 

defensibility. The IAPP (2018) documents that automated multifactor risk assessment reduces both over-

reporting and under-reporting errors, citing enforcement-period evidence from the ICO. Zhang et al. (2020) 

extend this through blockchain-anchored risk scoring models that provide evidentiary integrity for post-incident 

audits, supporting regulatory defensibility requirements. 
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Audit Trail and Traceability for Regulatory Defensibility 

GDPR Article 5(2)'s accountability principle requires controllers to demonstrate the basis for all compliance 

decisions, including the chain of reasoning from breach detection to regulator notification (European Union, 

2016). Regueiro et al. (2021) demonstrate in MDPI's Algorithms journal that blockchain-based audit trails 

provide immutable, tamper-resistant decision records with cryptographic chain-of-custody guarantees. Barbaria 

et al. (2025) extend this to a healthcare-specific HIPAA/GDPR-compliant framework using Hyperledger Fabric 

and smart contracts, showing that automated audit trail generation can satisfy regulatory accountability 

requirements without compromising operational efficiency. The audit layer of the present framework draws 

directly on these architectural principles. 

Summary of Literature Gaps 

The literature demonstrates technological maturity in individual components, such as SIEM detection, ML-based 

text classification, risk scoring, and blockchain audit trails. Still, a persistent gap remains in integrating these 

capabilities into end-to-end GDPR-compliant breach-notification pipelines tailored to healthcare's Article 9 data 

environment. Healthcare-specific implementations combining automated classification, EDPB-aligned scoring, 

Article 33 report generation, and auditable traceability are underrepresented in the peer-reviewed literature. This 

study seeks to address this gap through a detailed framework design and simulation-based evaluation, while 

explicitly acknowledging the boundary between preliminary simulation evidence and real-world deployment 

readiness. 

METHODOLOGY 

This study adopts a mixed-methods design combining regulatory failure analysis, technical framework 

development, and controlled simulation-based experiments. The simulation component is designed as a 

controlled proof-of-concept evaluation, not a real-world deployment trial. All results should therefore be 

interpreted as preliminary evidence of feasibility, with real-world validation required before production 

adoption. The methodology is described with sufficient detail to support reproducibility. 

Study Design Overview 

Research proceeds through three sequential stages: 

1. Regulatory Failure Analysis: Structured review of GDPR enforcement decisions to identify common 

failure modes, delay patterns, and procedural causes in healthcare data breach notification cases. 

2. Technical Framework Development: Design of a modular end-to-end automation architecture with 

detailed component specifications, including classification model architecture, risk scoring weights, and 

threshold logic. 

3. Simulation-Based Evaluation: Controlled experiments (n = 10 iterations per scenario, four scenarios, N 

= 40 total) comparing manual versus automated workflows, with pre-specified statistical analysis and 

robustness checks. 

Stage 1: Regulatory Failure Analysis 

A structured review was conducted of GDPR health sector enforcement cases sourced from EDPB published 

guidelines and annual reports, national DPA enforcement registers (CNIL, ICO, BfDI), and peer-reviewed 

academic analyses (EDPB, 2022; EDPB, 2023; DLA Piper, 2021; Greenleaf, 2018; Gilbert & Gilbert, 2024). 

Inclusion criteria required: (a) healthcare or health-adjacent entities processing Article 9 special category data; 

(b) formal breach notifications subject to Article 33 obligations; and (c) documented reporting delays or 

deficiencies cited in the regulatory decision. Each qualifying case was coded for breach type, elapsed time 

between discovery and notification, cited delay causes, and DPA interpretation. Three recurrent delay themes, 

classification complexity, cross-functional coordination bottlenecks, and manual reporting workflows, were 

identified and used to inform framework design priorities. 
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Stage 2: Technical Framework Development 

The framework's six components are specified in Table 1, which includes implementation details sufficient for 

reproducibility. Key design decisions are noted below. 

Classification Engine Architecture: A hybrid approach was adopted, combining deterministic regex rules for 

structured EHR field matching with a fine-tuned Clinical BERT model (Lee et al., 2020) for unstructured clinical 

text. Clinical BERT was chosen over general BERT variants based on Dogo et al.'s (2025) demonstration of 

superior precision-recall performance in privacy risk classification in EHR data. The model was fine-tuned on a 

synthetically generated dataset of 2,000 EHR records (500 per scenario) structured according to the MIMIC-III 

clinical data attribute schema, ensuring Article 9 field coverage. Feature inputs comprised: data field labels, 

content tokens, metadata tags, and event-context attributes. The model was validated using stratified 5-fold 

cross-validation on the synthetic dataset before deployment in simulations. 

Risk Scoring Weights: The multi-factor scoring model assigns weights operationalized from EDPB Guidelines 

9/2022 and the AEPD parametric formula: data sensitivity class (Article 9 = 0.40), volume of affected records 

(0.25), threat actor type (0.20), exposure context (0.10), and re-identification risk index (0.05). These weights 

were set prior to simulation execution and held constant across all scenarios. Sensitivity analysis of weight 

perturbations ±10% was conducted; results did not materially change notification threshold outcomes, 

confirming stability of the scoring model. 

Manual Workflow Time Estimation: A structured expert elicitation approach was used to establish realistic 

manual MTTR baselines. Step-level time estimates for each manual workflow stage (alert triage, legal review, 

DPO escalation, report drafting, submission) were elicited from three information security and compliance 

practitioners with GDPR experience and cross-validated against published DPA case timelines (DLA Piper, 

2021; EDPB, 2023). This produced scenario-specific baseline ranges rather than single-point estimates, which 

informed the mean and standard deviation parameters for simulated manual workflow distributions. Table 6 

summarizes key methodological specifications. 

Table 1: Functional Architecture of the Automated GDPR Breach Reporting System 

Framework Component Description, Design Rationale & Simulation Implementation 

SIEM & Event Correlation 

Layer 

Aggregates and correlates real-time security events across hospital IT systems, 

EHR platforms, medical devices, cloud services, and network infrastructure, 

using SIEM platforms (e.g., Splunk, IBM QRadar). Implements real-time alert 

generation, log normalization, and correlation rule sets aligned with NIST SP 

800-92 (NIST, 2012). In the simulation, SIEM alerts were generated using pre-

defined rule templates modelled on ENISA-documented healthcare attack 

patterns (ENISA, 2023). 

Data Classification Engine Employs a hybrid approach combining deterministic regex rules (for structured 

EHR field matching) with a fine-tuned Clinical BERT model (Lee et al., 2020) 

for unstructured clinical text classification. The model was fine-tuned on 

synthetic EHR metadata matching Article 9 indicator categories, health 

diagnoses, biometric identifiers, and genetic references, using the i2b2 de-

identification dataset schema as a structural reference. Feature inputs 

comprised: data field labels, content tokens, metadata tags, and access-event 

context. Validation employed stratified 5-fold cross-validation on the synthetic 

dataset (Dogo et al., 2025). 

Risk Scoring Module Applies a weighted multi-factor scoring model incorporating: (1) data 

sensitivity class (Article 9 = highest weight = 0.40), (2) volume of affected 

records (0.25), (3) threat actor type (insider vs. external, 0.20), (4) exposure 

context (public vs. internal, 0.10), and (5) re-identification risk index (0.05). 

The weighting schema was operationalized from the EDPB Guidelines 9/2022 
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Framework Component Description, Design Rationale & Simulation Implementation 

risk factors and the AEPD parametric breach-risk formula (Fieldfisher, 2025; 

Gogarty et al., 2021). 

Threshold Testing Logic Evaluates the aggregated risk score against a configurable notification 

threshold. Scores above the threshold initiate automated Article 33 report 

generation; borderline scores trigger a Human Review Checkpoint. Phased 

notification dispatch is supported, consistent with EDPB Guidelines 9/2022 

Article 33(4) provisions. Threshold parameters are configurable to 

accommodate organizational and jurisdictional variability. 

Automated Report 

Generator 

Populates mandatory Article 33 disclosure fields, incident description, data 

categories, number of affected data subjects, likely consequences, and 

mitigation measures, using structured templates aligned with national 

supervisory authority submission formats. Legal narrative and contextual 

justification fields are flagged for mandatory DPO review, preserving human 

accountability under GDPR Article 5(2). Field-level completeness was 

measured across all simulation runs. 

Audit & Traceability Layer Records all classification inputs, risk scoring outputs, threshold decisions, and 

report generation events with cryptographically secured timestamps in an 

append-only log. Supports blockchain-anchored audit chains (Regueiro et al., 

2021; Barbaria et al., 2025). All simulation decision events were logged with 

full reproducibility, enabling post-hoc analysis of misclassification cases. 

Table 1. Detailed component specifications including classification model architecture, risk scoring weights, and 

simulation implementation details. Clinical BERT = Clinical Bidirectional Encoder Representations from 

Transformers; SIEM = Security Information and Event Management; DPO = Data Protection Officer. 

Stage 3: Simulation-Based Evaluation 

Simulation Design Rationale and Scope 

A simulation-based design was adopted for three reasons. First, controlled experiments using real healthcare IT 

environments and live patient data would be ethically impermissible (McGraw, 2013). Second, the sensitivity of 

healthcare operational data makes access to real breach incident logs for controlled experimentation practically 

infeasible, a challenge well-documented in healthcare cybersecurity simulation research (Marsh-Armstrong et 

al., 2024). Third, simulation enables systematic variation of scenario parameters and clean manual-versus-

automated comparisons unavailable in observational studies. Following the approach of Ferreira et al. (2023), 

who validated a comparable healthcare SIEM-incident response testbed in a peer-reviewed study, simulated 

environments are an accepted methodology for controlled evaluation of incident response frameworks. It should 

be noted, however, that the simulation results reported here represent preliminary proof-of-concept evidence. 

Real-world performance may differ due to legacy system complexity, organizational governance structures, and 

vendor ecosystem variability not captured in the testbed. 

Synthetic Scenario Construction 

Four synthetic breach scenarios were developed based on ENISA's (2023) documented EU healthcare incident 

typologies and EDPB enforcement patterns: 

• Insider Access Breach: Unauthorized staff access to VIP patient EHR records containing diagnostic, 

treatment, and biometric data. This scenario reflects the 'unauthorized access' category, comprising a 

significant share of healthcare incidents in ENISA (2023) data. 

• Ransomware Attack: External compromise encrypting a clinical database with confirmed partial record 

exfiltration. Modelled on the Irish HSE 2021 attack pattern (Irish HSE, 2021; Jiang et al., 2025). ENISA 

(2023) identifies ransomware as accounting for 54% of EU healthcare cybersecurity threats. 
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• Cloud Storage Misconfiguration: Unintended public exposure of appointment schedules and patient 

identifiers due to misconfigured cloud storage permissions. ENISA (2023) documents accidental 

misconfigurations and poor security practices as being responsible for a significant proportion of 

healthcare data leakage incidents. 

• Vendor Sub-Processor Data Leak: Third-party scheduling platform data leakage exposing patient 

metadata, including special category health conditions, activating both Article 28 processor obligations 

and Article 33 notification requirements. This scenario reflects supply-chain exposure documented in the 

ENISA (2023) threat landscape. 

Synthetic EHR records (500 per scenario, 2,000 total) were generated using the MIMIC-III clinical database 

attribute schema as a structural template, ensuring realistic field distributions and metadata patterns without 

using any real patient data. Breach event injection was implemented through pre-defined SIEM rule triggers 

calibrated to each scenario's attack vector. 

Simulation Environment 

Simulations were executed in a controlled virtualized testbed comprising: synthetic EHR databases, identity and 

access management systems, cloud storage emulation, and network telemetry log generation. The SIEM was 

configured for real-time alert generation per NIST SP 800-92 log management best practices (NIST, 2012). The 

classification engine (Clinical BERT + regex hybrid) was deployed as described in Section 3.3. Risk scoring 

thresholds were set per the pre-specified weight schema. The automated report generator used structured 

templates aligned with EDPB and national DPA submission formats. No real patient data, real personal 

identifiers, or live production systems were involved. This study qualifies as non-human-subject research 

(McGraw, 2013). 

Each scenario was executed under two workflow conditions: 

• Manual Workflow (Baseline): Standard incident response, SIEM alert, manual analyst triage and severity 

classification, legal review, DPO escalation, manual report drafting, and regulator notification 

submission. Step-level time distributions were parameterized from expert elicitation and DPA case 

timelines as described in Section 3.3. 

• Automated Workflow (Intervention): SIEM alert triggers automated classification and risk scoring; 

threshold logic initiates automated Article 33 report generation; human review is invoked only for legal 

narrative justification fields and final DPO sign-off. 

Each scenario was repeated for n = 10 independent simulation iterations, yielding N = 40 total observations 

across scenarios. An iteration count of n = 10 per scenario is consistent with controlled simulation studies in 

healthcare cybersecurity research (Marsh-Armstrong et al., 2024; Ferreira et al., 2023) and is appropriate for 

virtualized testbed environments where conditions are precisely controlled and inter-iteration variance reflects 

parameterization stochasticity rather than uncontrolled confounds. 

Statistical Analysis 

Four pre-specified performance metrics were analyzed as detailed in Table 2. For MTTR, paired t-tests compared 

manual and automated workflow means within each scenario. Prior to t-test application, normality of MTTR 

distributions was assessed using the Shapiro-Wilk test (all p > 0.05, confirming normality). Equality of variances 

was tested using Levene's test. As a robustness check, Wilcoxon signed-rank tests (non-parametric) were applied 

in parallel; all results were consistent with paired t-test findings. Classification accuracy was computed per 

scenario (true positives, false positives, false negatives) and reported in aggregate. Report completeness was 

assessed at the field level across all runs. Manual overhead reduction was quantified as the percentage reduction 

in human decision/action steps from baseline to automated workflow. A significance threshold of p < 0.001 was 

pre-specified for all MTTR comparisons. 
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Table 2: Key Evaluation Metrics, Operational Definitions, and Analysis Methods 

Metric Operational Definition Target Analysis Method Rationale 

Mean Time to 

Report 

(MTTR) 

Total elapsed time from initial 

SIEM breach detection alert to 

completed regulator notification 

submission. 

≤ 72 

hours 

Mean ± SD; paired t-

test 

Primary GDPR Art. 33 

compliance indicator 

Classification 

Accuracy 

Correct GDPR-reportable breach 

identification rate per scenario and 

overall. 

≥ 95% True positives, false 

negatives per 

scenario 

Sensitivity and 

precision of data 

classification 

Report 

Completeness 

Percentage of mandatory Art. 33 

fields auto-populated, measured at 

the field level. 

≥ 90% Field-level 

completeness rates 

Readiness of 

regulator-facing 

disclosure 

Manual 

Overhead 

Reduction 

Reduction in human decision/action 

steps vs. manual baseline, averaged 

across scenarios. 

≥ 50% Step count 

comparison 

Operational efficiency 

and scalability metric 

Table 2. All metrics were pre-specified before simulation execution. M = Mean; SD = Standard Deviation. 

Table 3: Methodological Specification and Reproducibility Summary 

Methodological 

Dimension 
Specification Source / Basis Purpose 

Synthetic EHR 

records generated 

500 per scenario (2,000 total) MIMIC-III attribute schema 

as a structural template 

Consistent Article 9 

field coverage 

Breach event 

injection method 

Rule-based SIEM alert triggers per 

scenario type 

ENISA-documented 

incident patterns (ENISA, 

2023) 

Scenario fidelity to 

real-world threat 

typologies 

Manual workflow 

time estimation 

Expert-elicited time estimates per 

workflow step, cross-validated 

against published DPA case timelines 

DLA Piper (2021); EDPB 

enforcement reports (2023) 

Empirically 

grounded baseline 

times 

Classification 

model validation 

Stratified 5-fold cross-validation on a 

synthetic dataset 

Clinical BERT fine-tuning 

methodology (Lee et al., 

2020; Dogo et al., 2025) 

Internal validity of 

classification 

accuracy 

Statistical 

assumptions (t-test) 

Normality confirmed via Shapiro-

Wilk test (all p > 0.05); equal-

variance assumption tested via 

Levene's test 

Standard parametric 

assumptions (Field, 2018) 

Justification for the 

use of the paired t-

test 

Robustness check Wilcoxon signed-rank test (non-

parametric) run in parallel; results 

consistent with t-test findings 

Non-parametric robustness 

verification 

Reduces reliance on 

parametric 

assumptions given 

n=10 

Iteration count 

rationale (n=10) 

Consistent with simulation studies in 

healthcare cybersecurity research, 

compensated by tight SD across runs 

Marsh-Armstrong et al. 

(2024); Ferreira et al. (2023) 

Appropriate for 

controlled 

virtualized testbeds 

Table 3. Key methodological decisions with supporting sources and purpose. MIMIC-III = Medical Information 

Mart for Intensive Care; SD = Standard Deviation. 
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RESULTS AND DISCUSSION 

Regulatory Failure Analysis 

Structured review of EDPB and national DPA enforcement reports confirmed that the 72-hour notification 

mandate is routinely breached in healthcare, with enforcement actions in multiple jurisdictions citing delayed or 

deficient notifications as the basis for penalties. The Irish HSE ransomware attack (2021), involving a delay of 

approximately four months from attack identification to completed notification, represents the most extensively 

documented case, but DLA Piper's (2021) enforcement compilation and the CNIL's 2024 fine against a French 

healthcare operator affecting 33 million patients (iGDPR, 2025) confirm that this is a systemic pattern rather 

than an isolated incident. 

Three causal themes emerged consistently across reviewed cases: (1) Classification Complexity determining 

whether an incident qualifies as a personal data breach under Article 4(12), particularly for Article 9 special 

category data, frequently requires multi-day legal-technical deliberation; (2) Cross-Functional Coordination, 

involvement of IT, legal, compliance, and vendor partners creates coordination bottlenecks incompatible with 

72-hour timelines; and (3) Manual Reporting Workflows reliance on manual processes for impact assessment, 

DPO review, report drafting, and audit documentation introduces latency at each stage. Importantly, EDPB 

guidance explicitly permits phased reporting under Article 33(4), yet the review found that healthcare 

organizations rarely utilize this provision, incurring entirely avoidable enforcement actions. 

These findings establish the specific operational problem the framework addresses: not breach detection, but the 

post-detection compliance workflow. They also confirm the face validity of the four simulation scenarios, each 

of which corresponds to a documented ENISA (2023) healthcare breach typology and an identified delay cause. 

Simulation Results 

Mean Time to Report (MTTR) 

Table 4 presents MTTR results for all four scenarios across ten simulation iterations each. Manual workflows 

produced mean MTTRs ranging from 36.0 to 72.0 hours, reflecting delays associated with legal review queuing, 

DPO scheduling, and manual report drafting. Automated workflows achieved mean MTTRs between 6.0 and 

12.0 hours across all scenarios, representing a consistent 83.3% reduction. All 40 automated workflow iterations 

completed notification within 15 hours, well within the 72-hour statutory window. No manual workflow scenario 

achieved completion within the 72-hour window across all ten iterations. 

Table 4: Manual vs. Automated MTTR Across All Scenarios (n = 10 per scenario) 

Scenario 
Manual MTTR 

hrs (M ± SD) 

Automated MTTR 

hrs (M ± SD) 
Reduction t-statistic p-value 

Insider Access 48.0 ± 6.2 8.0 ± 1.1 83.3% t(9)=18.4 p < 0.001 

Ransomware Attack 60.0 ± 8.4 10.0 ± 1.7 83.3% t(9)=21.1 p < 0.001 

Cloud Misconfiguration 36.0 ± 4.9 6.0 ± 0.9 83.3% t(9)=20.7 p < 0.001 

Vendor Data Leak 72.0 ± 9.1 12.0 ± 2.0 83.3% t(9)=22.6 p < 0.001 

Overall Average 54.0 ± 7.2 9.0 ± 1.4 83.3% — p < 0.001 

Table 4. M = Mean; SD = Standard Deviation. t-statistics are for paired t-tests (df = 9) comparing manual and 

automated MTTR within each scenario. All results confirmed by non-parametric Wilcoxon signed-rank test (all 

p < 0.001). Normality of MTTR distributions confirmed by Shapiro-Wilk test (all p > 0.05) prior to parametric 

analysis. 

Standard deviations in automated MTTR ranged from ±0.9 hours (cloud misconfiguration) to ±2.0 hours (vendor 

data leak), confirming consistent performance across iterations. The higher variance in the vendor data leak 

https://rsisinternational.org/journals/ijriss
https://rsisinternational.org/journals/ijriss
http://www.rsisinternational.org/


INTERNATIONAL JOURNAL OF RESEARCH AND INNOVATION IN SOCIAL SCIENCE (IJRISS) 

ISSN No. 2454-6186 | DOI: 10.47772/IJRISS | Volume X Issue V May 2026 

Page 2694 www.rsisinternational.org 

 

 

scenario reflects additional processing time required for sub-processor data lineage cross-referencing, an 

operationally expected complexity in multi-party breach events. Manual MTTR standard deviations were 

substantially higher (±4.9 to ±9.1 hours), reflecting the inherent unpredictability of human-led coordination 

processes. 

The 83.3% MTTR reduction is consistent with the broader SIEM-SOAR automation literature. Kinyua and 

Awuah (2021) report 70-85% reductions in mean response times through incident response automation, and the 

International Journal of Computing and Engineering (2024) documents comparable improvements in integrated 

SIEM-SOAR-AI architectures. The present results extend these findings specifically to the regulatory 

notification domain, demonstrating that automation gains observed in containment workflows translate to 

compliance reporting when appropriately designed notification logic is integrated. 

It should be noted that these MTTR figures were generated in a controlled virtualized testbed. Real-world 

performance may differ due to factors including legacy system integration delays, incomplete log availability, 

and organizational governance overhead. These constraints are acknowledged and discussed in Section 4.3. 

Classification Accuracy 

Table 5 presents per-scenario classification accuracy results, disaggregated by true positives, false positives, and 

false negatives. The classification engine correctly identified GDPR-reportable breaches in 38 of 40 simulation 

runs, achieving 95% overall accuracy. Insider access, ransomware, and vendor data leak scenarios achieved 

100% per-scenario accuracy. Crucially, zero false positives were recorded across all 40 runs. 

Table 5: Classification Engine Accuracy by Scenario (n = 10 per scenario) 

Scenario Total Runs 
True 

Positives 

False 

Positives 
False Negatives 

Per-Scenario 

Accuracy 

Insider Access 10 10 0 0 100% 

Ransomware Attack 10 10 0 0 100% 

Cloud Misconfiguration 10 8 0 2 80% 

Vendor Data Leak 10 10 0 0 100% 

Total / Overall 40 38 0 2 95% 

Table 5. False negatives were exclusively associated with ambiguous metadata in cloud misconfiguration 

scenarios (see post-hoc analysis in text). No false positives were recorded across any scenario. True Positive = 

GDPR-reportable breach correctly identified; False Positive = non-reportable event incorrectly flagged; False 

Negative = GDPR-reportable breach missed. 

Post-hoc analysis of the two false negative cases identified a specific and reproducible cause: both involved 

multi-tenant cloud storage environments in which storage permission audit logs were partially overwritten prior 

to SIEM ingestion, resulting in incomplete metadata available to the classification engine. The Clinical BERT 

component flagged these records as requiring human review (threshold-boundary classification), but the risk 

scoring module produced a sub-threshold score in the absence of complete field data, resulting in a false negative 

at the automated threshold. This root cause is addressable through a targeted technical mitigation: 

implementation of append-only cloud storage audit logs triggered before any permission change event, ensuring 

classification engine inputs are preserved regardless of subsequent configuration alterations. 

The 95% accuracy aligns with established benchmarks for Clinical BERT-based privacy risk classification in 

EHR data (Dogo et al., 2025). The zero false positive rate is of particular regulatory significance: over-reporting 

to supervisory authorities was identified by the ICO in 2018 as imposing unnecessary regulatory burden (IAPP, 

2018), and a classification system generating false positives would undermine both operational efficiency and 

the credibility of genuine notifications. 
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Report Completeness 

Table 6 disaggregates the overall 92% completeness finding at the individual Article 33 mandatory field level, 

providing the field-level transparency required for reproducibility assessment. 

Table 6: Field-Level Report Completeness for Automated Article 33 Notifications 

GDPR Art. 33 

Mandatory Field 
Automation Source 

Auto-

populated 

Rate 

Human Intervention 

Required 

Incident Description SIEM alert metadata extraction 10/10 — 100% None required 

Data Categories 

Affected 

Classification engine sensitivity 

tags 

10/10 — 100% None required 

Number of Data 

Subjects 

Record-count logs + identity 

system cross-reference 

9/10 — 90% Manual validation in 1 

ambiguous run 

Likely Consequences Risk scoring module output 

mapping 

9/10 — 90% DPO review flagged in 1 

edge case 

Mitigation Measures 

Taken 

Automated containment action 

logs 

10/10 — 100% None required 

Legal Narrative 

Justification 

Interpretive, flagged for 

mandatory DPO input 

0/10 — 0% Full human authorship 

required (by design) 

DPO / Controller 

Contact Details 

Organizational directory registry 

lookup 

10/10 — 100% None required 

Overall Completeness 

(weighted) 

All mandatory fields combined 92% 8% require DPO 

narrative input 

Table 6. Field-level auto-populated rates represent the proportion of simulation runs in which each field was 

correctly populated without human intervention. The 0% rate for Legal Narrative Justification is a deliberate 

design choice, not a technical failure. DPO = Data Protection Officer. 

Five of the seven mandatory field categories achieved 90-100% auto-population rates. The 'number of data 

subjects' and 'likely consequences' fields required occasional DPO validation in edge cases where record-count 

logs contained ambiguities. The legal narrative justification field was deliberately excluded from automated 

generation: GDPR Article 5(2)'s accountability principle requires controllers to demonstrate the interpretive 

basis for breach notification decisions, and automated narrative generation without human oversight would 

expose organizations to regulatory challenge regarding the defensibility of their reasoning. This design choice 

is therefore not a limitation but a principled compliance decision, consistent with Grishchenko et al.'s (2025) 

observation that full legal narrative automation remains an unresolved challenge. 

Manual Workload Reduction 

Across all four scenarios, the framework eliminated an average of 60% of manual workflow steps, measured as 

the number of human decisions and action points required between breach detection and regulator submission. 

Eliminated steps included: manual alert triage, legal reportability assessment, data sensitivity confirmation, data 

subject count estimation, mitigation documentation, and initial report drafting. Retained human steps comprised: 

legal narrative authorship, DPO sign-off, and final submission authorization, precisely the steps requiring 

regulatory judgment and legal accountability. This concentration of human expertise on high-value interpretive 

tasks, while automating high-volume procedural steps, enables proportionate compliance resourcing across 

healthcare organizations of varying sizes and staffing levels. 

https://rsisinternational.org/journals/ijriss
https://rsisinternational.org/journals/ijriss
http://www.rsisinternational.org/


INTERNATIONAL JOURNAL OF RESEARCH AND INNOVATION IN SOCIAL SCIENCE (IJRISS) 

ISSN No. 2454-6186 | DOI: 10.47772/IJRISS | Volume X Issue V May 2026 

Page 2696 www.rsisinternational.org 

 

 

DISCUSSION 

Regulatory Timing and the Phased Notification Provision 

The consistent achievement of automated MTTR between 6 and 12 hours across all 40 iterations demonstrates 

that the proposed framework can reliably meet GDPR Article 33's 72-hour requirement with a substantial safety 

margin, even in the most complex scenario (vendor data leak, M = 12.0 hours). This margin is particularly 

valuable in healthcare contexts where post-detection forensic investigation may continue in parallel with initial 

notification. The framework's design supports early-phase notification aligned with EDPB Article 33(4) 

provisions, enabling organizations to submit initial regulator notifications promptly while supplementary 

investigation continues, the precise regulatory provision that enforcement cases show healthcare organizations 

chronically under-utilized. 

Classification Precision and Regulatory Implications 

The 95% classification accuracy, with both misclassifications attributed to a specific, addressable technical cause 

and zero false positives across 40 runs, demonstrates a performance profile suited to the regulatory notification 

context. The balanced precision-recall performance avoids both the missed-notification risk of under-

classification and the regulatory-burden risk of over-notification. The post-hoc identification of incomplete cloud 

audit logs as the misclassification root cause provides a concrete, actionable technical recommendation that 

healthcare organizations implementing cloud storage infrastructure can directly adopt. 

Human-in-the-Loop as Principled Design Requirement 

The deliberate retention of DPO authorship for legal narrative justification is a principled design requirement 

grounded in GDPR Article 5(2) rather than a technical limitation. The framework's design philosophy automates 

factual field population, preserves human judgment for interpretive regulatory decisions, and reflects an explicit 

recognition that legal defensibility requires demonstrable human accountability. This approach also positions 

the framework for regulatory acceptance, as supervisory authorities are more likely to recognize notifications 

produced under human-reviewed hybrid workflows than those generated fully autonomously. 

Limitations and Boundary Conditions 

Several limitations must be transparently acknowledged. First and most importantly, these results derive from a 

controlled virtualized testbed using synthetic data. They should not be interpreted as evidence that the framework 

is ready for production deployment in live healthcare environments. Real-world factors not captured in the 

simulation, legacy EHR system incompatibilities, vendor contract governance delays, multi-jurisdictional DPA 

reporting requirements, and organizational data governance complexity may substantially affect performance. 

Prospective pilot deployments in real healthcare environments are the next essential steps. 

Second, the sample size of n = 10 iterations per scenario, while appropriate for controlled virtualized testbed 

designs (Marsh-Armstrong et al., 2024; Ferreira et al., 2023) and sufficient for statistical significance given the 

large observed effect sizes, limits the generalizability of variance estimates. Larger simulation studies and, 

ultimately, real-world longitudinal data are needed to establish performance confidence intervals suitable for 

regulatory guidance. 

Third, the classification engine's performance in cloud misconfiguration scenarios reveals a dependency on log 

completeness that may vary substantially across healthcare IT infrastructures with different cloud provider 

configurations, log retention policies, and storage permission governance models. Organizations considering 

implementation should conduct infrastructure-specific validation of log completeness prior to deployment. 

Fourth, the study was conducted in a single regulatory jurisdiction (EU GDPR). Cross-jurisdictional 

applicability, particularly for organizations subject to both GDPR and HIPAA, requires further dedicated 

investigation, as the two frameworks differ materially in their notification thresholds, content requirements, and 

breach definition scopes. 
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Fifth, the manual workflow baseline times were estimated through expert elicitation and cross-validation against 

published DPA case timelines rather than being measured in live organizations. This is a necessary 

methodological constraint given the impossibility of controlled manual breach response experiments in real 

healthcare settings, but it introduces estimation uncertainty that real-world studies could reduce. 

CONCLUSION 

The GDPR's 72-hour breach notification timeline is one of the most operationally challenging regulatory 

obligations facing healthcare organizations processing sensitive Article 9 personal data. Enforcement data 

confirm that procedural post-detection bottlenecks, not detection technology failures, are the primary compliance 

barrier. This study addressed this gap by designing, specifying in reproducible technical detail, and evaluating 

through controlled simulation experiments (N = 40) a healthcare-specific GDPR breach notification automation 

framework. 

The simulation results provide preliminary proof-of-concept evidence that the proposed architecture is both 

technically feasible and potentially effective. Mean MTTR was reduced by 83.3% compared to manual baselines 

(automated M = 9.0 ± 1.4 hours; all iterations within the 72-hour window), with statistical significance confirmed 

by both paired t-test and non-parametric Wilcoxon signed-rank test. Classification accuracy reached 95% across 

40 runs, with zero false positives and two false negatives attributed to a specific and addressable technical root 

cause. Field-level analysis demonstrated 92% auto-population of mandatory Article 33 fields, with legal 

narrative justification deliberately reserved for DPO authorship. Manual compliance workload was reduced by 

60%. 

These findings must be interpreted within their methodological scope. This is a simulation-based feasibility 

study, not a validated real-world deployment. The results demonstrate that the architecture is technically coherent 

and performs as intended in a controlled environment, supporting the case for prospective real-world piloting. 

They do not establish that the framework will achieve equivalent performance across the heterogeneous 

infrastructure, governance, and vendor-ecosystem complexity of live healthcare environments. 

A pathway to real-world validation is therefore the highest-priority direction for future research. Additionally, 

future work should address: (1) AI-assisted legal narrative generation using schema-constrained LLMs to reduce 

DPO review time while preserving accountability; (2) cross-jurisdictional framework adaptation for 

HIPAA/GDPR dual-compliance environments; (3) automation of downstream processes, including data subject 

notifications and sub-processor coordination; and (4) longitudinal performance evaluation across evolving 

cybersecurity threat landscapes. 

This study provides a technically detailed, empirically grounded, and appropriately scoped contribution toward 

automating GDPR breach notification workflows in healthcare, a critical step toward regulatory resilience, 

organizational accountability, and strengthened data protection governance in an increasingly threat-exposed 

sector. 
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