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ABSTRACT 

The environment plays a central role in shaping students’ morals and ethics, encompassing three main 

dimensions: the family environment, higher education institutions, and the digital society. In the digital era, these 

three dimensions face increasingly complex challenges alongside the massive growth of information technology 

and social media usage. This article aims to examine the influence of both physical and digital environments on 

the moral and ethical development of university students, as well as to identify various ethical problems emerging 

as their consequences. This study uses an empirical research design with a descriptive quantitative approach by 

distributing questionnaires to university students as respondents. The results show that the digital environment 

has a dual impact. On one side, it helps expand students’ moral perspectives through easy access to global 

information. On the other side, it also brings various ethical challenges such as plagiarism, cyberbullying, social 

media addiction, and the spread of hoaxes. The family still plays a key role as the main foundation in shaping 

moral values, although this role is often limited by differences in digital literacy between generations. Meanwhile, 

universities are expected to integrate ethics education and digital literacy into their curricula in a more structured 

way. Therefore, comprehensive efforts involving families, universities, governments, and students as agents of 

change are needed to build a generation that is not only intellectually capable but also strong in morals and ethics 

in the digital era. 
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INTRODUCTION 

The environment has a significant influence in shaping a student’s understanding of what is right and wrong. 

The family environment, as the smallest unit, lays the foundation for core values; the campus environment 

provides a framework for professional and intellectual ethics, and the community, which serves as a social setting, 

plays a significant role in daily moral decision-making. As the primary institution for character formation, the 

family plays a strategic role in instilling fundamental moral values. However, in today’s digital era, the role of 

the family is often overshadowed by the strong influence of social media. Universities, as formal educational 

institutions, are also required to adapt to this condition, not only by incorporating digital literacy into learning 

but also by providing ethics education that is relevant to current digital challenges. 

However, changes in culture and the demands of modern life have made the student environment increasingly 

complex. Social pressure to achieve instant success, along with exposure to foreign cultures that do not always 

align with national values, often triggers moral issues. Problems such as declining respect, lack of academic 

integrity, and reduced social empathy indicate that the environment in which students grow is facing serious 

challenges. Therefore, understanding how the environment influences students’ ethical development is very 
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important to ensure the future generation is not only academically intelligent but also has strong character. 

Students are part of an intellectual group that is going through an important phase in shaping their moral and 

ethical identity. In the past, moral development was largely influenced by limited physical environments, such 

as family values, community norms, and campus culture. However, the digital era has removed these boundaries 

and created a new space known as cyberspace. 

The digital era has brought unavoidable changes to daily life, especially in how people interact. The 

development of digital technology has facilitated communication, becoming a means of interaction that 

connects everyone and enables long-distance communication compared to using post or telegrams, which 

take much longer to deliver messages. (Zis et.all, 2021). However, alongside the rapid growth of digital 

technology, new problems have also emerged, particularly related to user privacy and responsibility. These 

developments have affected social interactions and societal values, including ethics and morality, due to 

the ease of accessing information especially among teenagers. In fact, many cases of unethical and immoral 

behavior are often found among teenagers. (Runni and Padian, 2022).  

Morals and ethics are fundamental pillars in shaping a student's character as an academic. As a group in 

transition to adulthood, students often find themselves at a crossroads of values where their personal 

integrity is tested. This moral growth does not occur in a vacuum but rather is the result of ongoing 

interactions between individuals and their surroundings. Ethics are the foundation of student character. 

Good students certainly possess good ethics. However, not all students pay attention to ethics. Today, there 

are many issues or cases of students lacking ethical behavior in educational settings. A lack of respect for 

lecturers is often a problem for student ethics. Therefore, it can be concluded that there are still students 

who lack ethical behavior in educational settings and should be aware of and apply ethics in educational 

contexts. Moral education, or the process of shaping individuals with strong moral values, is something 

that cannot be overlooked. For adolescents, moral development is especially important because it helps 

build awareness of their role and responsibility as the future generation of the nation (Ujang et al., 2022). 

Moral values guide individuals to behave in ways that respect others’ rights and show empathy toward 

people around them. At the same time, ethics contributes to the formation of adolescent identity by helping 

them understand social values and face life’s challenges with integrity. Therefore, in today’s digital era, 

teaching ethics and morality to adolescents is essential to nurture a generation that can contribute positively 

to their surroundings. 

Problems arise when moral values taught in physical environments fail to adapt to the realities of a digital 

environment that is both instantaneous and free of control. Without proper guidance, students are at risk of 

experiencing moral confusion and losing their ethical direction when navigating the digital world. This can be 

seen in various phenomena such as academic plagiarism facilitated by technology, excessive use of social media, 

the spread of hoaxes, cyberbullying, and declining empathy in social interactions. These issues clearly show that 

students’ moral and ethical development is currently facing serious challenges. For this reason, a deeper 

examination of how environmental factors influence students’ moral and ethical growth in the digital era is both 

relevant and urgent. 

RESEARCH METHOD 

This study employs an empirical research design using a descriptive quantitative approach. Empirical research 

was chosen because the study focuses on collecting data directly from respondents to examine the influence of 

family environment, higher education institutions, and digital society on the moral and ethical formation of 

university students in the digital era. The descriptive quantitative approach was applied to describe social 

phenomena based on numerical data obtained from questionnaire responses. 
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The sources of data in this study consist of primary and secondary data. Primary data in this study were collected 

by distributing questionnaires to university students as respondents. Meanwhile, secondary data were obtained 

from journals, books, scientific articles, and other academic sources related to morality, ethics, digital literacy, 

and the impact of social media on students. 

The data collection process used an online questionnaire based on a Likert scale, allowing respondents to express 

their level of agreement with the statements provided. The questionnaire contained statements related to the 

influence of family environment, campus environment, and digital environment on students’ moral and ethical 

development. In addition, open-ended questions were included to explore respondents’ perspectives regarding 

the greatest moral challenges in the digital era and possible solutions for strengthening students’ ethics. 

The population of this study consisted of university students, while the research sample comprised 108 student 

respondents who completed the questionnaire. The data were analyzed using descriptive quantitative techniques 

by calculating the percentage of respondents’ answers for each research indicator. The analysis aimed to identify 

the most dominant environment influencing students’ ethical formation as well as the most significant negative 

impacts of social media perceived by the respondents. 

The results of the analysis were then presented in the form of tables, percentages, and descriptive explanations 

to give a clear and comprehensive picture of students’ moral and ethical conditions in the digital era. Through 

this approach, the study is expected to provide empirical insights into how environmental factors shape students’ 

character, as well as serve as a reference for developing strategies to strengthen ethics and digital literacy in 

higher education. 

DISCUSSION 

The Influence of the Environment on Student Morals and Ethics 

Morality is an inseparable part of human life. Although individuals may develop their own moral standards 

without relying on religion, such standards can easily become subjective and be used to serve personal 

interests, which may lead to inconsistent or biased judgments. This is not the case with religious morality; 

morality originates from God and is related to common sense, conscience, and faith in God. Therefore, 

good integrity cannot be expected outside of religion. (Muhammad, 2020). Morality is concerned with 

prohibitions and actions, discussing right and wrong, and always referring to human good and bad. Morality 

is closely related to issues such as traditional moral knowledge, moral reasoning, empathy, sympathy, and 

concern for the well-being of others without regard for oneself. 

In simple terms, morality deals with how individuals socialize and interact within a community. It can also 

be viewed as the absolute values upheld by society. Because of this, many people look to educational 

institutions to do more than just transfer knowledge and skills; they hope these institutions will also shape 

character, attitudes, and proper behavior in everyday life. 

While ethics is a universal human issue, wherever people live in a community, ethics and manners 

undoubtedly serve as guidelines for good and bad behavior in their interactions. Young people and teenagers 

are more productive and accomplished. Self-esteem will naturally increase. Awards will be earned, and 

trust will continue to grow within their community. However, adolescents need self-control in their 

relationships with God. (Leuwol et al., 2023). 

Discussing ethics as a science that investigates moral or ethical responses is tantamount to discussing morals 

(mores The term “moral” originates from Latin, meaning habit or custom. Similarly, the word “ethics” has an 

etymological meaning that is essentially the same as “moral,” as both refer to habits or customs that guide human 
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behavior. (Massofa, 2008 ).  

Ethics can be divided into two types (Keraf: 1991: 23) . The first is descriptive ethics, which is a part of ethics 

that critically and rationally examines human attitudes and behavior and what is pursued by everyone in their 

lives as something valuable. This means that descriptive ethics talks about facts as they are, namely about human 

values and behavior as facts related to cultural situations and realities. The second is normative ethics , which is 

ethics that determines various attitudes and behaviors that are ideal and should be possessed by humans or what 

should be carried out by humans and what actions are valuable in this life. So normative ethics are norms that 

can guide humans to act well and avoid bad things, in accordance with the rules or norms agreed upon and 

applicable in society.  

The influence of the digital environment on student morality can be seen from two different sides. On the positive 

side, the internet provides wide and open access to knowledge, enabling students to broaden their moral 

perspectives. Online discussions about humanitarian issues, social justice, and global ethics can help increase 

students’ moral awareness. Rianto (2019) explains that when used wisely, social media can function as a digital 

public space that encourages participation and strengthens collective moral awareness. Despite the strong 

influence of the digital environment, the family still plays a central role as the main foundation in shaping 

students’ moral values. The values instilled by parents from an early age act as a filter that helps individuals 

respond to various external influences, including those from the digital world. 

However, families today face increasingly complex challenges in the digital era. Many parents lack an adequate 

understanding of the dynamics of the digital environment confronting their children, who are now college 

students. The digital literacy gap between the parent and child generations creates a difficult divide , making 

family supervision and moral guidance less effective. Universities, as formal educational institutions, bear a 

significant responsibility in shaping the morals and ethics of students. Integrating digital literacy into the 

curriculum at every higher education institution is crucial as a systematic effort to equip students with critical 

thinking skills and ethical behavior in the digital space. Integrated character education in courses, whether 

through dedicated ethics courses or through the internalization of moral values in every learning process, is an 

urgent need.  

Fahrimal (2018) also emphasizes that universities need to build academic environments that uphold both 

intellectual and moral integrity. Ethical values should not only be taught in theory but also practiced in everyday 

campus life. A supportive academic environment includes open discussions, respect for different viewpoints, and 

a shared commitment to honesty, responsibility, and fairness. 
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The following section presents the results of research conducted on students regarding the influence of 

environmental factors on their moral and ethical awareness in the digital era: 

When examining the various factors that shape students’ ethical frameworks in today’s digital context, the 

findings highlight the significant role of both institutional and social environments. The data shows clear 

differences in how each environment contributes to students’ moral awareness and ethical behavior. 

Based on the data presented in the chart, the university environment appears as the most dominant factor, 

contributing 50% of the overall influence on student ethics. This is supported by the finding that around 85% of 

respondents acknowledge the positive role of the campus environment. Universities are not only places for 

academic learning but also serve as important spaces for: 

1. Character Building: Encouraging responsibility through structured systems and expectations. 

2. Academic Integrity: Promoting honesty in research and learning activities. 

3. Digital Literacy: Equipping students with the ability to critically navigate information and use technology 

responsibly. 

Although the campus has the largest immediate influence, the role of the family remains fundamental. The data 

shows that 33% of the influence comes from the family environment. In fact, around 80% to 90% of respondents 

still consider the family as the main foundation in shaping their moral values. 

 This difference between the percentage in the chart (33%) and the high level of acknowledgment (80–90%) 

indicates that the family provides the initial moral foundation, while the campus becomes the place where these 

values are further developed, tested, and adapted to real-life situations. Meanwhile, social media accounts for 

17% of the influence, making it the smallest contributor compared to family and campus. Even so, its role 

remains significant in the digital era. Social media acts as a continuous source of influence that shapes how 

students view responsibility, privacy, and communication in their daily lives. 

Overall, these findings show that students’ ethical development is not shaped by a single factor, but by the 

interaction between family upbringing, campus environment, and digital exposure. The family lays the 

foundation of moral values, while universities play the largest role in strengthening and applying these values in 

academic and digital contexts. Therefore, universities have an important responsibility to continue improving 

their role in character building, as they are the most influential environment in shaping ethically responsible 

individuals in the digital era. 

The Role and Challenges of Student Moral Growth in the Digital Era 

In understanding how students develop morally in today’s context, the digital environment presents a clear 

paradox. On one hand, digital platforms make access to information more open and widespread than ever before. 

However, on the other hand, they also create conditions that can weaken ethical standards in a more systemic 

way. This is reflected in the empirical data shown in the pie chart titled “Negative Impact of Social Media,” 

where moral issues among university students are not isolated cases, but are distributed across four main and 

interconnected areas: the spread of hoaxes (27%), academic plagiarism (26%), social media addiction (25%), 

and cyberbullying (24%).   
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The relatively balanced percentages across these categories suggest that digital spaces consistently place pressure 

on students’ moral stability. Each of these areas highlights specific vulnerabilities that students face in 

maintaining ethical behavior in academic environments: 

Epistemic Crisis and the Spread of Disinformation (27%) 

The highest percentage, at 27%, relates to the spread of hoaxes, indicating a serious issue in students’ digital 

literacy and critical thinking skills. Even though students are expected to act as intellectual individuals who value 

truth, many are still influenced by confirmation bias and the tendency to share information impulsively. From an 

ethical perspective, this behavior contradicts the principles of honesty and social responsibility, as the line 

between factual information and false narratives becomes increasingly unclear and disrupts rational public 

discussion.. 

Decline of Academic Integrity through Digital Plagiarism (26%) 

At 26%, academic plagiarism shows how easy access to digital information can reduce students’ motivation to 

produce original work. Practices such as copying and pasting, manipulating data, and using others’ intellectual 

work without proper acknowledgment have become more common. This issue goes beyond simple copyright 

violations; it reflects a deeper shift in mindset, where students focus more on results rather than valuing the 

learning process itself as something meaningful and transformative.. 

Psychological Pressure and Social Media Addiction (25%) 

 Social media addiction, which accounts for 25%, introduces both psychological and moral challenges. 

Dependence on virtual validation and the continuous feedback systems within digital platforms can distract 

students from their academic responsibilities and social roles. In terms of moral development, this condition can 

reduce self-awareness, limit deep reflection, and weaken empathy, making it harder for students to build 

meaningful real-world relationships. 

De-individuation and the Decadence of Empathy via Cyberbullying (24%) 

 Although cyberbullying has the lowest percentage at 24%, it remains a serious concern. Features such as 

27%

26%
25%

24%

Negative Impact of Social Media

Spread of Hoaxes Academic Plagiarism Social Media Addiction Cyberbullying23,6
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anonymity and physical distance in digital communication often make individuals feel less responsible for their 

actions. This can lead to harmful behaviors such as harassment, hate speech, and personal attacks without the 

immediate sense of guilt that usually occurs in direct interactions. As a result, empathy and respect in social 

relationships gradually decline. 

When viewed as a whole, these findings clearly show that students’ moral development cannot be left to evolve 

naturally within an uncontrolled digital environment. The small gap between the percentages (only around 3%) 

indicates that these issues are interconnected and continuously reinforce one another. Therefore, higher education 

institutions have an important responsibility to redesign their learning approaches by integrating cyber ethics 

more deeply. Students need to be guided to move from being passive users of digital technology into individuals 

who are critical, responsible, and grounded in strong ethical values. 

Digital literacy becomes a key factor in determining how students behave morally in the digital world. Students 

who possess strong digital literacy skills are not only capable of using technology effectively, but also able to 

critically evaluate the information they encounter, understand the ethical consequences of their actions, and act 

responsibly as digital citizens. 

Rianto (2019), in his research on digital literacy and social media ethics in the post-truth era, highlights that the 

ability to verify information and reject hoaxes is an essential component of moral competence today. Students 

who lack sufficient digital literacy are more likely to spread misinformation, which can ultimately disrupt social 

harmony and weaken public morality. 

Similarly, Sabrina (2019) explains that good digital literacy can serve as a preventive measure against the spread 

of hoaxes and disinformation. In the context of moral development, this means that students are better equipped 

to distinguish between ethical and unethical content, and have the courage to reject and challenge content that 

goes against human values. 

Building an Environment that Supports Student Moral Growth 

A university is a higher education environment that is open, not exclusive. It forms its own distinct society 

known as the academic community, complete with unique activities and regulations. This creates a specific 

atmosphere often called an academic vibe. According to Widyanto (2007), an academic community is 

characterized by being critical, objective, analytical, creative, and constructive. It should be open to criticism, 

value time and scientific achievement, remain free from prejudice, engage in dialogue, uphold academic ethics, 

and be dynamic and future-oriented. 

As members of the academic community, students play a dual role as both learners and contributors in the 

educational process. Therefore, they must understand and apply academic ethics, especially in their interactions 

with lecturers and fellow students. Ethics serves as a guiding framework that helps students control their 

behavior and make responsible decisions. A deeper understanding of ethics is essential in shaping students into 

future leaders who uphold integrity and moral responsibility. 

Within the academic setting, students have specific rights, obligations, and prohibitions, the latter often 

accompanied by sanctions. One of the primary rights is access to education and academic services. Additionally, 

students are entitled to utilize campus infrastructure and facilities to explore their talents and interests. Self-

development activities are typically facilitated through co-curricular and extracurricular programs. These 

activities are designed not only to enhance students’ knowledge and technical abilities but also to strengthen 

their mental attitudes and character. 

Addressing the complex moral challenges of the digital era requires a comprehensive approach that involves 

multiple stakeholders. Universities need to design curricula that integrate digital ethics across all learning 
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processes, rather than treating it as a separate subject. Boyd (2014) emphasizes that responsibility in online 

interactions is a fundamental value that must be instilled in younger generations. 

At the same time, families need to improve their understanding of the digital environment so they can provide 

more relevant guidance to students. Open communication between parents and children about their digital 

experiences, including the ethical challenges they encounter, is essential in strengthening the family’s role in 

moral development. 

Finally, the government and related institutions also play an important role in creating a safer digital environment. 

This can be done by strengthening regulations and enforcing laws such as the Electronic Information and 

Transactions Law (UU ITE). However, regulations alone are not sufficient. There must also be cultural efforts 

to promote ethical awareness and responsible behavior in digital spaces, so that a healthier and more morally 

grounded digital ecosystem can be achieved. 

Students need to be encouraged to become agents of change within their digital environment. Utilizing 

social media to disseminate positive, educational, and inspiring content represents a concrete manifestation 

of active morality. Hampton et al. (2011) argue that participation in constructive discussions on social media 

can help mitigate the negative effects of excessive usage while simultaneously strengthening social 

cohesion and collective morality. 

The digital era brings both positive and negative impacts, creating challenges that must be addressed 

carefully. One of the most pressing issues is the decline of moral values within society, particularly among 

students, which has become a serious socio-cultural concern (Setiawan, 2017). Technological advancement 

is inevitable, and its influence on the lifestyles and mindsets of young people is increasingly evident. 

Therefore, society must actively respond to rapid developments in technology and information (Najibullah 

et al., 2023). Furthermore, varying interpretations of digital transformation often lead to misconceptions 

within the public, especially regarding ethical behavior in online spaces (Rahman et al., 2023). 

To build true competency, students must go beyond simply mastering science and technology; they also need 

to develop professional attitudes and a well-rounded personality. Therefore, it is essential to have guidelines 

that serve as ethical standards for behavior on campus, reflecting the values of a religious, scientific, and 

educated community. As members of this community who value humanity and politeness, students are expected 

to respect themselves, others, and the academic environment they belong to. Education, therefore, should not 

be limited to knowledge acquisition but must also focus on character building, independence, social skills, and 

moral development (Zuchdi, 2010). 

The Law of the Republic of Indonesia Number 20 of 2003 regarding the National Education System outlines 

the functions and goals for national education. Article 3 states that national education functions to develop 

character and civilization in order to educate the nation. Its goal is to develop students' potential so they become 

pious, noble, healthy, knowledgeable, capable, creative, independent, and responsible citizens. Education 

instills cultural values in students, shaping their character so they can apply these values as religious, 

nationalistic, and productive members of society. Hudiarini (2017) suggests that developing character 

education is a strategic move for the nation's future success, requiring careful planning and effective teaching 

methods. 

Higher education is known as a community that upholds objectivity, scientific truth, and openness. It bears the 

responsibility of advancing knowledge to solve societal problems using modern methods. Scientific knowledge 

itself is defined as systematic, rational, empirical, and cumulative understanding produced by the human mind 

within the limits of space and time. 
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Ideally, education should encompass virtuous knowledge, attitudes, beliefs, and behaviors that can be described 

in moral terms. The main objective of moral education is to prepare individuals to be independent, understand 

moral principles, and commit to acting on them. Moral education includes key elements such as ethical 

understanding, moral reasoning, empathy for others, and moral inclination. (Zuchdi, 2010:43). 

Based on the explanation above, moral education can be interpreted as an effort to help students internalize 

values, manners, norms, and ethics. The ultimate goal is to form autonomous individuals who understand these 

values and are committed to acting consistently with them.  

By utilizing the cognitive aspect, a person can think things through before taking action. In this context, the 

affective aspect plays a crucial role, as it enables individuals to distinguish between right and wrong and guides 

them in making ethical decisions. This aspect can be strengthened through the development of spiritual 

awareness and devotion, which encourage individuals to follow moral principles and avoid unethical behavior. 

Consequently, students are better equipped to make responsible and ethically sound decisions in both real and 

digital environments. 

Students are individuals who are pursuing higher education, whether at a public or private university. According 

to Notoatmodjo, education, in general, is any planned effort to influence others, whether individuals, groups, or 

communities, so that they do what is expected by the educational practitioners.(Hayati, 2013) 

It can be said that educational ethics is an educational process that takes place ethically and continuously in a 

person's life through teaching and emphasizing ethics itself so that habits, abilities, talents, and interests can be 

developed in balance with good and correct ethics in living their lives. "On average, everyone recognizes 

education and carries out education, both formal and non-formal. Education is inseparable from ethics in human 

life. Children receive education from their parents, and after these children have grown up and have families, 

they will also provide education for their children and educate them well according to ethics that are usually 

inherited or can be called customs." (Fajri Annur, 2021) 

Ethics and education are two very closely related and inseparable principles. A person who is educated and said 

to be educated will be seen from his or her way of life, which demonstrates good, polite, and courteous ethics 

(actions and words). This is the foundation of ethics because , according to Umar Tirtaraharja, "Education aims 

to help students develop their human potential. Human potential is the seed of the possibility of becoming human. 

Education will take place well and be successful if an educator understands and applies the concept of good role 

models based on good ethics and morals." (Fajri Annur, 2021).  

CONCLUSION  

The environment significantly influences students’ moral and ethical development, including the family, campus, 

community, and digital space. The family serves as the primary foundation for moral values; however, its role is 

increasingly challenged by the intergenerational digital literacy gap. Higher education institutions, therefore, 

must take responsibility not only for intellectual development but also for character formation by integrating 

ethical values into all aspects of the learning process. 

The digital era presents serious challenges to students’ moral development. Issues such as plagiarism, 

cyberbullying, social media addiction, and the spread of hoaxes demonstrate how poorly managed digital 

environments can erode ethical values. Thus, digital literacy should not be viewed merely as a technical skill but 

as a moral competency that enables students to navigate cyberspace responsibly and ethically. Strengthening 

students’ morals and ethics requires a continuous and comprehensive approach involving multiple stakeholders. 

Families must enhance their understanding of digital dynamics, universities must develop curricula that integrate 
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ethical awareness into learning, and governments must strengthen regulations within the digital space. At the 

same time, students themselves must take an active role as agents of moral change. Through strong collaboration 

among all parties, meaningful moral and ethical development can be achieved, ultimately shaping a generation 

that is not only intelligent but also possesses strong character and integrity. 
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