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ABSTRACT 

Malaysia’s energy industry is increasingly dependent on connected information technology and operational 

technology systems, creating greater reliance on a limited and highly specialised cybersecurity workforce. 

Retaining these professionals remains difficult due to occupational pressure, limited career growth, 

compensation concerns, inadequate support and competition for scarce skills. Their departure may weaken cyber 

capability and operational continuity, yet direct evidence from Malaysia’s energy industry remains limited. This 

review identifies the principal challenges affecting cybersecurity talent retention and examines their implications 

for Malaysian energy organisations. A qualitative structured review with scoping-oriented evidence mapping 

and thematic synthesis was conducted using 50 sources retained from an initial evidence base of 215 academic 

publications, professional and institutional reports, and policy documents. The retained sources were organised 

using a Population–Concept–Context framework and classified according to source type, evidential role and 

contextual proximity to the Malaysian energy setting. Five interconnected retention challenges were identified: 

occupational stress, career stagnation, compensation inequity, inadequate organisational support and talent 

scarcity. The synthesis indicates that workforce scarcity may concentrate responsibilities among a small number 

of specialists, increase occupational strain and amplify the effects of limited career progression, perceived reward 

inequity and insufficient organisational support. The review proposes a cyber-talent attrition cycle in which 

talent scarcity contributes to workload concentration and employment dissatisfaction, leading to turnover, loss 

of technical capacity and tacit organisational knowledge, and further intensification of workforce scarcity. The 

findings position cybersecurity retention as an operational-resilience and cyber-risk governance concern rather 

than solely a human-resource issue. Energy organisations should therefore integrate workload, succession, career 

development, reward fairness and knowledge-continuity indicators into workforce and cyber-risk management. 

However, because no direct employee-level study of cybersecurity talent retention in the Malaysian energy 

industry was identified, the proposed five-challenge framework and attrition cycle require empirical validation. 

Keywords: cybersecurity talent; employee retention; Malaysian energy industry; occupational stress; talent 

scarcity 

INTRODUCTION 

Energy systems are undergoing rapid digital transformation. Smart grids, cloud platforms, industrial Internet of 

Things devices, advanced analytics, artificial intelligence and renewable-energy technologies are increasing the 

connectivity of assets that were previously isolated. Although these developments improve operational visibility, 

efficiency and decision-making, they also expand the potential attack surface and place cybersecurity at the 

centre of operational continuity, public safety and national resilience [1–3, 34]. 

Effective cybersecurity in this environment depends not only on technical controls but also on a stable and 

capable workforce with knowledge of organisational processes, industrial systems and sector-specific risks. 

Cybersecurity professionals in energy organisations may be required to operate across both information 

technology and operational technology environments. Their responsibilities therefore combine information-
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security and cybersecurity expertise with an understanding of engineering constraints, legacy infrastructure, 

safety requirements and continuous operations [4–6]. The loss of experienced personnel may consequently 

weaken institutional knowledge, incident-response readiness, security governance and operational resilience 

[15–17, 21, 22]. 

The global shortage of cybersecurity professionals has made suitably qualified personnel increasingly difficult 

to recruit and retain. Earlier and more recent workforce studies describe a persistent mismatch between the 

demand for cybersecurity capability and the supply of appropriately prepared professionals [7–11, 18–20, 48]. 

In Southeast Asia and Malaysia, digital growth, regulatory development and competition among financial 

services, telecommunications, technology and critical-infrastructure organisations place additional pressure on 

the labour market [12–14]. For Malaysian energy organisations, this scarcity may increase workload 

concentration, occupational pressure and external employment opportunities for existing cybersecurity 

personnel, thereby heightening retention risks [15–17, 21, 22, 32, 44, 49, 50].  

Malaysia’s digital-economy development, energy transition and evolving cybersecurity regulation are further 

increasing demand for specialist capability. The Malaysia Digital Economy Blueprint, Malaysia Cyber Security 

Strategy 2020–2024 and Cyber Security Act 2024 establish a policy environment in which critical-infrastructure 

organisations are expected to strengthen cybersecurity governance and resilience [35–37]. Malaysian studies 

involving technology and highly skilled employees also identify career opportunities, reward fairness, 

organisational support and employment conditions as relevant to retention [24, 38, 39, 47]. Broader retention 

research also identifies compensation fairness and supervisor support as relevant considerations [45]. 

Retention must be distinguished from recruitment. Filling a vacancy does not eliminate workforce risk if 

experienced employees leave before their system knowledge, professional relationships and incident history are 

transferred. This risk is especially significant in energy organisations, where cybersecurity personnel may hold 

tacit knowledge of operational dependencies, legacy systems and compensating controls that cannot be replaced 

quickly through external recruitment. Research on scarce skills and specialist retention indicates that 

organisational support, professional embeddedness, career development and advancement opportunities 

influence whether employees remain or leave [15–17]. Research on perceived organisational support and job 

embeddedness further explains how supportive employment practices, organisational attachment and 

professional embeddedness may influence retention [25–31]. 

Despite the importance of the issue, the relevant evidence remains fragmented across several bodies of literature. 

Cybersecurity workforce research often concentrates on education, competencies, recruitment and workforce 

shortages. Prominent workforce studies and frameworks have focused principally on cybersecurity education, 

competency development, recruitment pipelines and skills shortages [7–14, 18–20, 48]. By comparison, the 

organisational conditions influencing the continued employment of experienced cybersecurity professionals—

including occupational stress, career progression, reward fairness and organisational support—have received 

less integrated attention, particularly within the Malaysian energy industry [21, 22, 25–28, 32, 49, 50]. General 

employee-retention research examines compensation, organisational support, engagement and job 

embeddedness, while energy-sector literature frequently focuses on technical resilience or broader scarce-skills 

management [1–6, 15–17, 25–31, 34, 43, 45–47]. Relatively few studies integrate these perspectives into a 

coherent explanation of how occupational, organisational and labour-market pressures jointly influence 

cybersecurity talent retention in energy and critical-infrastructure settings, particularly within the Malaysian 

context. 

Direct empirical evidence examining cybersecurity professionals employed in Malaysia’s energy industry 

remains limited. Existing cybersecurity-workforce, specialist-retention and energy-sector research has not 

sufficiently explained how occupational demands, organisational employment conditions and labour-market 

pressures interact in this setting. This review addresses that gap by integrating multidisciplinary evidence, 

distinguishing direct findings from transferable evidence and examining five interconnected retention challenges 

within the Malaysian energy context. 
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Accordingly, this review aims to identify and synthesise the principal challenges affecting the retention of 

cybersecurity professionals in energy and critical-infrastructure organisations and to interpret their implications 

for the Malaysian energy industry. It addresses the following research question: 

What challenges affect cybersecurity talent retention in energy and critical-infrastructure organisations, and 

what are their implications for the Malaysian energy industry? 

The review contributes to the literature in three ways. First, it consolidates multidisciplinary evidence from 

cybersecurity workforce, employee-retention and energy-sector research. Second, it identifies five 

interconnected retention challenges: occupational stress, career stagnation, compensation inequity, inadequate 

organisational support and talent scarcity. Third, it proposes a review-derived cyber-talent attrition cycle linking 

workforce scarcity, workload concentration, occupational strain, reduced organisational commitment, external 

mobility, turnover, knowledge loss and further scarcity. Through this synthesis, the review connects 

cybersecurity talent retention with operational resilience, knowledge continuity and critical-infrastructure 

protection, positioning retention not solely as a human-resource concern but also as a cyber-resilience and 

operational-risk priority. 

Literature Context 

Cybersecurity Workforce Scarcity and Retention 

Cybersecurity workforce research consistently identifies shortages of qualified personnel and persistent gaps 

between education, job requirements and professional practice [7, 18, 19]. Recent studies indicate that the gap 

between workforce demand and supply reflects a persistent structural shortage rather than a temporary labour-

market imbalance [10, 11, 20]. This shortage is particularly significant among experienced professionals capable 

of managing complex incidents and coordinating across technical, operational and managerial functions.  

Workforce scarcity therefore creates both recruitment and retention challenges, as organisations compete for a 

limited pool of specialists while placing greater responsibilities on existing personnel. Where demand exceeds 

supply, cybersecurity professionals have greater access to external opportunities. The departure of experienced 

personnel may also increase workloads, weaken institutional knowledge and intensify pressure on the remaining 

workforce. Existing studies indicate that retention is influenced by professional development, organisational 

conditions, employment expectations, perceived external opportunities and compensation considerations [21, 

22]. Workforce scarcity should therefore be understood as both a recruitment and retention problem because 

employee departures may reinforce the pressures already affecting the remaining workforce. 

Retention in Specialist Technology Work 

Specialist-employee retention research consistently identifies career development, reward fairness, 

organisational support and professional embeddedness as important influences on employees’ decisions to 

remain. Employees are more likely to stay where they perceive credible progression opportunities, recognition 

of expertise, fair employment conditions and strong organisational fit [17, 23–31]. Conversely, limited 

advancement, weak support and attractive external alternatives may increase turnover intention. 

In cybersecurity roles, organisational attachment may develop through specialist projects, trusted working 

relationships and familiarity with complex systems. However, isolated teams, contractor-heavy arrangements 

and weak internal career pathways may reduce these attachment mechanisms. These organisational and 

professional conditions provide the basis for interpreting career stagnation, compensation inequity and 

inadequate organisational support in the subsequent analysis. 

Occupational Demands in Cybersecurity Work 

Cybersecurity work is characterised by evolving threats, continuous vigilance, unpredictable incidents and 

accountability for potentially serious failures. These demands may be intensified by limited staffing, restricted 

budgets and incomplete organisational support, contributing to exhaustion, reduced job satisfaction and turnover 
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intention [32]. This indicates that occupational stress is not an isolated employee-wellbeing issue; when high job 

demands are not matched by adequate organisational resources, they may directly weaken retention and reinforce 

existing workforce shortages. 

The Job Demands–Resources model explains that strain becomes more likely when sustained demands, 

including workload, time pressure, alert volume and incident responsibility, are not balanced by adequate 

staffing, autonomy, technical resources, recognition and recovery opportunities [33]. In understaffed 

cybersecurity teams, talent scarcity may therefore increase occupational stress by concentrating critical 

responsibilities among a limited number of specialists. 

Cybersecurity Work in the Energy Industry 

Cybersecurity in the energy industry links digital protection with operational continuity, public safety and 

potentially significant physical consequences. Information technology and operational technology convergence 

requires professionals to reconcile different technological lifecycles, operating priorities and risk tolerances [4, 

5]. Digital transformation, renewable-energy integration and increased system connectivity further expand this 

complexity [2, 34]. Thus, energy-sector cybersecurity roles may impose unusually broad technical and 

operational demands, increasing pressure on a limited specialist workforce and making the retention of 

experienced personnel especially important for organisational resilience. 

These conditions may amplify retention pressures because energy-sector cybersecurity professionals work 

within continuous operations, legacy infrastructure and high-consequence environments. Their departure may 

remove system-specific knowledge and weaken incident-response readiness, making workforce instability an 

operational-resilience concern rather than solely a staffing issue [15, 16]. 

The findings are interpreted through four complementary perspectives, namely the Job Demands–Resources 

model, perceived organisational support, social exchange and job embeddedness [25–31, 33, 44]. The relevance 

of occupational demands and organisational resources to cybersecurity professionals is further supported by 

research on stress within the cybersecurity profession [32]. Together, these perspectives help explain how 

occupational demands, organisational resources, employment exchanges and attachment to the organisation may 

shape employees’ decisions to remain or leave. They are applied only after the themes have been developed and 

are used as interpretive aids rather than as formally tested variables or predetermined categories imposed on the 

evidence. 

REVIEW METHODOLOGY 

Review Design 

This study employed a qualitative, structured and scoping-oriented review design. The approach was selected 

because the research question spans several evidence domains, including cybersecurity workforce research, 

employee-retention studies, energy-sector literature, Malaysian policy and labour-market documents, and 

organisational-behaviour theory. The review aimed to integrate conceptually related but methodologically 

heterogeneous evidence and to identify recurring retention challenges rather than estimate pooled statistical 

effects. 

The review does not claim exhaustive systematic coverage. Its evidence base was reconstructed retrospectively 

from an existing collection of 215 academic publications, professional and institutional reports, and policy 

documents, rather than generated through a prospectively registered and fully reproducible database-search 

protocol. The retained sources were reassessed against the review objective, research question and eligibility 

criteria, and presented as a structured qualitative synthesis.  

Population–Concept–Context Framework 

The review question and source-selection process were guided by the Population–Concept–Context framework 

presented in Table 1. 



INTERNATIONAL JOURNAL OF RESEARCH AND INNOVATION IN SOCIAL SCIENCE (IJRISS) 

ISSN No. 2454-6186 | DOI: 10.47772/IJRISS | Volume X Issue VII July 2026 

 

 
 

Page 12943 www.rsisinternational.org  

 

Table 1. Population–Concept–Context framework 

Element Scope 

Population 
Cybersecurity professionals, information-security specialists, cybersecurity engineers, analysts, 

managers and comparable specialist technology employees 

Concept 
Challenges affecting employee retention, turnover intention, intention to remain, workforce 

stability and knowledge continuity 

Context 
Energy, utilities, oil and gas, renewable energy, critical infrastructure and Malaysian high-skilled 

technology employment 

 

The population was defined broadly enough to include comparable specialist occupations where direct 

cybersecurity-retention evidence was limited. The concept focused on occupational, organisational and labour-

market conditions that may influence whether professionals remain with or leave an organisation. The primary 

context was energy and critical infrastructure, while Malaysian technology-workforce evidence was included 

where it provided relevant contextual insight. 

Evidence Selection 

The initial evidence pool consisted of 215 academic publications, professional and institutional reports, and 

policy documents covering cybersecurity, employee retention, organisational behaviour, energy and critical 

infrastructure, and the Malaysian policy and labour-market environment. These sources were retrospectively 

reassessed against the review objective, research question and predefined source-retention criteria. 

Sources were retained according to two complementary sets of source-retention criteria. 

Substantive evidence criteria 

Sources were retained where they: 

1. directly examined cybersecurity workforce retention, turnover intention or intention to remain; 

2. addressed one or more of the emerging retention-challenge domains; 

3. examined specialist-technology or energy-sector workforce retention; or 

4. provided relevant evidence on occupational stress, career development, compensation, organisational 

support or talent scarcity. 

Contextual, theoretical and methodological criteria 

Sources were also retained where they: 

1. provided relevant Malaysian labour-market, regulatory or critical-infrastructure context; 

2. contributed an established theoretical explanation of retention behaviour; or 

3. supported the review design, evidence classification or thematic-analysis process. 

Sources were not carried forward where they were primarily technical and lacked a workforce connection, 

duplicated evidence already represented elsewhere, focused exclusively on recruitment without retention 

relevance, were peripheral to the research question, or did not contribute substantively, contextually, 

theoretically or methodologically to the review. 
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All 215 sources were retrospectively reviewed for relevance to the research question and to the substantive, 

contextual, theoretical and methodological requirements of the review. Sources with a potentially relevant 

contribution were assessed in greater detail. Retention decisions were recorded according to each source’s 

contribution to the findings, Malaysian or energy-sector context, theoretical interpretation or methodological 

process. Sources were retained only where their contribution could be clearly linked to one or more of these 

roles. 

Fifty sources were retained for substantive, contextual, theoretical or methodological use. The remaining 165 

entries were not incorporated into the present review. Because the initial evidence base had not been created 

through a prospectively logged screening protocol, these exclusions are not presented as a formal PRISMA 

screening process. Instead, the figures provide transparent retrospective evidence accounting. 

Table 2. Retrospective evidence accounting 

Evidence stage Number Interpretation 

Initial evidence base 215 
Broad multidisciplinary collection of academic publications, 

professional and institutional reports, and policy documents 

Sources retained in the 

manuscript 
50 

Sources used for substantive, contextual, theoretical or 

methodological purposes 

Sources not carried forward 165 

Sources outside the final scope, duplicative in contribution, primarily 

technical, peripheral to retention or not required for the present 

review 

 

The 50 retained sources did not perform identical functions. Peer-reviewed empirical studies and reviews 

primarily supported substantive findings. Theoretical publications guided interpretation, policy and institutional 

documents established the Malaysian and sectoral context, and methodological sources supported the review 

process. 

Data Charting 

A structured charting process was used to organise information from each retained source. The charted fields 

included: 

• author and publication year; 

• publication type; 

• country or regional relevance; 

• sector; 

• study design; 

• professional or employee group; 

• retention issue; 

• principal findings; 

• energy-sector relevance; 

• Malaysian relevance; 

• contextual proximity; 

• contribution to one or more challenge themes; and 

• methodological or interpretive limitations. 

The charting process facilitated comparison across sources drawn from different disciplines, sectors and research 

designs. It also supported the distinction between direct cybersecurity-retention evidence, contextually close 

evidence and broader transferable specialist-retention evidence. The resulting classifications informed the 

aggregate evidence characteristics presented in Table 5 and the thematic synthesis reported in the Results. 
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Thematic Synthesis 

The thematic synthesis involved five iterative stages: familiarisation with the retained evidence, initial coding, 

grouping of related codes, development of descriptive categories and consolidation into final challenge themes. 

Braun and Clarke’s guidance on thematic analysis informed the repeated movement between source material, 

emerging codes and higher-order themes [40, 41]. 

The synthesis followed a combined deductive–inductive approach. The research question and established 

retention literature provided an initial analytical direction, while the final themes were refined through repeated 

comparison with the retained evidence. This process produced five principal challenges: occupational stress, 

career stagnation, compensation inequity, inadequate organisational support and talent scarcity. 

Table 3. Development of codes and final challenge themes 

Illustrative source issue Initial code Descriptive category Final challenge 

Persistent vigilance, incident 

pressure and reduced sleep 

quality 

Emotional exhaustion Work demands Occupational Stress 

Restricted specialist 

advancement and need to 

change employers for 

promotion 

Technical career ceiling Career opportunity Career Stagnation 

Perceived internal–external 

pay gap or inadequate 

recognition of expertise 

Reward unfairness Employment exchange Compensation Inequity 

Responsibility without 

adequate authority, staffing 

or leadership support 

Support deficit 
Organisational 

conditions 

Inadequate 

Organisational Support 

Limited workforce supply 

and aggressive cross-industry 

recruitment 

External labour pull 
Labour-market 

conditions 
Talent Scarcity 

 

Source selection, data charting and initial thematic coding were undertaken primarily by the first author, while 

the second author provided supervisory and critical review of the thematic structure and manuscript 

interpretation. The findings were therefore treated as interpretive rather than mechanically reproducible, and 

repeated comparison between themes and cited sources was used to reduce unsupported interpretation. 

Evidence Strength and Contextual Proximity 

The retained evidence was assessed according to substantive strength and contextual proximity. Peer-reviewed 

empirical studies and systematic reviews were prioritised for claims concerning retention challenges. Established 

theories and meta-analyses supported interpretation, while legislation, policy documents and institutional reports 

established regulatory, sectoral and labour-market context. Professional and commercial commentary was used 

only as supplementary evidence. 

Table 4. Evidence hierarchy used in the review 

Evidence category Typical source Primary role Caution 

High substantive strength 

Peer-reviewed empirical 

studies; systematic 

reviews 

Support challenge 

identification and 

relationships 

Consider study design, 

sample quality and 

contextual fit 
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Evidence category Typical source Primary role Caution 

High interpretive strength 

Established theory, meta-

analysis and major 

conceptual studies 

Explain organisational, 

exchange and 

embeddedness 

mechanisms 

Does not directly 

establish effects in 

Malaysian energy 

organisations 

Contextual evidence 

Legislation; government 

policy; institutional 

reports 

Establish regulation, 

sector conditions and 

workforce trends 

Does not provide 

employee-level causal 

evidence 

Supplementary evidence 
Professional or 

commercial commentary 

Illustrate current practice 

concerns 

Used cautiously and not 

as sole support for a 

finding 

 

Contextual proximity was classified into six categories: direct Malaysian energy-sector cybersecurity evidence; 

Malaysian cybersecurity, technology or related specialist-employment evidence; international energy or critical-

infrastructure evidence; general cybersecurity-workforce evidence; general technology or specialist-retention 

evidence; and theory, methodology, policy or broader contextual evidence. 

The classification prevented evidence from adjacent occupations, sectors or countries from being treated as 

directly equivalent to Malaysian energy-sector evidence. Claims based mainly on transferable sources were 

therefore expressed cautiously using terms such as “suggests,” “may indicate” and “is likely to be relevant.” 

Review Rigour and Limitations 

Review rigour was supported through explicit eligibility criteria, structured data charting, retention of a code-to-

theme audit trail and repeated comparison of interpretations with the cited evidence. The review also 

distinguished direct, contextually close and transferable evidence. 

The principal limitations were the retrospective construction of the evidence base, heterogeneity of the retained 

sources, limited direct Malaysian energy-sector evidence and the potential influence of reviewer judgement. 

These constraints limit claims of completeness, causality and direct generalisability and are discussed further in 

the Limitations section. 

RESULTS 

Characteristics of the Evidence Base 

The review retained 50 sources published between 1986 and 2025. Based on the source-level classification 

undertaken during data charting, the evidence base comprised 18 empirical studies, 11 review or meta-analytic 

publications, nine theoretical or conceptual sources, six policy or institutional documents, four professional or 

supplementary sources and two methodological publications. Empirical and review studies provided the 

principal support for the substantive findings, while theoretical publications guided interpretation of 

organisational support, social exchange, job embeddedness and work-demand mechanisms. Policy and 

institutional sources were used primarily to establish Malaysian regulatory, sectoral and labour-market 

conditions. 

The contextual proximity of the evidence varied. There is no retained source that directly examined cybersecurity 

talent retention among employees working specifically in Malaysian energy organisations. Five sources provided 

Malaysian cybersecurity, technology or related specialist-employment evidence, ten addressed international 

energy or critical-infrastructure settings, 16 concerned the wider cybersecurity workforce and 13 provided 

transferable evidence from technology or specialist-retention research. The remaining six sources contributed 

theory, methodology, policy or broader contextual framing. 
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Primary challenge coding assigned the greatest number of sources to talent scarcity, followed by inadequate 

organisational support, career stagnation, occupational stress and compensation inequity. These counts represent 

each source’s principal analytical contribution only. Several sources also supported secondary themes; therefore, 

the primary classifications should not be interpreted as the total number of sources relevant to each challenge. 

Occupational stress was informed by a smaller body of directly relevant cybersecurity evidence, whereas career, 

compensation and organisational-support findings drew more extensively on transferable technology and 

organisational research. 

Table 5. Characteristics of the retained evidence 

Characteristic Number Percentage Interpretation 

Total retained sources 50 100.0% 
Sources used for substantive, theoretical, 

contextual or methodological purposes 

Empirical studies 18 36.0% 
Main source of participant- and organisation-

level evidence 

Review and meta-analytic studies 11 22.0% 
Synthesised existing cybersecurity and retention 

evidence 

Theoretical or conceptual publications 9 18.0% Supported conceptual interpretation 

Policy and institutional sources 6 12.0% 
Established Malaysian, regulatory and 

workforce context 

Professional or supplementary sources 4 8.0% 
Provided conference, professional or emerging-

practice insight 

Methodological publications 2 4.0% Supported thematic synthesis 

Direct Malaysian energy-sector 

cybersecurity evidence 
0 0.0% 

Most directly aligned evidence; no employee-

level study was identified 

Malaysian cybersecurity, technology or 

related specialist-employment evidence 
5 10.0% Contextually close Malaysian evidence 

International energy or critical-

infrastructure evidence 
10 20.0% Sector-specific transferable evidence 

General cybersecurity-workforce 

evidence 
16 32.0% Occupation-specific cybersecurity evidence 

General technology or specialist-

retention evidence 
13 26.0% 

Transferable technology and specialist-retention 

evidence 

Theory, methodology, policy or broader 

contextual evidence 
6 12.0% Theoretical, methodological and policy support 

 

Note: Source type and contextual proximity were classified independently. Each source was assigned one 

primary category within each classification, and each classification therefore totals 50. Primary challenge 

classifications identify the principal contribution of each source and do not exclude secondary contributions to 

other themes. 

Overview of the Five Challenges 

The synthesis identified five interconnected retention challenges: occupational stress, career stagnation, 

compensation inequity, inadequate organisational support and talent scarcity. These operate across employee, 

organisational and labour-market levels. Scarcity may concentrate responsibilities and increase occupational 

pressure, while weak career opportunities, reward inequity and inadequate support can reduce employees’ 

willingness to remain. Table 6 summarises the principal indicators, likely retention consequences and relevance 

to energy organisations. 



INTERNATIONAL JOURNAL OF RESEARCH AND INNOVATION IN SOCIAL SCIENCE (IJRISS) 

ISSN No. 2454-6186 | DOI: 10.47772/IJRISS | Volume X Issue VII July 2026 

 

 
 

Page 12948 www.rsisinternational.org  

 

Table 6. Five cybersecurity talent-retention challenges and their implications 

Challenge Key indicators 
Likely retention 

consequence 
Energy-sector relevance 

Occupational Stress 

Excessive workload, 

continuous vigilance, 

incident pressure, on-call 

duties and sleep 

disruption 

Burnout, withdrawal and 

intention to leave 

Continuous operations 

and high-consequence 

failures intensify 

pressure 

Career Stagnation 

Restricted specialist 

progression, weak 

development pathways 

and limited internal 

mobility 

External job search to 

obtain professional 

advancement 

Small OT-security teams 

may provide few senior 

specialist roles 

Compensation Inequity 

Below-market pay, 

salary compression and 

inadequate recognition 

of certification, expertise 

or on-call responsibility 

Greater responsiveness 

to external employment 

offers 

Energy organisations 

compete with finance, 

technology, consulting 

and international 

employers 

Inadequate Organisational 

Support 

Insufficient staffing, 

limited authority, 

inadequate tools, weak 

leadership understanding 

and low recognition 

Reduced commitment, 

weaker organisational 

attachment and 

withdrawal 

Professionals may 

remain accountable for 

risks they lack the 

authority or resources to 

address 

Talent Scarcity 

Workforce shortages, 

prolonged vacancies, 

aggressive recruitment 

and key-person 

dependency 

High mobility and 

repeated knowledge loss 

Combined information-

technology and 

operational-technology 

expertise is difficult and 

slow to replace 

 

Occupational Stress 

Occupational stress emerged as the most immediate employee-level challenge. Cybersecurity professionals 

operate in an adversarial environment characterised by evolving threats, continuous monitoring requirements, 

unpredictable incidents and accountability for potentially serious security failures. Singh et al. [32] describe 

cybersecurity work as involving continuous change, expanding mandates and substantial responsibility. Reeves, 

Pattinson and Butavicius [49] found meaningful relationships among cybersecurity roles, burnout and sleep 

quality, while Rangarajan et al. [50] characterise burnout as a socio-technical problem that can weaken 

workforce effectiveness and continuity. 

In energy and critical-infrastructure organisations, these demands may be intensified by the potential 

consequences of failure. Cyber incidents can disrupt service availability, equipment, public safety and regulatory 

compliance. Continuous operations may also increase on-call responsibilities and reduce opportunities for 

recovery. 

Occupational stress becomes a retention challenge when sustained job demands are not balanced by adequate 

organisational resources. High workload does not automatically result in turnover, but prolonged pressure 

combined with insufficient staffing, limited recovery time, weak supervisory support or inadequate professional 

control may contribute to emotional exhaustion, reduced job satisfaction and increased openness to alternative 

employment. In this respect, the evidence is consistent with the Job Demands–Resources model, which suggests 

that strain intensifies when job demands exceed the resources available to employees [33]. 
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Direct cybersecurity evidence supports the relationship between occupational stress, burnout and workforce 

continuity. However, the extent to which these relationships operate specifically among Malaysian energy-sector 

cybersecurity professionals requires empirical investigation. 

Career Stagnation 

Career stagnation refers to the perception that continued employment provides insufficient opportunities for 

professional growth, advancement or meaningful role development. Cybersecurity professionals invest 

substantially in technical expertise, certifications and continuous learning. They may therefore expect access to 

challenging assignments, structured development opportunities and visible progression pathways. Where 

advancement depends primarily on movement into general management, experienced specialists may feel 

required to leave technical work or change employers to progress. 

Chai and Kim [21] connect cybersecurity career decisions to the wider professional environment, while specialist 

technology-retention studies identify advancement, skills development and meaningful career opportunity as 

important reasons for remaining with an organisation [23, 38, 42]. The evidence suggests that employees are 

more likely to remain where professional development is linked to credible internal progression rather than 

offered only as a temporary or isolated benefit. 

This challenge may be especially relevant in operational-technology cybersecurity. Energy-sector teams may be 

comparatively small, and organisations may provide only a limited number of senior technical positions. This 

can create a specialist career ceiling in which the organisation depends heavily on an employee’s expertise but 

does not provide an equivalent route to greater status, responsibility or reward. 

Professional development may also generate a development–mobility paradox. Training and certification 

strengthen organisational capability and can signal support, but they also increase the employee’s market value 

and external employability. Development is therefore more likely to support retention when accompanied by 

internal career opportunities, recognition, role enrichment and appropriate rewards. Evidence concerning this 

challenge is drawn mainly from cybersecurity-career studies and transferable technology-retention research 

rather than direct Malaysian energy-sector studies. 

Compensation Inequity 

Compensation inequity concerns employees’ perceptions that their expertise, responsibilities or contribution are 

not recognised fairly through financial and non-financial rewards. The issue is broader than absolute salary. 

Employees may compare their remuneration with that of colleagues, recently recruited employees, market 

benchmarks, competitors and international opportunities. They may also consider whether certification costs, 

specialist expertise, on-call duties and high-consequence responsibilities are recognised appropriately. 

Retention literature consistently identifies reward fairness as an important influence on employee decisions [43–

46]. Malaysian technology-sector research similarly indicates that remuneration forms part of a broader 

combination of factors shaping retention [38]. In a labour market characterised by persistent cybersecurity 

demand, perceived internal–external pay gaps can make employees more receptive to alternative employment. 

Cybersecurity workforce scarcity may also create salary compression. Long-serving employees may receive 

only slightly higher remuneration than newly recruited specialists, even though they possess greater 

organisational and system-specific knowledge. Energy-sector professionals may additionally perceive that 

operational-technology expertise, critical-infrastructure accountability or out-of-hours responsibilities are 

insufficiently reflected in their reward arrangements. 

Compensation inequity interacts with career stagnation and organisational support. Employees may accept 

moderate remuneration where they experience strong professional growth, meaningful work and credible 

organisational recognition. However, where limited progression and weak support accompany perceived reward 

unfairness, external offers may become more attractive. Compensation should therefore be interpreted as part of 

the broader employment exchange rather than as an isolated cause of turnover. 
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Inadequate Organisational Support 

Inadequate organisational support describes an employment environment in which cybersecurity professionals 

perceive that their contribution, well-being or operational requirements receive insufficient attention. Perceived 

organisational support research shows that employees form beliefs about whether their organisation values their 

contribution and provides the resources and treatment necessary for them to perform effectively [25–28]. 

Malaysian research involving government-linked companies and the oil and gas sector also identifies 

organisational support as relevant to talent retention [39, 47]. 

Within cybersecurity teams, inadequate support may be experienced through insufficient staffing, delayed 

investment, inadequate tools, limited access to training, weak leadership understanding, low recognition of 

preventive work or accountability without corresponding authority. Professionals may identify serious 

vulnerabilities but lack the budget, operational influence or decision rights necessary to resolve them. This 

creates an accountability–support imbalance in which employees remain responsible for preventing failure 

despite having incomplete control over the conditions that produce risk. 

Inadequate organisational support may also weaken job embeddedness. Employees are less likely to develop 

strong organisational attachment when cybersecurity functions are isolated from strategic decision-making, 

treated primarily as a cost or blamed following incidents. Conversely, visible executive sponsorship, professional 

autonomy, meaningful employee participation and cross-functional inclusion may strengthen employees’ fit with 

the organisation and increase the perceived sacrifice associated with leaving. 

The evidence supporting this challenge is derived primarily from organisational-support theory, general retention 

studies and contextually relevant Malaysian employment research. Its specific operation within Malaysian 

energy cybersecurity teams remains to be tested directly. 

Talent Scarcity 

Talent scarcity operates both as an external labour-market condition and as an internal source of work pressure. 

Cybersecurity workforce studies consistently report that the supply of suitably qualified professionals remains 

insufficient relative to organisational demand [7–11, 48]. Regional studies indicate that organisations across 

Southeast Asia face similar constraints as digitalisation increases demand for advanced cybersecurity capability 

[12, 14]. 

For Malaysian energy organisations, talent scarcity may be intensified by competition with financial services, 

telecommunications, technology companies, consulting firms and international employers. Remote-working 

arrangements and cross-border employment can further expand the range of opportunities available to 

experienced professionals. The relevant cybersecurity labour market is therefore increasingly international, 

which may reduce the usefulness of comparing remuneration and career conditions only with other domestic 

energy organisations. 

Scarcity may also create key-person dependency. When a small number of specialists understand legacy 

infrastructure, operational dependencies and previous incidents, their departure removes both technical capacity 

and tacit knowledge. Remaining employees may then absorb additional monitoring, response, project and 

compliance responsibilities. 

Talent scarcity therefore operates as both a labour-market condition and an outcome of turnover. Limited 

workforce supply increases pressure on existing personnel, while employee departure further reduces capability 

and intensifies workload. This reciprocal relationship underpins the cyber-talent attrition cycle developed in the 

Discussion. 

DISCUSSION 

The review identifies five interconnected challenges affecting cybersecurity talent retention in energy and 

critical-infrastructure organisations: occupational stress, career stagnation, compensation inequity, inadequate 
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organisational support and talent scarcity. Together, these challenges show that retention is shaped by the 

interaction of demanding work conditions, internal employment arrangements and external labour-market 

opportunities. 

Cybersecurity studies provide the most direct support for occupational stress and talent scarcity, while career, 

compensation and support findings draw partly on transferable technology and organisational research. The 

resulting framework is therefore evidence-informed but requires direct validation among cybersecurity 

professionals in Malaysia’s energy industry. 

Cyber-Talent Attrition Cycle 

The central analytical contribution of the review is the proposed cyber-talent attrition cycle. The cycle integrates 

the five challenges into a mutually reinforcing workforce-risk process rather than treating them as independent 

causes of turnover. It is presented as a review-derived analytical framework and not as a causal model tested 

within a single empirical study. 

The cycle may begin with talent scarcity, which can leave cybersecurity teams understaffed and prolong 

vacancies. When available work is concentrated among a limited number of experienced employees, monitoring, 

incident response, compliance, project and on-call responsibilities increase. Sustained workload concentration 

may contribute to occupational stress, reduced recovery and emotional exhaustion. 

Where these pressures occur alongside restricted career progression, perceived compensation inequity or 

inadequate organisational support, employees may experience weaker organisational attachment and reduced 

reasons to remain. Strong external demand can then convert dissatisfaction into mobility by providing accessible 

opportunities in competing sectors, international organisations or remote roles. Employee departure 

subsequently removes both technical capacity and tacit organisational knowledge. Remaining employees absorb 

additional responsibilities, increasing key-person dependency, workload concentration and the possibility of 

further turnover. 

 

Figure 1. Proposed cyber-talent attrition cycle. 

Note: The cycle is a review-derived analytical synthesis and has not yet been empirically validated within the 

Malaysian energy industry. 

Table 7. Mechanisms in the cyber-talent attrition cycle 

Stage Mechanism Organisational consequence 

1. Talent scarcity 
Insufficient supply and prolonged 

vacancies 

Work is concentrated among existing 

specialists 

2. Workload concentration 
More monitoring, incidents, projects and 

compliance per employee 
Occupational stress and reduced recovery 
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Stage Mechanism Organisational consequence 

3. Employment dissatisfaction 
Career, reward and support expectations 

are not met 

Lower commitment and greater openness 

to offers 

4. Turnover 
Employees move to competitors or 

international roles 

Vacancy and loss of tacit system 

knowledge 

5. Knowledge loss 
Remaining staff absorb undocumented 

responsibilities 

Greater scarcity, key-person risk and 

operational vulnerability 

 

Note: The stages represent a review-derived analytical synthesis. 

Theoretical Interpretation 

The cyber-talent attrition cycle integrates four complementary theoretical perspectives. First, the Job Demands–

Resources model explains how talent scarcity and workload concentration may produce occupational strain when 

staffing, autonomy, recovery time and managerial support are insufficient [33]. Under this perspective, persistent 

demands may contribute to exhaustion when employees do not have adequate organisational resources to manage 

them. 

Second, perceived organisational support explains how employees assess whether the organisation values their 

contribution, recognises their expertise and responds to their professional and well-being needs [25–27]. Where 

cybersecurity professionals perceive strong organisational support, they may develop greater commitment and 

stronger reasons to remain. Conversely, inadequate resources, weak recognition and limited managerial attention 

may encourage withdrawal. 

Third, social exchange theory provides a basis for understanding how reward fairness, career investment and 

organisational treatment influence employee reciprocity [28, 44]. Employees who perceive a balanced 

employment exchange may respond through stronger commitment and continued membership, whereas 

persistent imbalance may increase openness to external employment. 

Fourth, job embeddedness explains how organisational fit, professional relationships and the perceived sacrifices 

associated with departure influence retention [29–31]. Cybersecurity professionals may become embedded 

through trusted working relationships, specialist projects and familiarity with complex systems. However, weak 

internal career opportunities or limited organisational attachment may reduce the perceived cost of leaving. 

Together, these perspectives indicate that cybersecurity turnover is unlikely to result from a single condition. 

Instead, it may arise through the interaction of excessive work demands, insufficient organisational resources, 

perceived employment-exchange imbalance and weakened organisational embeddedness. The cyber-talent 

attrition cycle therefore connects external workforce scarcity with internal employment conditions and explains 

how turnover may reinforce future workload and capability risks. 

Distinctiveness of the Malaysian Energy Industry 

The Malaysian energy context gives the five challenges a distinctive configuration. First, digital transformation, 

renewable-energy integration and increasing system connectivity expand the range of information technology 

and operational technology assets requiring protection. Second, critical-infrastructure regulation increases 

governance, reporting and capability expectations. Third, experienced cybersecurity professionals may move to 

financial services, telecommunications, consulting or technology organisations with more mature cybersecurity 

functions, flexible work arrangements or stronger reward structures. Fourth, combined IT–OT expertise is scarce 

and highly context-dependent, making replacement slower and more difficult than conventional vacancy 

measures may suggest. 

Workforce instability in this environment may produce consequences beyond recruitment cost. Employee 

departure can weaken monitoring continuity, incident-response readiness, control ownership and knowledge 
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transfer, particularly where only a small number of employees understand legacy systems and operational 

dependencies. 

These findings imply that cybersecurity retention should not be treated solely as an employee-engagement or 

human-resource performance issue. It should also be incorporated into cyber-risk governance, operational-

resilience planning and critical-knowledge management. General retention programmes may be insufficient 

where they do not address the specialist demands, responsibilities and career expectations associated with 

cybersecurity work. 

The review extends existing retention research by connecting employee departure with cybersecurity capability 

and operational resilience. Its principal contribution is not the identification of individual retention factors, which 

are established in the wider literature, but their integration into a cyclical explanation of workforce risk. 

The proposed cyber-talent attrition cycle shows how scarcity may increase workload, how organisational 

deficiencies can convert pressure into turnover, and how turnover can remove tacit knowledge and further 

intensify scarcity. This positions retention as a mechanism affecting organisational capability rather than solely 

as an employee or human-resource outcome. 

Organisational Opportunities 

The findings indicate several opportunities for energy organisations to strengthen cybersecurity workforce 

stability. These opportunities correspond directly to the five identified challenges and should be implemented as 

an integrated retention approach rather than as isolated initiatives. 

Table 8. Organisational opportunities corresponding to the five challenges 

Challenge Organisational opportunity Illustrative actions 

Occupational stress Reduce unmanaged job demands 

Staffing reviews; sustainable on-call rosters; post-

incident recovery; workload monitoring; access to 

confidential support 

Career stagnation Create credible specialist careers 

Dual technical-managerial ladders; OT-security 

competencies; mentoring; role rotations; promotion 

criteria linked to expertise 

Compensation inequity Improve reward fairness 

Market benchmarking; specialist allowances; 

certification recognition; transparent grades; on-

call compensation 

Inadequate organisational 

support 
Strengthen support and authority 

Board visibility; adequate tools and budget; 

employee participation; recognition of prevention; 

clear decision rights 

Talent scarcity 
Build capacity and knowledge 

continuity 

Graduate pipelines; apprenticeships; university 

partnerships; succession plans; documentation; role 

shadowing; communities of practice 

 

These opportunities should be interpreted as evidence-informed responses rather than proven interventions. 

Direct evaluations within Malaysia’s energy industry remain limited, and organisations should therefore monitor 

whether their initiatives produce measurable improvements. 

Relevant indicators may include: 

• voluntary turnover; 

• vacancy duration; 

• unplanned overtime; 

• on-call frequency; 
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• internal promotion rates; 

• training and certification utilisation; 

• employee perceptions of support and reward fairness; 

• succession-plan coverage; and 

• concentration of critical knowledge among individual employees. 

Monitoring these indicators would allow organisations to assess whether retention initiatives are reducing 

workforce risk rather than merely increasing programme activity. 

Practical And Policy Implications 

Energy organisations should incorporate cybersecurity workforce stability into cyber-risk governance and 

operational-resilience reporting. Indicators such as turnover, vacancy duration, overtime, succession coverage 

and concentration of critical knowledge can provide early warning of capability risk. Workforce capacity should 

also be considered when approving digital-transformation, cloud, renewable-energy and IT–OT programmes. 

Human-resource and cybersecurity leaders should jointly design specialist career pathways, reward structures, 

development arrangements, workload controls and succession plans. Cybersecurity leaders can define technical 

role requirements and operational criticality, while HR functions can support consistent workforce planning, 

progression and compensation practices. 

At policy level, technical cybersecurity regulation should be supported by workforce-development and retention 

initiatives. Universities, employers, professional bodies and government agencies should collaborate on energy-

specific cybersecurity education, operational-technology training, apprenticeships, professional pathways and 

mid-career conversion. The success of these initiatives should be assessed through capability, progression and 

retention outcomes rather than training participation alone. 

Future Research 

Future research should collect primary evidence from cybersecurity professionals employed in Malaysian 

electricity, oil and gas, renewable-energy, utility and other critical-infrastructure organisations. Semi-structured 

interviews could examine how the five challenges are experienced across career stages, organisational types and 

technical roles. Such research could also identify retention factors that may not be visible in the existing 

international and cross-sector literature. 

Quantitative studies could test the relative influence of occupational stress, career opportunity, compensation 

fairness, organisational support and external labour-market demand on intention to remain and actual turnover. 

The proposed cyber-talent attrition cycle could be tested using longitudinal or structural models that examine 

whether talent scarcity increases workload and whether workload, organisational conditions and external 

opportunities subsequently influence employee departure. 

Comparative research is also needed across: 

• information-technology and operational-technology cybersecurity roles; 

• government-linked and private-sector organisations; 

• permanent employees and contractors; 

• early-career and experienced professionals; 

• Malaysian and other ASEAN energy organisations; and 

• different energy subsectors. 

Longitudinal studies should evaluate whether specialist career ladders, workload controls, compensation 

changes, succession arrangements and supervisor-support interventions produce sustained retention 

improvements. A further priority is to investigate whether turnover is associated with cyber-resilience outcomes 

such as incident-response speed, audit findings, control continuity, recovery performance and knowledge-

transfer effectiveness. 
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Limitations 

This review was reconstructed retrospectively from an existing evidence base of 215 academic publications, 

professional and institutional reports, and policy documents rather than generated through a newly executed and 

fully reproducible database search. It therefore cannot claim exhaustive coverage of all relevant studies. 

Direct empirical evidence concerning cybersecurity talent retention in Malaysia’s energy industry was limited. 

Several findings were consequently informed by Malaysian technology-sector studies, international 

cybersecurity research and broader specialist-retention literature. Although contextual proximity was 

considered, evidence transferred from adjacent settings may not fully reflect the experiences of Malaysian 

energy-sector professionals. 

The retained sources also varied in design and methodological strength. Policy, institutional and professional 

materials were used primarily for context, while substantive findings were based mainly on empirical and review 

evidence. 

Finally, source selection and thematic coding involved researcher judgement, and the proposed attrition cycle 

has not been empirically validated. The framework should therefore be treated as a foundation for future 

investigation rather than a confirmed causal model. 

CONCLUSION 

This review identified five interconnected challenges affecting cybersecurity talent retention in energy and 

critical-infrastructure organisations: occupational stress, career stagnation, compensation inequity, inadequate 

organisational support and talent scarcity. Together, they show that workforce stability is shaped by the 

interaction of job demands, organisational conditions and external labour-market pressures. 

The review proposes a cyber-talent attrition cycle in which scarcity concentrates responsibilities, increases 

occupational strain and, when combined with weak career opportunities, reward inequity or inadequate support, 

contributes to turnover. Employee departure can then remove technical capacity and tacit organisational 

knowledge, placing further pressure on the remaining workforce. 

For energy organisations, cybersecurity retention should therefore be treated as a cyber-risk, operational-

resilience and knowledge-continuity issue rather than solely as a human-resource concern. Malaysian energy 

organisations should prioritise sustainable workloads, specialist career pathways, fair rewards, organisational 

support, succession planning and knowledge-transfer arrangements. 

Because no direct employee-level study of cybersecurity talent retention in the Malaysian energy industry was 

identified, the five-challenge framework and proposed attrition cycle require empirical validation. 
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