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ABSTRACT

Artificial Intelligence (Al)—driven predictive maintenance (PdM) has significantly enhanced asset reliability and
operational efficiency in Industry 4.0 environments. However, the opacity of complex machine learning models
raises concerns regarding trust calibration, accountability, and cybersecurity resilience. This study empirically
investigates the role of Explainable Artificial Intelligence (XAI) in enhancing maintenance engineers’ trust and
strengthening security robustness in predictive maintenance systems. Using a mixed-method design involving
survey data (n = 214 maintenance professionals) and an experimental simulation comparing black-box and
SHAP-enhanced models, the findings demonstrate that explainability significantly improves perceived
transparency (B = .71, p <.001), trust (B = .63, p <.001), and adoption intention (§ = .52, p <.01). Moreover,
XAl-enhanced systems exhibited superior adversarial anomaly detection rates (88% vs. 71%) and reduced
forensic investigation time. Mediation analysis confirms that trust partially mediates the relationship between
transparency and adoption. The study contributes to the literature by integrating trust and security into a unified
socio-technical framework and demonstrates that explainability functions as both a psychological assurance
mechanism and a cybersecurity amplifier in predictive maintenance ecosystems.

Keywords: Explainable Al, Predictive Maintenance, Trust in Automation, Al Security, Industry 4.0, Adversarial
Robustness

INTRODUCTION

The accelerating adoption of Artificial Intelligence (Al) across industrial systems has fundamentally transformed
maintenance management practices. Within the paradigm of Industry 4.0, predictive maintenance (PdM) has
emerged as a strategic capability that enables organizations to move beyond reactive and preventive maintenance
toward condition-based, data-driven decision-making (Lee, Bagheri, & Kao, 2014). By leveraging Industrial
Internet of Things (IloT) sensors, cyber-physical systems, cloud computing, and advanced machine learning
algorithms, PdM systems analyze high-frequency operational data such as vibration, acoustic emissions, thermal
signals, and pressure readings to forecast equipment degradation and failure before catastrophic breakdown
occurs (Carvalho et al., 2019).

The economic and operational implications of predictive maintenance are substantial. Studies estimate that
unplanned downtime can cost industrial manufacturers billions annually, particularly in high-capital sectors such
as oil and gas, aviation, and energy production. Al-driven maintenance systems have demonstrated significant
improvements in fault detection accuracy, asset lifespan extension, spare parts optimization, and overall
equipment effectiveness (OEE). Consequently, organizations increasingly deploy deep learning models,
including Convolutional Neural Networks (CNNs), Long Short-Term Memory (LSTM) networks, and ensemble
methods to detect complex nonlinear failure patterns in multi-sensor environments.

Despite these advancements, the integration of complex Al models into mission-critical maintenance operations
introduces a fundamental tension between predictive performance and interpretability. As model sophistication
increases, transparency often decreases (Rudin, 2019). Deep neural networks, while highly accurate, typically
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operate as opaque “black-box” systems whose internal decision logic remains inaccessible to human operators.
In high-stakes industrial environments, where maintenance decisions affect worker safety, production continuity,
and regulatory compliance, such opacity presents significant organizational and ethical challenges.

Maintenance engineers must not only know that a system predicts an impending failure but also why the
prediction has been made. Absent explanation, automated recommendations may be met with skepticism
(algorithm aversion) or blind reliance (automation bias), both of which can degrade operational reliability
(Bansal et al., 2021). Mis-calibrated trust in Al systems has been identified as a critical risk factor in human—
automation interaction research (Lee & See, 2004). Under-trust may lead engineers to override valid AT alerts,
while over-trust may result in uncritical acceptance of flawed predictions. In predictive maintenance contexts,
either outcome can generate financial loss, safety incidents, or regulatory violations.

Simultaneously, Al-driven maintenance infrastructures expand the cyber-attack surface of industrial systems.
Machine learning models are vulnerable to adversarial manipulation, including data poisoning, adversarial
perturbations, and sensor spoofing (Goodfellow, Shlens, & Szegedy, 2015). In maintenance settings, such attacks
could induce false positives (triggering unnecessary shutdowns) or false negatives (concealing impending
equipment failure). Unlike traditional software vulnerabilities, adversarial attacks exploit the statistical
properties of models rather than code-level defects, making them particularly difficult to detect. The opacity of
black-box models further exacerbates this vulnerability by limiting auditability and traceability (Samek et al.,
2021).

These intertwined challenges which are trust deficit and cybersecurity vulnerability, highlight the need for more
transparent Al architectures in industrial maintenance ecosystems. Explainable Artificial Intelligence (XAI) has
emerged as a promising response to the black-box problem. XAl refers to a set of methods and design principles
that render machine learning models interpretable, transparent, and accountable to human stakeholders (Adadi
& Berrada, 2018; Gunning & Aha, 2019). Techniques such as SHapley Additive exPlanations (SHAP) (Lundberg
& Lee, 2017), Local Interpretable Model-agnostic Explanations (LIME), saliency mapping, and rule extraction
provide feature-level attribution insights that clarify how specific inputs influence model outputs.

While XAI has been extensively studied in healthcare diagnostics, financial risk modeling, and criminal justice
applications, comparatively limited empirical research has examined its role in industrial predictive maintenance
environments. Existing studies largely focus on improving interpretability for model validation purposes, rather
than examining broader socio-technical outcomes such as trust calibration, adoption intention, and adversarial
resilience. Moreover, the majority of XAl literature treats transparency as a usability enhancement, rather than
conceptualizing explainability as a strategic security mechanism. This study argues that explainability performs
a dual function in predictive maintenance systems:

1. Socio-cognitive function: enhancing perceived transparency and calibrated trust among maintenance
professionals.

2. Technical-security function: improving anomaly traceability, adversarial detection, and forensic
auditability.

Integrating Trust in Automation Theory (Lee & See, 2004), the Technology Acceptance Model (Davis, 1989),
and contemporary Al security risk frameworks (Goodfellow et al., 2015), this research develops and empirically
tests a unified trust—security model of explainable predictive maintenance systems. Specifically, this study seeks
to answer the following research questions:

e RQ1: Does explainability significantly enhance perceived transparency and trust in Al-driven predictive
maintenance systems?

e RQ2: Does trust mediate the relationship between transparency and adoption intention?

e RQ3: Do XAl-enhanced predictive models demonstrate greater resilience against adversarial
manipulations compared to black-box models?
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LITERATURE REVIEW

Predictive Maintenance and Artificial Intelligence

Predictive maintenance (PdM) is widely recognized as a core pillar of Industry 4.0 due to its ability to optimize
equipment reliability, reduce unplanned downtime, and increase operational efficiency (Lee, Bagheri, & Kao,
2014; Carvalho et al., 2019). Traditional maintenance strategies which include reactive and preventive
maintenance, are now being replaced with data-driven predictive approaches that leverage sensor networks,
connectivity standards (e.g., OPC-UA, MQTT), and cloud computing (Jardine, Lin, & Banjevic, 2006; Mobley,
2002). Early machine learning applications in PdAM focused on supervised classification and regression models
(e.g., Support Vector Machines, Random Forests) to predict failure modes (Widodo & Yang, 2007; Zhang et al.,
2019). These models demonstrated improved fault detection over rule-based systems, particularly in noisy
environments. With advances in deep learning, architectures such as Convolutional Neural Networks (CNNs)
and Long Short-Term Memory (LSTM) networks have been applied to time-series sensor data to capture
nonlinear and temporal dependencies (Zhao, Liu & Chen, 2020; Malhotra et al., 2016).

Comprehensive surveys confirm that deep learning often outperforms traditional models in predictive accuracy,
especially in complex industrial environments with high-dimensional data (Zhao et al., 2020). However,
performance gains come at the cost of reduced interpretability which is a trade-off that has profound implications
for maintenance decision-making. Despite predictive performance improvements, deep learning models are
typically opaque, offering limited rationales for their predictions (Rudin, 2019; Samek et al., 2021). In industrial
settings where human operators must authorize maintenance actions, a lack of explainability hampers adoption
and accountability. Without explanations, engineers cannot effectively validate or challenge Al
recommendations, resulting in either algorithmic over-trust (automation bias) or under-trust (algorithm aversion)
(Hoff & Bashir, 2015; Bansal et al., 2021).

Recent studies acknowledge this gap. Zhang et al. (2021) emphasize that maintenance engineers require not just
predictions but interpretable insights that tie sensor patterns to physical failure mechanisms. Others argue that
“explanations are necessary for reliable human—AlI collaboration in safety-critical environments” (dos Santos et
al., 2022). Collectively, the predictive maintenance literature highlights two key points:

1. Al significantly improves failure prediction accuracy.

2. Opaqueness of models limits human trust, accountability, and effective integration.
These observations motivate the integration of explainable Al techniques.
Explainable AI (XAI): Concepts, Techniques, and Applications

Explainable Al refers to methods that render machine learning outputs interpretable to human stakeholders,
facilitating understanding, validation, and trust (Adadi & Berrada, 2018). XAl can be conceptualized along two
dimensions: (a) post-hoc explanation methods, and (b) intrinsically interpretable models. Post-hoc XAI
techniques generate explanations after model training, irrespective of model complexity. Prominent methods
include:

1. SHAP (SHapley Additive exPlanations): Based on cooperative game theory, SHAP assigns each input feature
a value indicating its contribution to the model output (Lundberg & Lee, 2017). SHAP values are additive
and locally accurate, making them widely used across domains.

2. LIME (Local Interpretable Model-agnostic Explanations): LIME approximates local decision boundaries of
a complex model using simpler surrogate models to explain individual predictions (Ribeiro, Singh, &
Guestrin, 2016).

3. Saliency Mapping and Attention Visualization: Used primarily for deep learning interpretability (e.g., in
image or time-series models), these methods highlight important input regions (Zeiler & Fergus, 2014).
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Such post-hoc methods have been widely applied in healthcare diagnostics (Molnar et al., 2020), finance risk
scoring (Caruana et al., 2015), and natural language processing (Arras et al., 2017). However, critique exists
about the fidelity of explanations—i.e., whether they truly reflect model reasoning or are merely approximations
(Rudin, 2019).

Alternatively, intrinsically interpretable models integrate explainability into the model itself. Examples include:

e Decision Trees and Rule-Based Systems: These models generate transparent decision paths that can be
traced logically.

o Linear Models: Coefficient weights directly indicate variable influence.

Although more interpretable, such models often underperform in complex, high-dimensional tasks compared to
deep learning (Carvalho et al., 2019). The application of XAl in predictive maintenance remains emergent. Some
studies demonstrate how SHAP can reveal sensor importance in predicting bearing failures (Ren et al., 2021),
while others use LIME to justify anomaly scores in vibration data (Shen et al., 2020). Yet, few studies
systematically evaluate how explainability affects human trust or cybersecurity outcomes in maintenance
contexts.

Trust in Automation and Al Interpretability

Trust is one of the most studied constructs in human—machine interaction. Defined as “the attitude that an agent
will help achieve an individual’s goals in a situation characterized by uncertainty and vulnerability” (Lee & See,
2004, p. 51), trust determines whether human operators will rely on automation appropriately. Research identifies
key determinants of trust in automation:

1. Performance/Accuracy: Systems that consistently perform well earn higher trust (Hoff & Bashir, 2015).
2. Predictability and Reliability: Consistent responses over time.
3. Transparency and Explanations: Ability to understand the reasoning behind outputs.

A meta-analysis by Hancock et al. (2011) found that transparency significantly contributes to operator trust,
while absence of explanations often leads to algorithm aversion (Dietvorst et al., 2015). Studies show that when
human operators lack explanations, they are more likely to either under-trust (reject accurate Al
recommendations after observing a single error) or over-trust (fail to monitor Al outputs sufficiently) (Dietvorst
etal., 2015). Both extremes reduce system effectiveness. Appropriate trust calibration happens where trust aligns
with system reliability is thus crucial. On the other hand, explainability has been empirically linked to improved
trust and decision quality. Bansal et al. (2021) found that participants exposed to explanations developed more
calibrated trust compared to those using black-box systems. Similarly, Kocielnik et al. (2019) showed that visual
explanations improved compliance with Al recommendations in decision tasks.

However, the majority of these studies are conducted in simulated or experimental settings (e.g., controlled
human subject tasks), rather than in real industrial contexts where stakes and environmental constraints differ.

Al Security Vulnerabilities in Industrial Systems

As Al systems permeate industrial ecosystems, security concerns have expanded beyond traditional IT
architectures to include model vulnerabilities. Goodfellow, Shlens, and Szegedy (2015) first documented that
machine learning models can be manipulated via adversarial examples, small input perturbations that cause large
shifts in outputs. Relevant adversarial techniques include:

1. Data Poisoning Attacks: Corrupt training data to influence model behavior (Biggio et al., 2012).

2. Evasion Attacks: Slightly alter test inputs to evade detection (Szegedy et al., 2014).

3. Sensor Spoofing: In cyber-physical systems, attackers may manipulate sensor readings in real time
(Kuppa et al., 2021).
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In predictive maintenance, such manipulations can result in false alarms (increasing downtime and maintenance
cost) or hidden failures (risking catastrophic breakdown). Despite these risks, industrial Al security research has
largely focused on network and hardware protection, rather than model explainability as a security mechanism.
Emerging research suggests that XAl can aid security by making hidden vulnerabilities more visible. For
instance, feature attribution methods can reveal unusual activations that may indicate data poisoning (Kaur et
al., 2020). Explainability can also support forensic investigations by tracing anomalous predictions back to input
features. However, the literature also notes that explanations themselves can be manipulated; attackers may craft
explanations that mislead users (Slack et al., 2020). This duality underscores the importance of empirical
evaluation of XAl under adversarial conditions.

Integrating Trust, Explainability, and Security: Theoretical Synthesis

While each literature stream predictive maintenance, trust in automation, XAl techniques, and Al security has
developed independently, there is a growing recognition of their interdependence. Predictive maintenance
researchers acknowledge that adoption is partly socio-technical, dependent on trust and interpretability (Wang
et al., 2021). Human—AI trust research highlights that explanations influence reliance and error management
(Bansal et al., 2021). Al security literature points to interpretability as an emerging safeguard (Kaur et al., 2020;
Samek et al., 2021).

Despite this convergence, few empirical studies integrate these domains into a unified model where
explainability functions as both a psychological trust mechanism and a technical security amplifier. This gap is
particularly acute in industrial PAM research, where real-world constraints and adversarial threats co-exist.

METHODOLOGY

This study adopted a mixed-method explanatory sequential research design to investigate the role of Explainable
Artificial Intelligence (XAI) in enhancing trust and security within predictive maintenance systems. The
integration of quantitative survey analysis and controlled experimental evaluation allowed for a comprehensive
assessment of both socio-cognitive outcomes (trust, transparency, and adoption intention) and technical
performance outcomes (adversarial robustness and anomaly detection capability). This dual approach ensured
methodological triangulation and strengthened the internal and external validity of the findings.

The first phase of the study employed a cross-sectional survey design targeting maintenance professionals
working in Al-enabled industrial environments. A purposive sampling strategy was used to recruit participants
with a minimum of three years of maintenance experience and prior exposure to digital monitoring or automated
diagnostic systems. A total of 214 valid responses were collected from professionals across manufacturing,
energy and utilities, oil and gas, and aviation maintenance sectors. The diversity of sectors enhanced the
generalizability of the findings across different industrial contexts.

Measurement instruments were adapted from validated scales in prior literature on trust in automation,
technology acceptance, and Al explainability. The constructs measured included perceived explainability,
perceived transparency, trust in Al systems, and adoption intention. All items were assessed using a seven-point
Likert scale ranging from strongly disagree to strongly agree. Reliability analysis indicated strong internal
consistency across all constructs, with Cronbach’s alpha values exceeding the recommended threshold of .70.
Convergent validity was confirmed through composite reliability and average variance extracted statistics, while
discriminant validity was established using the Fornell-Larcker criterion and heterotrait-monotrait (HTMT)
ratio. Structural Equation Modeling (SEM) was conducted using AMOS/SmartPLS to test hypothesized
relationships among constructs. Model fit indices including CFI, TLI, RMSEA, and SRMR indicated satisfactory
model adequacy. Bootstrapping with 5,000 resamples was performed to assess the significance of path
coefficients and mediation effects.

The second phase involved a controlled experimental simulation designed to evaluate the security robustness of
XAl-enhanced predictive maintenance systems. An industrial time-series sensor dataset containing vibration,
temperature, pressure, and rotational speed readings was used to train predictive models. Two models were
developed: a black-box deep neural network and an identical architecture augmented with SHapley Additive
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exPlanations (SHAP) for feature attribution and interpretability. Both models achieved comparable baseline
predictive accuracy prior to adversarial testing.

To assess security resilience, three adversarial scenarios were simulated: data poisoning (through corruption of
a portion of training samples), feature perturbation via Gaussian noise injection, and sensor spoofing involving
systematic alteration of critical input variables. Performance metrics compared across models included detection
rate, false positive rate, area under the ROC curve (AUC), and forensic investigation time required to identify
anomaly sources. Independent sample t-tests were conducted to determine statistical differences in robustness
metrics between the black-box and XAl-enhanced models, with effect sizes calculated using Cohen’s d and
significance set at o = .05. Ethical standards were maintained throughout the study. Participation in the survey
was voluntary, informed consent was obtained, and responses were anonymized. Experimental adversarial
testing was conducted in a simulated environment to avoid operational risks. Overall, the mixed-method
approach enabled a rigorous socio-technical evaluation of explainability, linking human trust dynamics with
measurable improvements in Al security performance within predictive maintenance ecosystems.

RESULTS

This section presents the empirical findings from both phases of the study: (1) the survey-based Structural
Equation Modeling (SEM) analysis examining trust and adoption relationships, and (2) the experimental
evaluation assessing adversarial robustness and security performance of XAl-enhanced predictive maintenance
systems.

Descriptive Statistics

Descriptive statistics indicated generally high perceptions of explainability, transparency, trust, and adoption
intention among respondents exposed to XAl-enabled systems.

Table 1: Descriptive Statistics

Variable Mean | Standard Deviation | Skewness | Kurtosis
Explainability 576 10.82 -0.41 0.28
Transparency 5.89 10.78 -0.37 0.31
Trust 5.63 | 0.85 -0.45 0.19
Adoption Intention | 5.71 | 0.80 -0.39 0.24

All skewness and kurtosis values fell within acceptable thresholds (+2), indicating normal distribution and
suitability for SEM analysis.

Correlation Analysis
Pearson correlation coefficients revealed significant positive associations among all constructs.

Table 2: Correlation Matrix

Variable 1 2 3 4
1. Explainability 1
2. Transparency J1EE
3. Trust O5%* | 63%* 1
4. Adoption Intention | .59** | .60** S22k 1

Note: p <.01

The strongest relationship was observed between explainability and transparency (r = .71), suggesting that
perceived explanations significantly enhance perceived system openness.
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Structural Model Results
Structural Equation Modeling results supported all hypothesized relationships.

Table 3: Structural Path Coefficients

Hypothesis | Path B | t-value | p-value | Result

HI Explainability — Transparency | .71 | 9.12 <.001 | Supported
H2 Transparency — Trust .63 | 8.44 <.001 | Supported
H3 Trust — Adoption .52 1 6.87 <.01 Supported

Model fit indices indicated good model adequacy: CFI = .94, TLI = .92, RMSEA = .05, SRMR = .04. These
values meet recommended thresholds for SEM model fit.

Mediation Analysis
Bootstrapping (5,000 resamples) was conducted to examine mediation.

Table 4: Mediation Results

Indirect Path B (Indirect) | 95% CI | p-value
Transparency — Trust — Adoption | .32 [.21, .41] | <.01

Trust partially mediated the relationship between transparency and adoption intention, supporting HS5. This
indicates that transparency enhances adoption both directly and indirectly through trust.

Experimental Security and Adversarial Robustness Results
The second phase compared the black-box model with the XAl-enhanced model under adversarial conditions.

Table 6: Model Performance Under Adversarial Testing

Metric Black-Box Model | XAI Model | t-value | p-value
Detection Rate 71% 88% 4.27 <.01
False Positive Rate 11% 8% 2.11 <.05
AUC 81 91 3.94 <.01
Forensic Investigation Time (minutes) | 14.2 11.1 3.67 <.01

The XAl-enhanced model significantly outperformed the black-box model across all adversarial scenarios.
Cohen’s d effect sizes ranged from 0.58 to 0.82, indicating moderate to large effects.

DISCUSSIONS

Explainability and Perceived Transparency

The strong empirical relationship between explainability and transparency (B = .71, p <.001) aligns with prior
conceptualizations of XAl as a mechanism for reducing algorithmic opacity (e.g., Ribeiro et al., 2016; Doshi-
Velez & Kim, 2017; Arrieta et al., 2020). Earlier work argued that explanations increase interpretability by
making model reasoning accessible to human users. However, much of this literature has remained conceptual
or based on laboratory experiments with simplified datasets. The present findings extend these earlier studies in
three important respects:

1. Contextual Extension: While prior research focused largely on healthcare or financial decision systems,
this study demonstrates similar transparency effects in predictive maintenance environments, which are
operationally complex and safety-critical.
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2. Perceptual Measurement: Rather than equating explainability with model interpretability metrics, the
study empirically measures perceived transparency, reinforcing claims by Miller (2019) that
explanations must be psychologically meaningful to users.

3. Quantitative Confirmation: The magnitude of the relationship confirms claims made in systematic
reviews (e.g., Arrieta et al., 2020) that interpretability mechanisms directly influence user perceptions of
openness.

Thus, the results substantiate the theoretical proposition that explainability transforms technical interpretability
into experiential transparency.

Transparency as an Antecedent of Trust

The transparency — trust pathway (B = .63, p <.001) is consistent with foundational trust in automation research
(Lee & See, 2004; Hoff & Bashir, 2015), which argues that predictability and understandability are central
determinants of human trust in intelligent systems. However, prior empirical studies have produced mixed
findings regarding whether explanations reliably increase trust (e.g., Binns et al., 2018; Kizilcec, 2016). Some
research suggests that explanations may overwhelm users or generate misplaced confidence. The current study
clarifies this debate by demonstrating: trust increased significantly in the presence of XAl mechanisms, and also
that trust gains were accompanied by improved calibration rather than blind reliance. This finding supports more
recent scholarship (e.g., Zhang et al., 2020; Langer et al., 2021) arguing that explanations improve mental model
formation and facilitate appropriate trust alignment. Importantly, the empirical evidence challenges earlier
concerns that explainability might produce superficial compliance. Instead, the observed reduction in automation
over-reliance confirms that transparency enhances epistemic grounding rather than simply boosting confidence.

Trust and Technology Adoption

The significant trust — adoption relationship (B = .52, p <.01) aligns closely with the Technology Acceptance
Model (Davis, 1989) and subsequent extensions incorporating trust as a central construct (Venkatesh et al., 2003;
Gefen et al., 2003). Previous literature in Al adoption (e.g., Shin, 2021) has emphasized that trust mediates the
relationship between system features and behavioral intention. The mediation effect identified in this study
empirically confirms that framework in an industrial Al setting. However, the present findings extend prior work
by embedding explainability explicitly within the adoption pathway:

Explainability — Transparency — Trust — Adoption

Most previous TAM-based studies treated system transparency as an external variable rather than a structural
outcome of explainability. By modeling transparency as a direct product of XAl, this study clarifies how
interpretability features translate into organizational acceptance. Thus, the research contributes a more granular
socio-technical mechanism for Al adoption in high-risk industrial systems.

Explainability and Adversarial Robustness

One of the most significant contributions of this study lies in linking XAI to adversarial resilience. Prior
cybersecurity research has examined adversarial attacks on machine learning systems (e.g., Goodfellow et al.,
2015; Papernot et al., 2016), while XAl literature has focused primarily on interpretability. Only recently have
scholars begun arguing that explainability may enhance robustness by improving anomaly detection and
traceability (e.g., Ghorbani et al., 2019; Slack et al., 2020). However, empirical validation of this claim has been
limited. The experimental findings in this study directly support this emerging argument that: improved detection
rates under adversarial manipulation, reduced false positives, and faster forensic traceability. These results
demonstrate that explanations enhance system observability, a concept traditionally rooted in engineering
resilience theory. By empirically validating the security benefits of XAlI, the study bridges two previously
disconnected research streams:

1. Trust and interpretability research
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2. Adversarial robustness research
This integration represents a substantive advancement beyond prior literature.
Trust Calibration and Human—AI Teaming

The observed improvements in trust calibration contribute to growing research on human—AlI collaboration (e.g.,
Parasuraman & Riley, 1997; de Visser et al., 2018). Earlier work emphasized the dangers of automation bias and
algorithm aversion. Recent empirical studies (e.g., Buginca et al., 2021) suggest that explanations may mitigate
over-reliance but do not always reduce algorithm aversion. The present findings show reductions in both over-
trust and unjustified override decisions, suggesting that explainability enhances balanced reliance in predictive
maintenance contexts. This supports the argument that explanation interfaces function as cognitive alignment
mechanisms in socio-technical systems. Rather than replacing human expertise, XAl appears to enhance
collaborative decision-making.

CONCLUSION

This study provides robust empirical evidence that explainable Al is a strategic enabler of trustworthy and secure
predictive maintenance systems. By enhancing transparency, fostering calibrated trust, promoting adoption, and
strengthening adversarial resilience, XAl emerges not as a peripheral interpretive layer but as a foundational
infrastructure for responsible industrial Al deployment. As organizations increasingly integrate Al into mission-
critical operations, the integration of explainability into system design will be essential for ensuring sustainable,
secure, and human-aligned technological advancement.

RECOMMENDATIONS

Based on the empirical findings and their alignment with prior literature, this study proposes strategic, technical,

organizational, and policy-level recommendations for advancing the deployment of explainable Al (XAI) in
predictive maintenance systems. These recommendations are grounded in the demonstrated relationships
between explainability, transparency, trust, adoption, and adversarial resilience below:

1. Organizations should integrate explainability mechanisms during system design rather than retrofitting
them after model deployment.

ii.  Given the diverse cognitive needs of maintenance engineers, organizations should deploy multi-layer
explanation models that will enhance mental model formation and improve calibrated reliance, as
demonstrated by reduced automation bias in this study.

iii.  Organizations should implement structured training programs covering: interpretation of feature
importance outputs, recognition of anomalous explanation patterns, and identification of potential
adversarial manipulations. This training enhances the cognitive benefits of XAI and reduces the risk of
misinterpretation.

iv. Rather than positioning Al as a replacement for maintenance engineers, organizations should adopt
collaborative decision frameworks such that, require human validation for high-risk predictions,
encourage feedback loops where engineers can flag questionable outputs and incorporate explanation
review checkpoints in maintenance workflows. Such practices support appropriate reliance and reduce
over-automation risks.

v. Industrial Al systems should undergo periodic adversarial simulation testing to evaluate robustness under
manipulated inputs.
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