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ABSTRACT 

Walk into any business meeting today and the same buzzwords often dominate the conversation: data, 

personalization, and customer experience. Yet behind these terms lies a persistent challenge. Organizations 

are collecting more customer data than ever before, but many continue to struggle with distinguishing between 

personalization that enhances customer value and practices that feel intrusive. This paper investigates how 

organizations implement Artificial Intelligence (AI)-powered Customer Relationship Management (CRM) 

systems, why many initiatives fail to deliver the expected outcomes despite substantial investments, and what 

differentiates successful implementations from unsuccessful ones. This study uses a qualitative secondary 

research design structured as a scoping review, guided by the PRISMA framework, to synthesize evidence 

from nine peer-reviewed empirical studies published between 2019 and 2024 and retrieved from the 

Dimensions AI database. The findings identify 21 Critical Success Factors (CSFs), grouped into four 

interconnected domains: organizational culture and capabilities, data and technological infrastructure, 

strategic alignment and business processes, and customer and ethical governance. The review also highlights 

the significant performance benefits of AI-enabled CRM, with effective real-time personalization capable of 

increasing customer lifetime value by more than 20%. However, the findings reveal that the primary limitation 

is not technological but psychological. Customers possess a threshold beyond which personalization is 

perceived as intrusive rather than valuable, resulting in declining trust and reduced business performance. To 

address this challenge, the paper develops a novel conceptual framework that integrates AI-driven 

personalization with responsible data governance. This framework is proposed as a foundation for future 

empirical validation, offering organizations practical guidance. 

Keywords: Artificial Intelligence, Customer Relationship Management (CRM), Hyper-Personalization, Data 

Privacy, Digital Trust 

INTRODUCTION 

Most senior executives would tell you, without much hesitation, that the customer relationship is their 

organization’s most important asset. Fewer would be as willing to admit that they are not entirely sure how to 

manage it in the age of AI. The gap between those two positions is exactly what this paper is about. The shift 

from traditional CRM, which was essentially a well-organized contact book with reporting functions bolted 

on to genuinely predictive, AI-driven platforms, has happened faster than most organizations could 

comfortably absorb. And the organizational, ethical, and strategic questions that shift raises have not been 

answered with anything close to the same urgency. Putri and Sianipar (2025) make the point bluntly: 

embedding Big Data into CRM frameworks is no longer a technology decision that can be deferred to the IT 

department. It is a business survival requirement, and how well an organization handles it will increasingly 

determine whether it can compete for customer attention and loyalty at all. 

When AI-powered CRM works well, the results are hard to argue with. Analytics-driven organizations report 

faster decision cycles, far more precise segmentation, and meaningfully stronger customer retention (Zhang 

et al., 2022; Bhatia & Singh, 2023). Kumar and Thompson (2021) found that intelligent personalization, 
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executed with genuine care rather than just technical sophistication, raises customer lifetime value by more 

than 20 percent. Those are numbers that tend to end conversations about whether investment is justified. The 

financial logic of adoption is solid, and it explains why uptake is accelerating across retail, banking, healthcare, 

telecommunications, and beyond. 

And yet the transition is not smooth for most organizations that attempt it. Technical capability, the algorithms, 

the data pipelines, the cloud infrastructure is actually the easier part to get right. What proves harder is the 

organizational readiness: the cultural willingness to let data challenge intuition, the analytical talent to translate 

outputs into decisions, and the governance maturity to ensure that what the system does to customers is 

something the organization would actually be comfortable defending publicly. The world in which CRM 

operates has changed dramatically. Customers are more aware than they were even five years ago of how their 

data is collected and used. They are more sensitive to the feeling of being profiled. And they are quicker to 

withdraw trust, switch providers, or simply disengage when they sense that a company knows things about 

them that feel invasive rather than helpful. 

This tension between the commercial logic of hyper-personalization and the reputational and ethical risks of 

crossing privacy lines is the central concern of this paper. It is not a new tension, but it has intensified as AI 

capabilities have extended what personalization can technically achieve. The existing literature has tended to 

treat the technical and ethical dimensions as separate tracks of inquiry, which leaves a significant gap: there 

is still no widely agreed framework for how organizations can pursue aggressive personalization while 

simultaneously building and maintaining the kind of digital trust that makes personalization commercially 

viable over the long term (Oldroyd et al., 2019; Anshari, 2019). This paper is an attempt to contribute to filling 

that gap. 

Three questions organize the inquiry. First, how does combining Big Data and AI in CRM frameworks actually 

improve business decision-making and customer experiences not in theory, but in the documented evidence 

from organizations that have tried? Second, what does a genuinely successful AI-CRM implementation look 

like in practice, and what conditions need to be in place for the investment to generate real returns? Third, 

how can organizations pursue the depth of personalization that modern AI enables without sacrificing the 

digital trust on which the whole enterprise depends? The answers are organized around the 21 Critical Success 

Factors identified in the literature synthesis, the threshold of discomfort as a practical design concept, and a 

set of recommendations grounded firmly in what the evidence actually shows rather than in what consulting 

frameworks would prefer to be true. 

PROBLEM STATEMENT 

The gap between what AI-powered CRM promises and what most organizations actually extract from it is not 

a small or marginal disappointment. For many organizations that have made substantial investments, the gap 

is significant enough to raise serious questions about whether the implementation strategy was right. Three 

connected problems sit at the root of that gap, and they are connected in the sense that each makes the others 

worse. Addressing them one at a time, as organizations often try to do, tends not to work. They need to be 

understood and addressed as a system. 

The Implementation Gap 

There is certainly no shortage of case studies, white papers, and academic research documenting the benefits 

that AI-enhanced CRM can deliver. What is notably less prominent in that literature is an honest accounting 

of how rarely those benefits actually show up in full, and why. Oldroyd et al. (2019) traced this pattern to what 

is essentially a consistent mismatch: organizations invest heavily in platforms and technical infrastructure, 

often at considerable cost and after extensive vendor evaluation, while systematically underinvesting in the 

cultural change, analytical talent development, and governance capacity that would allow those platforms to 

do what they were bought to do. The platform gets deployed. The data gets connected. And then not much 

changes, because the organization surrounding the technology has not been prepared to use it differently. 
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This is a problem that affects organizations of all sizes, but it bites hardest and most visibly for small and 

medium enterprises. Large corporations can absorb failed implementations as a cost of doing business and try 

again with better preparation. SMEs typically cannot. For them, a poorly executed AI-CRM project does not 

just fail to deliver returns, it can consume resources, create technical debt, and generate internal cynicism 

about data-driven approaches that takes years to overcome. The competitive landscape makes this worse: 

organizations that moved early and implemented well have built genuine, hard-to-replicate advantages in 

customer understanding. Those that followed later have often inherited fragmented systems designed for 

organizational contexts and data environments that no longer reflect their current reality. No amount of 

subsequent technology spending fixes what is fundamentally a strategy and change management problem. 

The Personalization-Privacy Paradox 

There is something structurally contradictory embedded in the very purpose of modern CRM. The more 

effectively an AI-CRM system works the more precisely it models individual customer behavior, the more 

accurately it predicts preferences and needs the more deeply it needs to reach into customer data to do so. And 

the deeper it reaches, the more uncomfortable that reach can feel to customers on the receiving end. This is 

not a failure of execution. It is a built-in tension in the design of hyper-personalization systems. 

Anshari (2019) was among the first to describe this tension as a threshold rather than a spectrum, which is an 

important distinction. A spectrum model would suggest that discomfort increases gradually as personalization 

intensifies, giving organizations a managed path to back away from. A threshold model says something 

different: there is a specific psychological point at which the experience of personalization tips abruptly from 

feeling like a benefit to feeling like a violation. When customers cross that threshold, the consequences are 

not gradual either. They disengage sharply. Privacy settings get tightened. Providers get switched. And in the 

social media era, negative experiences get shared. The commercial advantage the personalization was 

supposed to create ends up being destroyed by the very intensity of the data collection that powered it. 

The Digital Trust Deficit 

Both of the above problems operate against a backdrop of something larger: a sustained erosion of consumer 

confidence in digital institutions that has been building for well over a decade. This is not an abstract trend 

that can be safely ignored in a CRM strategy document. It is a concrete shift in the psychological environment 

in which customer relationships now have to be built and maintained. High-profile data breaches have become 

so routine that many consumers have essentially stopped being surprised by them, though not stopped being 

affected. Algorithmic decisions that determine credit scores, insurance premiums, and service access have 

attracted justified criticism for opacity and embedded bias. Major platforms have been caught monetizing 

personal data in ways that users never understood they had consented to. 

The cumulative effect, as Bhatia and Singh (2023) document carefully, is a differentiated trust environment 

rather than a uniformly skeptical one. Brands that have built genuine credibility through consistent, respectful 

data practices can pursue relatively intensive personalization without triggering a backlash, because customers 

have a basis for trusting their intentions. Brands that have not built that credibility face resistance even for 

modest and commercially standard data practices, because customers have no reason to extend the benefit of 

the doubt. This makes trust not a reputational nicety but a direct commercial input: the level of trust a brand 

has earned determines how far its AI-CRM investment can actually reach before customers start pushing back. 

Without deliberate, sustained investment in transparency mechanisms, meaningful consent processes, and 

genuine human oversight of algorithmic decisions, organizations will keep feeding the trust deficit that 

ultimately caps the return on every technology investment they make. 

LITERATURE REVIEW 

CRM Evolution: From Legacy Systems to Intelligent Ecosystems 

CRM has a history that is easy to summarize and harder to fully appreciate. The summary version  we went 

from paper records to databases to AI  is technically accurate but misses how each transition changed not just 

the tools but the fundamental purpose of the function. Understanding where CRM is now requires 
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understanding what each previous era was actually trying to accomplish and why it eventually proved 

insufficient. 

The first era, running roughly from the early 1980s through the mid-1990s, was about basic organization. 

Before dedicated contact management tools and early sales force automation systems, keeping track of 

customer relationships was largely a matter of individual memory, handwritten notes, and filing systems of 

varying quality. The introduction of digital contact management was genuinely significant progress for field 

sales teams and customer service operations. But analytical capability was essentially nonexistent, and the 

concept of using customer data to do anything more sophisticated than retrieve a contact history was not yet 

on the table (Li et al., 2015). 

The second era, from the mid-1990s through the early 2010s, brought the enterprise CRM platforms that most 

large organizations still have as their foundation: Salesforce, Oracle Siebel, SAP CRM, Microsoft Dynamics. 

These systems solved the fragmentation problem that characterized earlier approaches. For the first time, sales, 

marketing, and customer service could operate from a shared view of the customer across the organization. 

Analytics improved substantially, moving from raw transaction retrieval to reporting and dashboards. But the 

analysis remained fundamentally descriptive. The systems told you what had happened in customer 

interactions. They were considerably less useful at telling you what was likely to happen next, or what you 

should do about it. 

The current era is different in kind rather than degree. AI and Big Data have shifted CRM from a recording 

and reporting function to a predicting and prescribing function and that shift changes what the technology is 

actually for (Putri & Sianipar, 2025). Modern systems can simultaneously ingest behavioral signals from 

website interactions, mobile app usage, social media activity, purchase histories, service interactions, and in 

some cases physical store movements, building real-time models of individual customer state that update 

continuously. The question these systems answer is not ‘what did this customer do last month’ but ‘what does 

this customer need right now, and what is the best way to meet that need’? CRM is no longer a support 

function. It has quietly become one of the primary engines of customer revenue strategy. 

Theoretical Foundations: Resource-Based View and Privacy Calculus Theory 

Two theoretical lenses help make sense of what the empirical literature on AI-CRM is actually showing. The 

first is the Resource-Based View, which Barney (2018) developed as a framework for understanding where 

sustainable competitive advantage actually comes from. The core argument is that advantages rooted in 

valuable, rare, hard-to-copy, and non-substitutable organizational resources tend to last, while advantages 

rooted in purchasable assets tend not to. When you apply this to AI-CRM, the implication is uncomfortable 

for organizations that believe buying a better platform will solve their problems. Platforms can be licensed by 

anyone. What is hard to replicate is the combination of data quality, organizational capability, cultural 

openness to data-driven decision-making, and customer trust that allows some firms to extract dramatically 

more value from the same underlying technology than their competitors do. That combination is the real source 

of durable advantage, and it cannot be purchased. 

The second lens is Privacy Calculus Theory, which goes back to Laufer and Wolfe (1977) but has been 

substantially extended since. The basic insight is that people are not passive about privacy; they continuously 

and largely unconsciously weigh what they are getting from sharing information against what they are giving 

up. When the deal feels good, they share freely. When it starts to feel like exploitation  when data use goes 

beyond what they expected, or when the value they receive feels thin relative to what the organization is 

extracting they pull back (Tantowi Yahya, 2020). What makes this theoretically important is that the 

calculation is not static. It shifts with trust levels, with cultural context, with the sensitivity of the domain, and 

with how well the organization communicates about what it is doing and why. Understanding these moderators 

is genuinely useful for practice, not just for theory. 

Technological Enablers of Modern CRM 

Three technologies do most of the analytical work in contemporary AI-CRM systems, and each brings a 

different kind of capability along with a different set of risks. Machine Learning is the foundation. Its core 
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contribution is pattern recognition at a scale that human analysts simply cannot match finding behavioral 

signals buried in millions of customer interactions that point toward future preferences, purchase intentions, 

or churn risk (Anshari, 2019; Minnu F. Pynadath, 2022). What makes ML particularly valuable in a CRM 

context is that the models improve as data accumulates, which means the advantage they confer tends to 

compound for organizations that invest early and maintain data discipline. 

Natural Language Processing has changed what customer interaction actually looks and feels like. Chatbots 

and virtual assistants that once felt like frustrating loops of predefined responses are now, in well-resourced 

implementations, genuinely useful, able to parse nuanced language and respond in ways that resolve real 

problems rather than deflecting them. Sentiment analysis applied at scale to service transcripts, social media 

mentions, and survey responses gives organizations a live pulse on customer satisfaction that no manual 

approach could deliver at comparable breadth. Generative AI is the newest layer, and it is the most disruptive. 

The ability to produce genuinely individualized marketing communications, product recommendations, or 

service responses at scale not segment-level templates with a name swapped in, but content that reflects actual 

individual history and behavior is commercially significant (Ashutosh Dutt, 2024). It also raises the 

governance stakes considerably. When outputs are personalized enough that customers notice, the 

consequences of those outputs going wrong are also personalized enough to matter. 

The 6Cs Value Creation Mechanism 

The 6Cs framework is a useful way to trace how value actually moves through an AI-CRM system, from raw 

customer interaction data through to the kind of relationship deepening that shows up in CLV numbers. The 

six components are Connection, Collection, Computation, Communication, Control, and Co-creation, and the 

important thing about them is that they form a loop rather than a pipeline. Weakness at any point degrades the 

whole. 

Connection covers the touchpoint layer: websites, apps, social channels, email, call centres, physical stores 

(Hu, 2023). The richness of what downstream components can do depends on the quality and consistency of 

what gets captured here. Collection is where data from those touchpoints gets organized and governed and 

where the data minimization question has to be answered honestly. Organizations that collect everything they 

technically can, without asking whether they actually need it, tend to create environments that are harder to 

manage, harder to secure, and more likely to generate the kind of trust-damaging incidents that derail the 

whole CRM investment (Kumar & Gupta, 2021). Computation is where raw data becomes something 

actionable through statistical modeling and machine learning. The quality of this component depends entirely 

on what went into the Collection. Communication is the customer-facing expression of what Computation 

produces: the recommendation, the service interaction, the targeted message that either feels helpfully relevant 

or unsettlingly intrusive. Control is the governance layer that the other five components need to function 

responsibly the policies, oversight mechanisms, and technical safeguards that keep data use within what 

customers have actually consented to (Brown & Sanchez, 2020). Co-creation closes the loop: customer 

responses feed back into the models, gradually making everything better (Nguyen, 2020). The compounding 

nature of this loop is why early investment in data quality and governance pays disproportionate long-run 

returns. 

The Personalization-Privacy Paradox in Depth 

The personalization-privacy paradox has been discussed in marketing research for over two decades, but the 

AI era has changed its character significantly. Earlier personalization was limited enough in its precision that 

most customers could not quite tell it was happening; a segment-level email campaign feels impersonal even 

to the people in the segment. AI-powered personalization is different. When it works well, customers notice. 

They receive recommendations that feel uncannily relevant, messages that seem to reflect things about them 

they have not explicitly shared. That noticeability is the commercial point, but it is also the source of the 

discomfort that can follow. 

Jin et al. (2021) introduced the concept of contextual integrity to explain a pattern that confusion about the 

threshold often reflects: customers are not simply reacting to how much data is used but to whether the use 

feels consistent with the context in which it was shared. A purchase history used to recommend related 
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products is contextually consistent; it matches what a customer would expect from sharing buying behavior 

with a retailer. The same purchase history used to make inferences about financial stress or family situation 

feels like a violation, not because more data is being used, but because the context has shifted in a way that 

was never negotiated. This distinction matters enormously for how organizations should think about 

permissible data use, and it is not well captured by most current consent frameworks. 

Cultural context compounds this. Research comparing privacy attitudes across East Asian and Western 

consumer populations has found systematic differences that global CRM strategies cannot safely ignore 

(Wang et al., 2020). In Malaysian and broader Southeast Asian contexts directly relevant to this research 

relationship norms, in-group trust dynamics, and community obligations interact with digital privacy 

sensitivities in ways that Western-derived models do not fully reflect. Organizations deploying CRM 

strategies in this region need to do more than translate; they need to genuinely adapt their assumptions about 

what customers will find acceptable. 

METHODOLOGY 

Research Design and Philosophical Stance 

This study uses a qualitative secondary research design structured as a scoping review. The choice of 

interpretivism as the philosophical foundation is deliberate. Understanding how AI-CRM systems function in 

real organizational life and especially understanding the human dynamics of trust, discomfort, and behavioral 

response that sit at the center of our research questions requires a methodology that takes social and 

psychological context seriously as a shaping force, not just as background noise.  

People do not interact with algorithms in isolation. They interact with organizations, and they bring to those 

interactions their histories, their cultural norms, their accumulated digital experiences, and their individual 

psychological dispositions. A purely technical lens would miss most of what matters here. 

The scoping review methodology follows Petticrew and Roberts (2006), adapted for management and social 

science contexts by Xiao and Watson (2019). A scoping review was chosen over a full systematic review 

because our research questions are broad enough that a systematic review’s strict inclusion criteria would 

exclude work that is conceptually relevant even if methodologically diverse. The goal is to map and synthesize 

a landscape of evidence, not to arrive at a single quantitative conclusion. 

Search Strategy and Database Selection 

The Dimensions AI database was our primary search environment. We chose it specifically for its cross-

disciplinary breadth AI-CRM research draws on information systems, marketing, organizational behaviour, 

management science, and ethics, and a database with narrower disciplinary scope would have introduced bias 

toward one or two of these perspectives at the expense of the others.  

Searches used Boolean combinations of: Big Data, CRM, Customer Relationship Management, Artificial 

Intelligence, machine learning, personalization, privacy, customer experience, digital trust, data governance, 

and explainable AI. The search window was restricted to 2019–2024; we made this decision because the AI 

capabilities now central to CRM practice were either not yet developed or not yet commercially deployed 

before this period, and including earlier literature would have meant synthesizing research from a substantially 

different technological context. 

The initial search returned 450 articles. Filtering against ten pre-identified high-impact journals in relevant 

fields reduced this to 120 articles. A final eligibility screen using the criteria in Table 1 produced nine articles 

for deep thematic analysis. PRISMA guidelines governed each stage, including documentation of exclusion 

decisions. 

It is acknowledged that restricting the primary search to Dimensions AI may have excluded relevant studies 

available through Scopus, Web of Science, or other academic databases. Future reviews in this area should 
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incorporate multiple databases from the outset to ensure a more comprehensive and representative evidence 

base. 

Table 1: Inclusion and Exclusion Criteria for Study Selection 

Inclusion Criteria Exclusion Criteria 

Listed in Dimensions AI Not listed in Dimensions AI 

Relevant to Big Data-CRM nexus Not relevant to Big Data-CRM 

Written in English Not written in English 

Peer-reviewed journal article Non-peer-reviewed / grey literature 

Empirical or evidence-based research Purely conceptual or opinion pieces 

Published 2019–2024 Published before 2019 

Source: Prepared by authors based on Xiao and Watson (2019). 

Data Extraction and Thematic Analysis 

Each article went through a structured extraction process capturing: year, authors, journal, research context 

and geography, methodological approach, key findings, variables examined, and main themes. We each did 

this extraction independently before comparing notes, a step that proved genuinely useful, since our initial 

readings differed in ways that the joint synthesis had to work through rather than paper over. 

Thematic analysis followed three phases based on Braun and Clarke (2006). Open coding came first: close 

reading without predetermined categories, letting the material generate its own conceptual vocabulary.  

Axial coding mapped how those concepts related what functioned as preconditions, what as outcomes, what 

as moderators. Selective coding in the final phase built those relationships into the thematic structure that 

organizes the findings. Member checking through peer review, and genuine disagreement-resolution through 

discussion rather than voting, kept the process honest. 

FINDINGS AND DISCUSSION 

The 21 Critical Success Factors for AI-CRM Integration 

Nine articles, synthesized carefully, gave us 21 Critical Success Factors arranged across four domains (Figure 

1). The framework is only useful if you understand that the domains are not modular; they are sequential and 

mutually dependent.  

Organizational culture and skills come first because without them, data infrastructure cannot be built properly, 

and without data infrastructure, strategy cannot be executed, and without all three, ethical governance has 

nothing to govern. The pattern in the literature is consistent: organizations that start with technology and hope 

culture follows tend to spend a lot of money and end up disappointed. 
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Figure 1: The 21 Critical Success Factors for AI-CRM Integration Framework 

Organizational Culture and Skills holds five factors: an innovation-supportive culture, analytical staff 

capability, technical expertise, a strategic mindset toward data, and cross-functional collaboration. None of 

these are simply conditions that can be declared into existence by management. An innovation-supportive 

culture is one where experimenting and being wrong is treated as how learning happens, not as something to 

be managed out of sight. Analytical capability means that the people responsible for acting on model outputs 

can actually evaluate what those outputs are telling them. Cross-functional collaboration means the silos 

between marketing, IT, data science, and customer operations have been meaningfully bridged not just 

connected by a shared dashboard, but genuinely working from a common understanding of what the CRM 

system is supposed to achieve and why. Building these conditions takes time. It is the part of AI-CRM that 

cannot be rushed or outsourced. 

Data and Technical Infrastructure covers six factors: data quality, data authenticity, real-time processing 

capability, hybrid cloud flexibility, infrastructure scalability, and high-resolution data collection. Data quality 

is what every article in our synthesis flagged as the most fundamental. Bad data does not just limit the accuracy 

of predictions, it actively corrupts them in ways that are hard to detect until they have already caused 

commercial damage. An algorithm that has learned from biased or incomplete data will confidently generate 

biased or misleading recommendations. Real-time processing has moved from desirable to expected in most 

customer-facing contexts: the personalization that arrives twelve hours after a customer interaction is not 

personalization, it is noise. Hybrid cloud architectures have emerged as the dominant infrastructure choice 

because they allow organizations to scale responsively while keeping sensitive customer data in environments 

with appropriate security controls. 

Strategic Alignment and Process covers six factors: alignment with organizational goals, incremental 

integration, optimized resource allocation, cost efficiency, clear objective setting, and data-driven decision 

accuracy. The alignment point is underrated. AI-CRM projects that start without clear commercial objectives 

specific, measurable targets for retention, CLV, or cost-per-acquisition tend to drift toward demonstrating 

technical capability rather than generating business value. The literature is also clear about rollout philosophy: 

incremental beats transformational almost every time (Lo et al., 2022). Organizations that have tried to 

redesign their CRM systems end-to-end simultaneously tend to encounter implementation risks that compound 

on each other. Those that move in phases, validating and learning before extending, build the internal 

confidence and institutional knowledge that large-scale deployment requires. 

Customer and Ethical Governance covers four factors: ethical and privacy-conscious frameworks, robust 

data security management, personalized engagement focus, and customer-oriented resource allocation. The 
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distinction between compliance-oriented governance and ethics-oriented governance matters here. 

Compliance says: stay within current legal requirements. Ethics says: build data practices on genuine respect 

for customer interests and treat compliance as the floor, not the target. Organizations that have invested in the 

latter real consent processes, meaningful data minimization, independent auditing consistently weather 

regulatory changes and public scrutiny better than those that have optimized for minimum viable compliance. 

Measurable ethical governance practices should include customer-accessible transparency dashboards that 

explain how data is used, consent management platforms with genuine opt-in and opt-out controls over 

personalization settings, regular third-party privacy audits with published findings, and algorithmic bias 

review cycles tied to CLV performance metrics. Organizations that operationalize governance at this level of 

specificity build trust that directly translates into wider personalization headroom. 

The Threshold of Discomfort: Where Personalization Starts Working Against Itself 

The threshold of discomfort is perhaps the single most practically useful concept to come out of this review. 

Anshari (2019) used it to describe something that organizations generally know exists but rarely plan for 

explicitly: the point at which a customer’s experience of personalization flips from positive to negative. Before 

the threshold, personalization is received as attentive and helpful. After it, the same technical capability is 

experienced as surveillance. The shift is not gradual, it tends to be sudden, and the commercial consequences 

follow quickly. 

 

Figure 2: Moderators of the Personalization Discomfort Threshold 

Figure 2 maps the moderators that determine where the threshold falls for different customers in different 

contexts. Privacy sensitivity is the most stable: some people are constitutionally more protective of their 

personal information than others, and this trait does not change much with circumstances. Prior trust in the 

brand is the most strategically significant: customers who already trust an organization give substantially more 

latitude for personalization before hitting discomfort, which is why the trust investment discussed earlier 

translates directly into a wider operational range for CRM strategy. 

The contextual domain matters in ways that are sometimes counterintuitive. Retail personalization tends to be 

accepted at intensities that would trigger immediate backlash in financial services or healthcare, because the 

perceived consequences of data misuse in those domains are graver. Younger consumers are generally more 

tolerant of data exchange when the value they receive is visible but this is not a fixed generational trait, and it 
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should not be treated as one. Value reciprocity is perhaps the most actionable moderator: when customers can 

clearly see what they are getting in return for allowing their data to be used, the threshold rises considerably. 

This has a practical implication that many organizations miss: the solution to customer discomfort is often not 

less personalization but more transparent communication about the value being delivered in exchange for the 

data enabling it. 

The contextual integrity dimension that Jin et al. (2021) introduced adds another layer. Customers are not only 

responding to how much of their data is used they are responding to whether its use feels contextually 

consistent with why and how they shared it. A browsing history used to suggest related products is contextually 

coherent. The same browsing history used to infer mental health status or financial strain for targeting purposes 

is not even if it is technically permissible under current data law. Organizations that draw data use boundaries 

based purely on legal permissibility rather than contextual appropriateness will keep encountering trust crises 

that their legal teams cannot prevent. 

Cultural differences and customer demographics also significantly shape where the discomfort threshold falls. 

Research on privacy attitudes across East Asian and Western populations has identified systematic differences 

that uniform global CRM strategies cannot safely ignore (Wang et al., 2020). In Malaysian and Southeast 

Asian contexts, collectivist relationship norms and in-group trust dynamics create distinct thresholds 

compared to individualist Western populations. Younger, digitally native Malaysian consumers show higher 

tolerance for data exchange when perceived value is clearly communicated, while older demographics and 

those with greater awareness of data rights apply considerably stricter limits. Privacy regulations such as 

Malaysia’s Personal Data Protection Act (PDPA) also shape what customers expect organizations to do, and 

exceeding those expectations by offering meaningful control over personalization settings builds the kind of 

trust that lifts the commercial ceiling on AI-CRM performance. 

Brand Trust as the Commercial Multiplier in AI-CRM 

One of the clearest messages from the reviewed literature is that brand trust is not a marketing outcome that 

AI-CRM produces as a side effect. It is an upstream commercial input that determines how much the AI-CRM 

investment can produce in the first place. Bhatia and Singh (2023) identify three mechanisms clearly enough 

that they are worth stating directly. 

Risk reduction comes first. Customers who trust a brand perceive lower threat in sharing personal data. Lower 

perceived threat means more willingness to share. More sharing means richer behavioral data. Richer data 

means more accurate models. More accurate models mean better personalization. Better personalization 

means better customer experience. Better experience deepens trust. The loop is self-reinforcing, and it starts 

with trust. The organizations that have the best AI-CRM performance are frequently not the ones with the 

most sophisticated technology; they are the ones that accumulated enough trust capital to get better data from 

their customers than their less-trusted competitors did. 

Tolerance elevation is the second mechanism. Trusted customers have a higher discomfort threshold, as 

already noted. This directly expands the operational range available to personalization strategy. A high-trust 

brand can do things with customer data that would generate immediate backlash if a low-trust brand attempted 

them. This is not just a matter of customer perception, it has measurable commercial consequences for what 

AI-CRM can actually achieve. Building trust is, in a literal commercial sense, building capacity for more 

effective personalization. 

Error forgiveness is the third, and it is particularly important given that AI systems make mistakes regularly 

and will continue to do so. A recommendation that misses badly. A segment model that produces an obviously 

wrong classification. A communication that feels tone-deaf given what the customer was going through at the 

time. High-trust customers tend to attribute these errors to technical limitations and move on. Low-trust 

customers tend to attribute them to indifference or bad intent, and they do not forget. The trust buffer is not 

just about enabling better strategy when things go right it is about being able to survive when things go wrong. 
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SME Access and the Shifting Competitive Landscape 

For most of the last decade, the AI-CRM capability described throughout this paper was out of reach for small 

and medium enterprises. The cost was prohibitive. The technical complexity required specialist staff that 

SMEs could not attract or retain. And the data volumes required for ML models to function well were simply 

not achievable at SME scale (Stevens & Newenham-Kahindi, 2020). That picture has changed considerably, 

and faster than most market observers anticipated. 

AI-as-a-service platforms have democratized access to predictive analytics. Salesforce Einstein, HubSpot’s 

AI suite, and a growing range of more specialized tools now offer functionality at subscription price points 

that SMEs can realistically sustain. Model compression techniques have made it possible to run effective AI 

locally, without routing sensitive customer data through third-party cloud infrastructure which matters both 

for privacy reasons and for the data sovereignty concerns that are increasingly central to Malaysian and 

Southeast Asian regulatory environments. Open-source frameworks TensorFlow, PyTorch, the Hugging Face 

ecosystem have lowered the technical barrier for organizations that have some engineering capability and are 

willing to invest in building it. None of this erases the resource gap between SMEs and large multinationals. 

But it has narrowed the playing field enough that customer experience quality is no longer exclusively a large-

organization game. The CSF framework presented in this paper is, if anything, more useful to SMEs 

navigating this transition than to large organizations that have already made the investment, precisely because 

the cost of getting it wrong is proportionally higher when resources are tighter. 

Traditional versus AI-Powered CRM: The Nature of the Difference 

It is worth stating the contrast between traditional and AI-powered CRM plainly, because it is frequently 

underestimated by organizations in the early stages of the transition (see Figure 3). Traditional CRM was a 

reactive system by design. It documented what customers had done and made that history available to human 

operators who applied their own judgment about what to do next. The quality of customer management in that 

environment depended heavily on the quality of the individual operator, their memory, their relationship skill, 

their consistency. Good operators made the system work better than it had any right to. Poor operators made 

it worse. The system itself was largely neutral. 

 

Figure 3: Traditional CRM versus AI-Powered CRM A Comparative Overview 
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AI-powered CRM is proactive rather than reactive. It continuously models customer state satisfaction 

trajectory, churn probability, unmet service needs, latent purchase intent and surfaces recommendations at the 

moment they are most likely to produce a positive outcome. It does not wait for the customer to initiate contact. 

It does not depend on an individual operator’s memory or judgment for its core analytical functions. It learns 

from the outcomes of its own recommendations, which means it gets incrementally more effective over time 

rather than staying static (Del Vecchio et al., 2022). The human role in this environment shifts: experienced 

customer managers become supervisors, exception handlers, and ethical governors, the people who recognize 

when the algorithm is wrong and have the authority to override it. This is a significant change in what CRM 

roles require, and most organizations have underinvested in preparing their people for it. 

CONCLUSION 

This paper set out to examine something that the AI industry’s promotional narrative tends to flatten into a 

straightforward story: the reality of what happens when organizations try to deploy AI-powered CRM at scale, 

in actual organizational contexts, with actual customers who have expectations and privacy sensitivities and 

trust thresholds that vendor benchmarks do not capture. The picture that came back from nine carefully 

synthesized empirical studies is more complicated than either the optimists or the skeptics tend to 

acknowledge. 

The 21 Critical Success Factors are the most concrete output of this synthesis, and they tell a consistent story: 

the organizations that are getting genuine commercial value from AI-CRM have built strong foundations in 

organizational culture, data discipline, strategic clarity, and ethical governance before or alongside their 

technical investments. Those that have led with technology have largely found that the technology alone is 

insufficient. This is not a surprising finding, but it continues to be ignored in practice, partly because culture 

and governance are harder to buy than platforms, and partly because the return on cultural investment is harder 

to measure than the return on infrastructure spend. 

The threshold of discomfort is the other central contribution of this paper, and it deserves to be treated as a 

design constraint rather than an ethical nicety. Every AI-CRM strategy is implicitly managing this threshold 

whether or not it acknowledges it explicitly. Organizations that understand the moderators trust, domain 

sensitivity, value reciprocity, and contextual integrity can manage it intentionally. Those that do not will keep 

crossing it accidentally and wondering why their technically impressive personalization keeps generating 

customer backlash. 

The argument about brand trust that runs through the findings is, we think, the most strategically consequential 

thing this paper offers. Trust is not downstream of AI-CRM. It is upstream. The organizations that invest in 

trust as a strategic capability through genuine data ethics, meaningful transparency, and sustained behavioral 

consistency get better data, can push personalization further, and recover more gracefully from the mistakes 

that every AI system will inevitably make. The organizations that treat trust as a communications challenge 

or a compliance checklist will keep hitting the ceiling on what their AI-CRM can deliver, no matter how good 

the technology gets. 

Policy Recommendations 

Three recommendations come out of this synthesis with enough evidentiary grounding to state with 

confidence. The first is that Human-in-the-Loop governance needs to be an architectural requirement, not 

an afterthought. When algorithms make decisions with real consequences for real customers about service 

access, pricing, credit, or communications a human with genuine authority to understand and override those 

decisions must be structurally embedded in the process. ‘Human oversight’ that exists only on paper, or that 

is bypassed because the system moves too fast for humans to intervene meaningfully, is not oversight. It is 

liability management. 

The second is that Explainable AI tools, specifically interpretability tools like LIME and SHAP should be 

standard operational equipment for any organization using AI in customer-facing decisions. The benefits are 

practical as well as ethical. Internally, explainability allows CRM teams to identify and correct model behavior 
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that is wrong or biased before it reaches customers at scale. Externally, the ability to communicate in plain 

terms why a customer is receiving a particular recommendation is one of the most direct ways to raise the 

personalization discomfort threshold, because it gives customers the sense of understanding and control that 

privacy calculus theory identifies as fundamental to the cost-benefit calculation. 

The third is that data sovereignty frameworks must be built to go well beyond current regulatory minimums. 

GDPR, PDPA, CCPA, and their regional equivalents establish floors. Organizations that aim to build durable 

competitive advantage through AI-CRM need to build well above those floors: genuine consent processes that 

reflect actual customer understanding rather than legal coverage, real data minimization that applies to what 

the organization actually needs rather than what it technically can collect, and regular independent privacy 

auditing rather than annual compliance reviews. The evidence is clear that this kind of investment pays returns 

through better data quality, higher customer tolerance for personalization, and stronger recovery from the 

inevitable incidents. 

LIMITATIONS AND FUTURE RESEARCH 

Three limitations are worth naming directly. The reliance on secondary data means this paper is constrained 

by the limitations of the literature it draws on. Restricting the search to Dimensions AI will have excluded 

relevant work from Scopus, Web of Science, and other indexing systems. And nine articles, sufficient for the 

thematic synthesis we conducted, is a small empirical base for the scale of claims we are making about AI-

CRM practice across industries and organizational contexts. These are not fatal limitations, but they are real 

ones, and they should be understood as boundary conditions on how far the findings can be generalized. 

Future research that would meaningfully advance this field needs to go in four directions. First, the conceptual 

relationships proposed in this paper between the 21 CSFs, personalization quality, the discomfort threshold, 

and customer lifetime value should be validated using quantitative methods. Surveys measuring each construct 

across organizations in multiple industries, analyzed through Structural Equation Modelling (SEM), would 

allow rigorous testing of the proposed pathways. Longitudinal studies tracking actual AI-CRM 

implementations over three-to-five-year periods would reveal which CSFs remain critical as organizations 

mature, and how the trust-personalization dynamic evolves as customers accumulate experience with AI-

driven interactions. Second, future literature reviews in this domain should expand the search to include 

Scopus, Web of Science, EBSCOhost, and Google Scholar alongside Dimensions AI to ensure a more 

comprehensive evidence base that does not inadvertently exclude important work. Third, cross-cultural 

research is a clear priority. How cultural differences, national privacy regulations such as Malaysia’s PDPA, 

and customer demographic variables shape perceptions of AI personalization acceptability and digital trust is 

not yet well understood, and the existing evidence base is heavily weighted toward Western consumer 

populations. Research focused on Southeast Asian markets, where collectivist cultural norms and distinct 

regulatory environments may produce systematically different threshold profiles, would significantly extend 

the applicability of this framework. Fourth, developing and empirically testing measurable ethical governance 

frameworks including consent-based data usage audits, customer control interface evaluations, and 

transparency mechanism effectiveness studies would provide organizations with practical, evidence-based 

tools rather than aspirational guidelines. 
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