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ABSTRACT 

The increasing sophistication of cyber threats has made software security an essential requirement throughout 

the Software Development Life Cycle (SDLC) rather than an activity performed only during the final stages of 

development. This study presents a comparative review of three widely adopted application security testing 

techniques—Static Application Security Testing (SAST), Dynamic Application Security Testing (DAST), and 

Interactive Application Security Testing (IAST)—across three software development methodologies: 

Waterfall, Agile, and DevSecOps. Recent literature was synthesised to evaluate the characteristics, strengths, 

limitations, and suitability of each testing technique within different development environments. The findings 

indicate that SAST and DAST remain effective in structured development processes but face integration and 

scalability challenges in Continuous Integration and Continuous Deployment (CI/CD) environments. In 

contrast, IAST provides runtime context, improves vulnerability detection accuracy, reduces false positives, 

and better supports continuous security testing in DevSecOps. Based on these findings, this study proposes a 

Security Testing Selection Framework (STSF) to assist practitioners in selecting appropriate security testing 

strategies according to development methodology, automation capability, and CI/CD integration requirements. 

The proposed framework translates comparative findings into a practical decision-support model that supports 

the adoption of secure, resilient, and continuously integrated software development practices. 

INTRODUCTION 

The rapid digital transformation of governments, businesses, and critical infrastructures has significantly 

increased dependence on software systems. As software applications become more interconnected and support 

essential services, they have also become attractive targets for increasingly sophisticated cyberattacks. Recent 

cybersecurity reports indicate that vulnerabilities introduced during software development remain one of the 

leading causes of successful security breaches. Consequently, software security should no longer be viewed as 

an activity performed only during the final testing phase but as an integral part of the entire Software 

Development Life Cycle (SDLC). 

Over the past decade, software development methodologies have evolved from traditional sequential 

approaches, such as the Waterfall model, to more adaptive methodologies including Agile and, more recently, 

DevOps and DevSecOps. While these methodologies have improved software delivery speed, collaboration, 

and product quality, they have also introduced new challenges for maintaining effective security practices. 

Security testing strategies originally designed for sequential development processes are often difficult to 

integrate into modern Continuous Integration and Continuous Deployment (CI/CD) pipelines, where software 

changes are developed, tested, and deployed continuously. 

Application security testing techniques have evolved alongside these development methodologies. Static 

Application Security Testing (SAST) identifies vulnerabilities by analysing source code during the early stages 

of development, whereas Dynamic Application Security Testing (DAST) evaluates running applications by 

simulating external attacks. More recently, Interactive Application Security Testing (IAST) has emerged as a 

hybrid approach that combines static and dynamic analysis to provide runtime context, improve vulnerability 
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detection accuracy, and reduce false-positive findings. Although these techniques are widely adopted, their 

effectiveness depends on the characteristics and requirements of the software development methodology in 

which they are implemented. 

Despite the growing body of research on secure software development, there is still limited understanding of  

how different security testing techniques should be applied across software development methodologies. Most 

existing studies focus on individual testing techniques or specific development approaches rather than 

providing a comprehensive comparison across multiple methodologies. Although the strengths and limitations 

of SAST, DAST, and IAST have been widely discussed, limited attention has been given to translating these 

findings into practical guidance that helps practitioners select appropriate security testing strategies based on 

software development methodology, workflow characteristics, and deployment requirements. This limitation 

has become increasingly important as organisations continue to adopt Agile and DevSecOps practices that rely 

on automated CI/CD pipelines. 

To address this gap, this study presents a comparative review of three widely adopted application security 

testing techniques, namely Static Application Security Testing (SAST), Dynamic Application Security Testing 

(DAST), and Interactive Application Security Testing (IAST), across three software development 

methodologies: Waterfall, Agile, and DevSecOps. The review examines the characteristics, strengths, 

limitations, implementation challenges, and suitability of each technique throughout the SDLC. Based on the 

comparative analysis, this study further proposes a Security Testing Selection Framework (STSF) to support 

the systematic selection of security testing strategies according to software development methodology, 

workflow characteristics, automation capability, and CI/CD integration requirements. Rather than introducing 

a new security testing technique, the proposed framework translates comparative findings into a practical 

decision-support model that assists software practitioners in selecting security testing strategies appropriate to 

different software development environments. 

The primary contributions of this paper are as follows: 

1. To provide a comprehensive comparative analysis of SAST, DAST, and IAST across Waterfall, Agile, 

and DevSecOps software development methodologies.  

2. To examine the strengths, limitations, implementation challenges, and CI/CD integration capability of 

each security testing technique throughout the SDLC.  

3. To identify the technological innovation gap between conventional application security testing 

approaches and modern CI/CD-oriented software development environments.  

4. To propose a Security Testing Selection Framework (STSF) that supports the systematic selection of 

security testing strategies based on software development methodology, workflow characteristics, 

automation capability, and deployment requirements.  

5. To provide practical recommendations for integrating security testing into modern secure software 

development practices. 

Related Work 

Software security has become a critical concern as software systems increasingly support essential services 

across governments, businesses, and everyday activities [1][2]. Despite its importance, integrating security 

throughout the Software Development Life Cycle (SDLC) remains a significant challenge, particularly as 

organisations adopt diverse software development methodologies [2][3]. Although numerous secure software 

development approaches have been proposed, achieving consistent security integration across different 

development environments continues to be difficult. This section reviews recent studies on security testing 

techniques within different software development methodologies, focusing on their evolution, implementation 

challenges, and proposed solutions for improving secure software development. 

Evolution and Challenges in Secure Software Development 

Historically, security activities were often addressed during the later stages of software development, allowing 

vulnerabilities to remain undetected until deployment [2][4]. As cyber threats have become increasingly 
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sophisticated, this reactive approach has proven inadequate for protecting modern software systems [1]. Recent 

studies consistently suggest that integrating security throughout the Software Development Life Cycle (SDLC) 

is both more effective and more cost-efficient than addressing vulnerabilities after software deployment. 

Consequently, security has evolved from a standalone testing activity into a continuous process that spans the 

entire software development lifecycle. 

Despite this shift, many organisations continue to encounter difficulties when adopting secure SDLC 

frameworks. Common challenges include implementation complexity, limited organisational resources, 

methodological inflexibility, and insufficient understanding of secure software development practices [3][5]. 

Furthermore, the widespread adoption of many proposed secure software development methodologies remains 

limited because empirical evidence demonstrating their effectiveness is still insufficient [3]. In addition, 

developers often lack practical guidance on selecting security mechanisms that can be effectively integrated 

into existing software development activities [5]. These challenges highlight the need for practical approaches 

that support the systematic integration of security throughout modern software development processes. 

Security Testing in Traditional vs. Agile Methodologies 

Traditional software development methodologies, particularly the Waterfall model, incorporate security 

activities within clearly defined SDLC phases, allowing security planning, implementation, and verification to 

be conducted in a structured manner [6]. This structured approach has served as the foundation for many early 

security requirement frameworks because security-related activities can be scheduled and managed at 

predetermined stages of the development process. 

In contrast, Agile development emphasises rapid iterations, continuous customer feedback, and frequent 

software releases. Although these characteristics improve development flexibility and responsiveness, they 

also make the integration of comprehensive security activities more challenging [7][8]. Security practices that 

require extensive documentation or lengthy assessment procedures may conflict with Agile's short 

development cycles, increasing the risk that security activities receive less attention during sprint execution. 

Consequently, several studies have highlighted the need for security practices that are specifically adapted to 

Agile development environments rather than directly adopting approaches originally designed for traditional 

development models [6]. 

The adoption of security testing also varies across software development methodologies. Automation testing is 

commonly implemented in both Waterfall and Agile environments, whereas its adoption is considerably higher 

in DevOps environments because of the greater reliance on automation and CI/CD pipelines [9]. Although 

dedicated security testing activities remain relatively limited across all methodologies, they are reported more 

frequently in Agile environments than in traditional development approaches [9]. These findings suggest that 

while Agile development encourages continuous testing, additional effort is still required to integrate security 

testing effectively without reducing development efficiency. 

Several secure software development frameworks have been proposed to address these challenges. For 

example, the Singapore methodology promotes security-by-design principles within Agile development by 

embedding security activities into iterative development cycles. While the fundamental security principles 

remain consistent with those applied in traditional methodologies, the framework adapts security activities to 

support incremental software delivery and incorporates penetration testing during transition stages to improve 

overall software security [3]. 

Security in DevOps and DevSecOps 

The emergence of DevOps has fundamentally changed the way software is developed and delivered by 

promoting continuous integration, continuous delivery, and close collaboration between development and 

operations teams. As software release cycles become shorter and more frequent, security can no longer be 

treated as a separate activity performed only before deployment. This evolution has led to the adoption of 

DevSecOps, which integrates security throughout the software delivery pipeline rather than introducing it at 

the final stages of development [4][10]. 
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Within a DevSecOps environment, security activities such as threat modelling, secure coding, vulnerability 

assessment, and dynamic security testing are incorporated into every stage of the CI/CD pipeline [4][10]. The 

objective is to identify and address security issues continuously while maintaining rapid software delivery. 

This approach enables organisations to improve software security without compromising development 

efficiency. 

Despite these advantages, conventional security testing techniques such as Static Application Security Testing 

(SAST) and Dynamic Application Security Testing (DAST) often struggle to satisfy the speed and automation 

requirements of DevOps environments. These techniques were originally designed for traditional sequential 

software development processes and may introduce scalability and performance challenges when integrated 

into automated CI/CD pipelines [11]. As a result, organisations frequently need to adapt existing security 

testing processes to support continuous software delivery. 

Several studies recommend adopting security testing approaches that minimise disruption to software 

deployment while maintaining effective vulnerability detection. One commonly proposed solution is the use of 

parallel testing pipelines, allowing resource-intensive SAST scans to be executed without delaying software 

releases [12]. In addition, Application Security Testing as a Service (TaaS) has been suggested as an 

alternative for organisations with limited in-house security expertise, enabling access to specialised security 

testing capabilities without requiring significant internal resources [12]. 

Interactive Application Security Testing (IAST) has emerged as a hybrid security testing approach that 

combines the strengths of static and dynamic analysis while providing runtime context during application 

execution [12]. Compared with conventional testing techniques, IAST offers improved vulnerability detection 

accuracy and better integration with automated software delivery pipelines, making it particularly suitable for 

DevSecOps environments where continuous security assessment is essential. 

Comparative Overview of SAST, DAST, and IAST 

Static Application Security Testing (SAST), Dynamic Application Security Testing (DAST), and Interactive 

Application Security Testing (IAST) represent three of the most widely adopted application security testing 

techniques in modern software development. Although all three approaches aim to identify software 

vulnerabilities, they differ considerably in terms of testing methodology, execution environment, and 

integration within the Software Development Life Cycle (SDLC) [11]. 

SAST analyses application source code, bytecode, or binaries without executing the software, allowing 

security vulnerabilities to be identified during the early stages of development [11]. Because testing is 

performed before software deployment, developers can detect and remediate security weaknesses before they 

propagate to later development phases. However, SAST may generate false-positive results and is generally 

less effective in identifying vulnerabilities that depend on runtime behaviour or application configuration [11]. 

Unlike SAST, DAST evaluates software while it is running by simulating external attacks against deployed 

applications [11]. This approach is capable of identifying vulnerabilities that are only exposed during 

execution, including authentication weaknesses, session management issues, and configuration-related security 

flaws. Since DAST requires a fully operational application, security testing is typically conducted during the 

later stages of software development or after deployment. Although DAST provides realistic security 

assessments, it cannot identify vulnerabilities within the application's source code and may require longer 

testing durations in complex environments [11]. 

IAST combines the strengths of static and dynamic security testing by monitoring application behaviour during 

execution while simultaneously analysing interactions within the application [12]. This hybrid approach 

provides contextual information that improves vulnerability detection accuracy and reduces both false-positive 

and false-negative findings. In addition, IAST integrates effectively into automated CI/CD pipelines, making it 

particularly suitable for Agile and DevSecOps environments that require continuous security testing [12]. 

Each security testing technique offers distinct advantages depending on the software development 

methodology and project requirements. SAST remains well suited to traditional development environments 
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where early code analysis is prioritised, whereas DAST is effective for validating the security of deployed 

applications. IAST, in contrast, is particularly beneficial in modern software development environments that 

require continuous security assessment and rapid feedback throughout the software delivery process. These 

differences suggest that no single security testing technique is universally applicable across all software 

development methodologies. 

Therefore, selecting an appropriate security testing strategy requires consideration of both the characteristics of 

the software development methodology and the operational requirements of the development environment. 

This observation forms the basis of the comparative analysis presented in the following section, which 

examines the suitability of SAST, DAST, and IAST across Waterfall, Agile, and DevSecOps methodologies.  

Although previous studies have extensively examined the characteristics, strengths, and limitations of SAST, 

DAST, and IAST, existing research has largely focused on individual security testing techniques or specific 

software development methodologies. A comprehensive comparison that systematically evaluates these testing 

approaches across multiple development methodologies remains limited. More importantly, few studies have 

translated comparative findings into practical guidance for selecting appropriate security testing strategies 

according to software development methodology characteristics. To address this gap, the present study adopts 

a structured comparative review methodology to evaluate the suitability of SAST, DAST, and IAST across 

Waterfall, Agile, and DevSecOps environments. The methodology employed in this study is described in the 

following section. 

RESEARCH METHODOLOGY 

This study adopts a qualitative comparative literature review methodology to examine the suitability of three 

application security testing techniques, namely Static Application Security Testing (SAST), Dynamic 

Application Security Testing (DAST), and Interactive Application Security Testing (IAST), across three 

software development methodologies: Waterfall, Agile, and DevSecOps. The study aims to identify the 

strengths, limitations, implementation challenges, and suitability of each security testing technique throughout 

the Software Development Life Cycle (SDLC). 

Research Design 

The study employed a structured literature review combined with qualitative comparative analysis of published 

literature. Peer-reviewed journal articles and conference papers were prioritised, while selected technical 

reports and reputable industry publications were used where they provided directly relevant evidence on 

DevSecOps and CI/CD practices. The review focused on studies published between 2020 and 2025 to capture 

contemporary software development practices, application security testing, and emerging security 

technologies. The objective was to synthesise relevant evidence rather than to conduct a formal systematic 

review with statistical meta-analysis. 

Literature Search Strategy 

Relevant publications were identified through major digital libraries, including IEEE Xplore, ACM Digital 

Library, SpringerLink, ScienceDirect, and Google Scholar. The literature search used combinat ions of the 

following keywords: 

 "Software Security Testing" 

 "Static Application Security Testing (SAST)" 

 "Dynamic Application Security Testing (DAST)" 

 "Interactive Application Security Testing (IAST)" 

 "Software Development Life Cycle (SDLC)" 

 "Waterfall" 

 "Agile" 

 "DevOps" 

 "DevSecOps" 
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 "CI/CD Security" 

Boolean operators (AND and OR) were applied to refine the search strategy and improve the relevance of the 

retrieved publications. 

Selection Criteria 

The selected publications were considered relevant when they satisfied the following inclusion criteria: 

 Published between 2020 and 2025. 

 Peer-reviewed journal articles or conference papers. 

 Studies focusing on software security testing techniques. 

 Studies discussing the implementation of security testing within software development methodologies. 

 Publications written in English. 

Publications were excluded when they were duplicates, lacked sufficient technical discussion, were primarily 

opinion-based, or were not sufficiently related to application security testing or software development 

methodologies. Peer-reviewed evidence was prioritised during interpretation, while supplementary technical 

and preprint sources were retained only when they addressed a specific aspect of the comparison. 

The review did not retain a formal PRISMA-style record of the number of records retrieved, duplicates 

removed, full texts screened, and studies excluded at each stage. Similarly, no formal numerical quality-

assessment score was assigned to the included publications. To reduce this limitation, the synthesis emphasised 

source relevance, methodological clarity, direct discussion of security testing, and evidence applicable to 

Waterfall, Agile, DevSecOps, or CI/CD environments. These methodological constraints are acknowledged as 

limitations and should be addressed through a fully documented systematic review in future work. 

Data Extraction and Comparative Analysis 

The selected studies were analysed using a qualitative comparative approach to evaluate the characteristics and 

suitability of different application security testing techniques across software development methodologies. 

The following information was extracted from each publication: 

 Security testing technique employed. 

 Development methodology adopted. 

 SDLC phase of implementation. 

 Testing characteristics. 

 Strengths and limitations. 

 Integration capability with Continuous Integration and Continuous Deployment (CI/CD). 

 Suitability for Waterfall, Agile, and DevOps/DevSecOps environments. 

The extracted data were synthesised into comparative matrices to facilitate systematic evaluation, identify 

implementation challenges, and highlight emerging best practices. The comparative findings also provided the 

basis for developing the proposed Security Testing Selection Framework (STSF), which supports the 

systematic selection of appropriate security testing strategies across different software development 

methodologies. 

RESEARCH FRAMEWORK 

The research framework consists of the following sequential phases: 

1. Literature identification through digital databases. 

2. Screening and selection of relevant publications based on predefined inclusion and exclusion criteria. 

3. Extraction and categorisation of security testing characteristics and software development methodology 

attributes. 
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4. Comparative analysis to evaluate the suitability of SAST, DAST, and IAST across different software 

development methodologies and develop the proposed Security Testing Selection Framework (STSF) 

for practical security testing selection. 

The proposed methodological workflow provides a structured and transparent basis for comparing current 

knowledge on application security testing across different software development methodologies. Because the 

review did not retain formal screening counts or a numerical quality-assessment procedure, the findings should 

be interpreted as a qualitative comparative synthesis rather than as statistically generalisable systematic-review 

results. 

Figure 1 illustrates the overall research framework adopted in this study. The research begins with a structured 

literature search using reputable digital databases to identify publications related to application security testing 

techniques and software development methodologies. The retrieved publications are then screened according 

to predefined inclusion and exclusion criteria, followed by qualitative assessment of their relevance and 

technical contribution to the comparative analysis. 

Following the screening process, key information—including the security testing technique, software 

development methodology, SDLC implementation phase, strengths, limitations, and CI/CD integration 

capability—is extracted and categorised for comparative analysis. The extracted data are subsequently 

synthesised through qualitative comparative analysis to evaluate the suitability of SAST, DAST, and IAST 

across Waterfall, Agile, and DevOps/DevSecOps environments. Finally, the comparative findings are 

synthesised to formulate practical recommendations and develop the proposed Security Testing Selection 

Framework (STSF), which supports the systematic selection of appropriate security testing strategies across 

different software development methodologies. 

 

Figure 1. Research Framework for Comparative Analysis of Security Testing Strategies across Software 

Development Methodologies 

Comparative Analysis 

The integration of security testing into the SDLC has undergone a substantial transformation as development 

methodologies have transitioned from traditional sequential models to more iterative and continuous 
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approaches. The selection and execution of security testing strategies are substantially influenced by the 

development methodology's tempo, structure, and emphasis on automation and collaboration. Waterfall 

methodology is more comprehensively incorporate security activities into their structured frameworks which 

can accommodate for planned security assessments at specific stages [6]. However, this may lead to security 

aspects being treated as a separate phase rather than the continuous one. In contrast, Agile methodologies that 

emphasize rapid iteration and flexibility may encounter challenges in effectively incorporating security due to 

their immediate nature, which may result in the neglect of more time-consuming security activities. As a result, 

this circumstance may support the development of security protocols that are specifically designed for Agile 

environments [6]. 

The concept of DevSecOps has been required by the increase in DevOps, imposing the integration of security 

testing into continuous integration/continuous delivery (CI/CD) pipelines. This approach is designed to 

integrate security protocols, such as dynamic security testing, vulnerability assessment, secure coding 

techniques and threat modelling throughout the entire process [4][10]. In DevOps environments, conventional 

security testing approaches frequently encounter scalability issues because of their inherent limitations and 

their design for linear SDLCs [11]. Parallel testing pipelines and hybrid technologies have been highlighted as 

solutions to these challenges [12]. There are three primary security testing methodologies: SAST, DAST, and 

IAST. Code is evaluated by SAST without execution predominantly during the early development phase to 

identify potential issues [15]. In advanced phases such as penetration testing and DAST, a black-box 

methodology evaluates active applications to identify vulnerabilities [14] [17]. To enhance accuracy and 

minimize false positives and negatives, IAST, a hybrid methodology, integrates both approaches by analysing 

code during runtime [14][16]. Employing a combination of tools is frequently more effective than relying on a 

single approach, as the effectiveness of these tools can fluctuate [14]. Table 1 summarises the characteristics of 

SAST, DAST, and IAST and compares their suitability across different software development methodologies. 

Table 1. Comparative Matrix of Security Testing Strategies 

Feature SAST DAST IAST 

Phase of SDLC Early development 

(coding, commit) [15] 

Late development 

(testing, staging) [13] 

Testing/Runtime [16] 

Nature of Testing White-box (analyzes 

source code/bytecode 

without execution) 

[13] 

Black-box (tests 

running application) 

[13] 

Hybrid (analyzes code at runtime 

from within the application) [14] 

[16] 

Vulnerability 

Detection 

Identifies code-level 

vulnerabilities, 

coding standard 

violations [13] [18] 

Detects vulnerabilities 

in running application, 

language-independent 

[16] 

Identifies vulnerabilities with 

more context, lower false 

positives/negatives [14] [16] 

Strengths Early detection, cost-

effective for fixing 

issues, enforces 

coding standards [18] 

Finds runtime 

vulnerabilities, 

programming language 

agnostic, good for 

compliance [13] [16] 

Combines SAST and DAST 

advantages, better accuracy, 

context-aware [14] [16] 

Limitations High false positives, 

can't detect runtime 

issues, scalability 

challenges in DevOps 

[11] 

High false 

positives/negatives for 

specific vulnerabilities, 

low coverage for some 

types [14] 

Requires application to be 

running; agents/instrumentation 

must be integrated; coverage 

depends on exercised code paths 

[16] 

Suitability for 

Waterfall 

Can be integrated into 

specific development 

or testing phases [6] 

[16] 

Suitable for dedicated 

testing phases before 

deployment [6] [16] 

Less aligned with sequential 

phases; primary benefits best 

realized in iterative 

environments. 

Suitability for Agile Can be integrated into 

sprints, but may 

require adjustments 

Applicable in testing 

iterations, though may 

not fit rapid cycles 

Highly suitable due to real-time 

feedback and integration into 

continuous testing [16] 
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for speed [6] easily [7] 

Suitability for 

DevOps/DevSecOps 

Requires parallel 

pipelines for deep 

scans, may struggle to 

scale [11] [12] 

Can be used, but also 

faces scaling issues in 

CI/CD [11] 

Particularly useful for 

continuous, context-aware 

testing, but should be combined 

with complementary techniques 

[14] [16] 

Integration with 

CI/CD 

Possible with 

specialized tools, 

might slow down 

pipelines [11] 

Possible, but can be 

time-consuming for 

rapid deployments [11] 

Can support continuous testing, 

subject to instrumentation, 

runtime coverage, and pipeline 

constraints [14] [16] 

Security Testing Selection Framework and Practical Recommendations 

The comparative analysis indicates that the suitability of SAST, DAST, and IAST is influenced by the 

characteristics of the adopted software development methodology. Each technique provides distinct 

capabilities, but its practical value depends on alignment with the development workflow, automation 

capability, deployment practices, application architecture, and required security coverage. 

Comparative Evaluation 

SAST is particularly effective for identifying code-level vulnerabilities during the early stages of software 

development, enabling security weaknesses to be addressed before software deployment [15]. In traditional 

Waterfall models, SAST can be effectively incorporated into specification, planned development or testing 

phases [6]. However, in Agile environments, integrating SAST into rapid development iterations can be 

challenging because extensive security analysis may affect sprint velocity and continuous delivery objectives 

[7]. Within DevOps and DevSecOps environments, SAST remains valuable but often encounters scalability 

challenges due to high false-positive rates and execution overhead during automated CI/CD processes [11]. 

Solutions like parallel testing pipelines are proposed to manage time consuming SAST scans without delaying 

rapid deployment [12]. 

DAST evaluates running applications by simulating external attacks, enabling runtime vulnerabilities that are 

not visible through static code analysis to be identified  [13]. Independence of its programming language 

makes it versatile to identify issues in the final product [16]. DAST is compatible for testing phases in 

traditional methodologies [6]. However, the effectiveness of DAST in Agile environments may be limited 

because extensive runtime testing can delay rapid development iterations and continuous feedback cycles [14]. 

In DevOps, DAST, like SAST, faces scalability challenges as it was designed for traditional, sequential 

development cycles which makes it difficult to seamlessly integrate into CI/CD environments [11]. 

IAST represents a hybrid security testing approach that combines aspects of static and dynamic analysis by 

monitoring application behaviour during runtime. Its contextual view can help relate a detected weakness to 

the code and execution path involved, which may improve the usefulness of findings compared with 

approaches that analyse code or application behaviour in isolation [16]. This capability makes IAST 

particularly suitable for Agile and DevSecOps environments where rapid, context-aware feedback is valuable 

[14][16]. However, the literature does not support treating IAST as universally superior to SAST or DAST. Its 

effectiveness depends on application architecture, instrumentation requirements, runtime coverage, and the 

types of vulnerabilities being assessed. Evidence from comparative tool studies also indicates that combining 

complementary testing approaches can improve coverage, while the resulting false-positive and false-negative 

rates remain dependent on the vulnerability type and tool combination [18]. 

Quantitative evidence further supports a combined rather than single-technique strategy. Charoenwet et al. 

reported that a SAST tool generated warnings in vulnerable functions for 52% of vulnerability-contributing 

commits across 92 C/C++ projects; however, at least 76% of warnings in vulnerable functions were irrelevant 

to the contributing commits, while 22% of the commits remained undetected because of limitations in SAST 

rules [18]. These results illustrate both the value and the limitations of automated static analysis. Similarly, a 

comparative study combining SAST, DAST, and IAST tools found that multi-tool combinations could achieve 
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very high true-positive rates, while false-positive rates still varied across vulnerability categories [19]. 

Therefore, the STSF should be interpreted as a strategy-selection aid rather than evidence that one technique 

consistently outperforms the others. 

Technological Innovation Gap 

Emerging Security Technologies for DevSecOps 

The scope of security testing in modern DevSecOps environments is increasingly extending beyond 

application-level SAST, DAST, and IAST. Software Composition Analysis (SCA) is used to identify 

vulnerable or outdated third-party components and can support software supply-chain security through 

Software Bills of Materials (SBOMs) [20]. This is particularly relevant to CI/CD environments because 

application security risks can originate from dependencies that are not directly visible in the application's 

source code. Container security scanning is similarly important for cloud-native delivery, where vulnerabilities 

may exist in container images, base images, orchestration configurations, or runtime environments [21]. NIST 

guidance for software supply-chain security in DevSecOps also recommends scanning container images for 

vulnerabilities before deployment and using policy-based controls to determine whether images should be 

admitted to an environment [22]. 

AI-assisted security testing is another emerging area. Recent research has examined the use of large language 

models for vulnerability detection, fuzzing, test generation, program repair, bug reproduction, and vulnerability 

triage [23]. However, current evidence also shows that LLM-based security analysis can be inconsistent and 

may produce incorrect or non-robust vulnerability assessments [24]. AI-assisted techniques should therefore 

complement, rather than replace, established security testing and human review. Taken together, SCA, 

container scanning, cloud-native security controls, and AI-assisted analysis indicate that future versions of 

STSF could be extended from application testing selection toward a broader DevSecOps security-control 

selection model. 

One of the key findings identified in the literature is the existence of a technological innovation gap between 

modern software delivery practices and conventional application security testing technologies [11]. While 

software delivery methods have advanced significantly with the advent of DevOps, many existing application 

security technologies still focus on traditional software development cycles. This inconsistency leads to 

difficulties in performing adequate security testing in modern environments due to the limitations of these 

older technologies in meeting up with the requirements of rapid and continuous development [11]. This gap 

necessitates the adoption of newer, more adaptable tools and strategies to ensure security keeps pace with 

development momentum. Furthermore, the limitation of concrete guidelines for selecting and effectively 

integrating security mechanisms coupled with insufficient empirical evidence for many secure software 

development methodologies may lead to the challenges faced by organizations in adopting and implementing 

effective security practices [3][5]. These findings indicate that organisations require practical guidance for 

selecting security testing strategies that align with modern software development methodologies and 

automation-oriented software delivery practices. 

Combined Security Testing Strategy 

The comparative analysis indicates that no single security testing technique is universally suitable for every 

software development environment [14]. For instance, a hybrid approach integrating static and dynamic 

analysis is often recommended for comprehensive security testing particularly in complex web applications 

[16][17]. The strength of IAST lies in its ability to bridge the gap between static and dynamic analysis, 

enhancing the accuracy and contextual insights which thereby making it a valuable component of a layered 

security testing strategy across various development methodologies [16]. Consequently, adopting a layered 

security testing strategy that combines multiple complementary testing techniques provides broader 

vulnerability coverage and improves overall software security. 

Table 2 summarises the comparative evaluation of SAST, DAST, and IAST across the three software 

development methodologies discussed in this study. The comparison highlights the strengths, implementation 

challenges, and overall suitability of each security testing technique according to software development 
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workflow, runtime requirements, contextual accuracy, and CI/CD integration capability. These findings 

provide the basis for developing the proposed Security Testing Selection Framework (STSF) presented in the 

following subsection. 

Table 2. Comparative Evaluation of Security Testing Strategies Across Software Development 

Methodologies 

Criteria Waterfall Agile DevSecOps 

Early 

Vulnerability 

Detection 

SAST is effective 

in dedicated early 

phases [13]. 

SAST can be integrated, but 

its cumbersome nature 

challenges Agile's speed [7]. 

SAST struggles to scale; 

parallel pipelines needed for 

deep scans [11] [12]. 

Runtime 

Vulnerability 

Detection 

DAST suitable 

for defined 

testing phases 

[16]. 

DAST applicable in 

iterations, but false 

positives/low coverage can 

impact rapid feedback [14]. 

DAST faces scalability issues 

and integration challenges 

within CI/CD [11]. 

Contextual 

Accuracy 

SAST/DAST are 

often used in 

separate 

sequential phases. 

IAST can provide runtime 

context and faster feedback 

[16]. 

IAST can support context-

aware testing, but should 

complement SAST/DAST 

[14] [16] 

Integration 

Challenges 

Lower, as 

security phases 

are clearly 

defined. 

Higher, as security activities 

can be cumbersome, 

conflicting with Agile's core 

principles [7]. 

Significant, due to the 

"technological innovation 

gap" of traditional tools [11]. 

Overall 

Recommendation 

Combination of 

SAST and DAST 

in sequential 

phases [17]. 

SAST with lightweight 

runtime testing such as IAST 

where appropriate [16]. 

Layered SAST + IAST + 

DAST, with automation and 

pipeline constraints 

considered [12] [19] 

As shown in Table 2, no single security testing technique consistently outperforms the others across all 

software development methodologies. Instead, the comparative evaluation demonstrates that the suitability of 

SAST, DAST, and IAST depends on project characteristics, development workflow, and automation 

requirements. These observations provide the foundation for the proposed Security Testing Selection 

Framework (STSF), which translates the comparative findings into practical guidance for selecting appropriate 

security testing strategies. 

Proposed Security Testing Selection Framework (STSF) 

Based on the comparative analysis presented in this study, a Security Testing Selection Framework (STSF) 

is proposed to assist software practitioners and researchers in systematically selecting appropriate application 

security testing strategies according to the characteristics of different software development methodologies. 

While previous studies have primarily compared the capabilities of Static Application Security Testing 

(SAST), Dynamic Application Security Testing (DAST), and Interactive Application Security Testing (IAST), 

they generally evaluate these techniques independently without providing practical guidance for selecting 

suitable testing strategies within specific development environments. Consequently, organisations often 

encounter difficulties in aligning security testing practices with modern software delivery workflows, 

particularly in Agile and DevSecOps environments where automation and continuous integration are 

fundamental requirements. 

The proposed STSF addresses this limitation by transforming the comparative findings into a literature-

informed decision-support framework. Rather than recommending a single security testing technique, the 
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framework evaluates project characteristics before identifying an appropriate combination of security testing 

strategies. Four primary decision factors are considered, namely the adopted software development 

methodology, development workflow characteristics, automation capability, and Continuous Integration and 

Continuous Deployment (CI/CD) integration requirements. These factors are intended to guide selection rather 

than prescribe a universally optimal configuration. 

For projects adopting the Waterfall methodology, the framework recommends integrating SAST during the 

implementation phase and DAST during system testing. Since Waterfall follows a structured and sequential 

development process, security verification activities can be planned at predefined SDLC phases without 

significantly affecting software delivery schedules. This approach enables comprehensive code analysis and 

runtime vulnerability assessment while maintaining systematic security verification throughout the 

development lifecycle. 

In Agile environments, software development is characterised by short development iterations and continuous 

feature enhancement. Consequently, security testing activities must minimise disruption to sprint execution 

while providing rapid feedback to developers. The proposed framework therefore recommends combining 

lightweight SAST with IAST, allowing early vulnerability detection together with runtime contextual analysis. 

This combination supports continuous security improvement without compromising Agile development 

velocity. 

For DevSecOps environments, software delivery is highly dependent on automated CI/CD pipelines, where 

security testing must operate continuously throughout software integration and deployment. Conventional 

security testing approaches alone are often insufficient due to execution overhead and scalability limitations. 

Accordingly, the proposed Security Testing Selection Framework (STSF) translates the comparative findings 

into a practical decision-support model that supports the systematic selection of application security testing 

strategies across different software development methodologies. By considering workflow characteristics, 

automation capability, and CI/CD integration requirements, the framework provides software practitioners 

with practical guidance for improving security testing integration while supporting the adoption of secure and 

resilient software development practices. This layered approach enables early code analysis, runtime 

vulnerability assessment, and continuous validation of deployed applications while maintaining rapid software 

delivery. 

The proposed framework further demonstrates that the effectiveness of security testing is influenced not only 

by the technical capability of individual testing techniques but also by their compatibility with software 

development workflows. The comparative analysis indicates that no single security testing approach is 

universally applicable across all development methodologies. Instead, organisations should adopt security 

testing strategies that align with project characteristics, deployment frequency, automation maturity, and 

operational requirements. This observation highlights the importance of selecting security testing techniques 

from both technical and organisational perspectives rather than relying solely on vulnerability detection 

capability. 

Overall, the proposed Security Testing Selection Framework (STSF) translates the comparative findings into a 

practical decision-support model for selecting appropriate application security testing strategies across 

different software development methodologies. By considering workflow characteristics, automation 

capability, and CI/CD integration requirements, the framework provides systematic guidance for selecting 

suitable combinations of SAST, DAST, and IAST while supporting the implementation of adaptive and 

continuously integrated security testing practices in modern software development environments.  

Figure 2 presents the proposed Security Testing Selection Framework (STSF) developed from the comparative 

analysis conducted in this study. The framework assists software practitioners in selecting appropriate 

application security testing strategies according to the adopted software development methodology. By 

considering workflow characteristics, automation capability and CI/CD integration requirements, the 

framework recommends suitable combinations of SAST, DAST and IAST for Waterfall, Agile and 

DevSecOps environments. The proposed framework serves as a practical decision-support model for 

improving security testing integration throughout the Software Development Life Cycle (SDLC). 
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Figure 2. Proposed Security Testing Selection Framework (STSF) for Software Development 

Methodologies 

Framework Validation Status and Practical Limitations 

The STSF is a proposed framework derived from the qualitative comparison of published literature and has not 

yet been empirically validated. No industrial case study, controlled experiment, practitioner survey, or expert 

evaluation was conducted as part of the present study. Consequently, the recommendations in Table 3 should 

be interpreted as literature-informed guidance rather than validated prescriptions. The framework is intended to 

provide a structured starting point for security testing selection, while its effectiveness, usability, and 

generalisability require evaluation in real software development environments. Future validation should 

examine whether the framework improves testing coverage, vulnerability detection, false-positive 

management, pipeline performance, and practitioner decision-making when compared with existing security 

testing practices. 

Table 3 presents the security testing recommendations derived from the proposed Security Testing Selection 

Framework (STSF). The recommendations indicate that the suitability of application security testing 

techniques is strongly influenced by software development methodology characteristics, including workflow 

structure, automation capability, and deployment practices. Waterfall environments benefit from the 

combination of SAST and DAST due to their structured development phases, whereas Agile environments 

require lightweight security testing through the integration of SAST and IAST to support rapid development 

iterations. For DevSecOps, the framework recommends combining automated SAST, IAST, and continuous 

DAST to provide continuous vulnerability detection and runtime security validation within CI/CD pipelines. 

These findings demonstrate that effective security testing is not determined by a single testing technique but by 
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selecting an appropriate combination of techniques that aligns with the operational characteristics of the 

adopted software development methodology. 

Table 3. Security Testing Recommendations Generated by the Proposed Security Testing Selection 

Framework (STSF) 

Development 

Methodology 

Recommended Security Testing Primary Benefit 

Waterfall SAST + DAST Comprehensive security 

verification 

Agile SAST + IAST Rapid security feedback 

DevSecOps Automated SAST + IAST + Continuous 

DAST 

Continuous security assurance 

CONCLUSION 

This study examined the suitability of three widely adopted application security testing techniques, namely 

Static Application Security Testing (SAST), Dynamic Application Security Testing (DAST), and Interactive 

Application Security Testing (IAST), across Waterfall, Agile, and DevSecOps development methodologies. 

The comparative analysis indicates that security testing selection should consider not only the technical 

capabilities of individual techniques but also development workflow, automation maturity, deployment 

frequency, application architecture, and CI/CD requirements. 

The findings indicate that SAST remains valuable for early code-level vulnerability detection, while DAST 

provides complementary assessment of vulnerabilities that become observable during application execution. 

IAST can provide useful runtime context and is therefore a relevant option for Agile and DevSecOps 

environments, but the evidence does not justify treating IAST as universally superior to SAST or DAST. 

Quantitative findings from prior empirical studies demonstrate that automated security testing can provide 

meaningful detection benefits while still producing false positives, missed vulnerabilities, and coverage 

limitations. A layered strategy that combines complementary techniques is therefore more defensible than 

reliance on a single testing approach. 

Based on the comparative findings, the study proposes the Security Testing Selection Framework (STSF) as a 

literature-informed decision-support model for selecting combinations of security testing strategies according 

to development methodology, workflow characteristics, automation capability, and CI/CD integration 

requirements. The framework extends the comparative analysis into practical guidance while recognising that 

different projects may require different combinations of testing techniques. 

Several limitations should be considered. First, the STSF has not been empirically validated through industrial 

case studies, controlled experiments, practitioner surveys, or expert evaluation. Second, the literature review 

did not retain formal PRISMA-style screening statistics or a numerical quality-assessment procedure, limiting 

the reproducibility of the selection process. Third, the analysis primarily focused on SAST, DAST, and IAST 

and therefore does not fully represent the broader DevSecOps security landscape. Emerging practices such as 

Software Composition Analysis, container security scanning, cloud-native security controls, and AI-assisted 

security testing should be incorporated in future extensions of the framework. 

Future research should validate the STSF in real software development environments and compare its 

recommendations against existing security testing practices using measurable outcomes such as vulnerability 

detection coverage, false-positive rates, remediation effort, execution overhead, and CI/CD pipeline impact. 

Expert evaluation involving software security practitioners could also assess the framework's clarity, 

completeness, and practical utility. Such empirical validation would provide stronger evidence for the 

applicability and generalisability of the proposed framework. 
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