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ABSTRACT

Information systems and technologies applied to healthcare are fundamental tools for improving the quality,
efficiency and scope of healthcare services and, consequently, the care provided to patients. There are many
different areas where these systems are essential, including the management of healthcare institutions, direct
patient care and clinical research. Today, the use of these systems is essential for the proper functioning of
countries' healthcare systems, and the outlook is for the continued evolution of these technologies with the
central aim of providing quality and safe healthcare. These systems are crucial to continuing to modernise the
healthcare sector, making it more efficient, accessible and sustainable, as well as improving the experience and
results for patients. Its application is a fundamental pillar for the advancement of health in the 21st century.
The aim of this article is to describe the most relevant systems applied in healthcare and discuss future impacts,
possibilities and challenges.
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INTRODUCTION

The future of the application of Information Technology Systems (ITS) in healthcare is promising and could
completely transform the way healthcare is delivered, managed and accessible to patients. When applied to the
health sector, ITS make it possible to optimise patient care, facilitate information management, improve the
quality and safety of clinical decisions and improve patient care [1].

The development of specialised software and the use of advanced technologies such as artificial intelligence
have transformed the way we take care of people's health [2].

ITS in healthcare is already prevalent in most countries around the world and this reality brings numerous
benefits in healthcare, permanent access to patient data, minimising operating costs, reducing medical errors,
data security and improving patient care [2].

ITS significantly improves patient outcomes in the healthcare sector by improving operational efficiency, data
accuracy and coordination of care. The integration of advanced technologies, such as electronic health records
and artificial intelligence, facilitates better decision-making and reduces medical errors, ultimately leading to
improved healthcare for patients.

This technology promotes more effective communication between teams of healthcare professionals, which
facilitates the collaborative provision of care [1].

However, there are major challenges in utilising ITS in healthcare, such as ensuring data reliability, acquisition
and maintenance costs, training professionals from a user perspective, and the mistrust of some healthcare
professionals towards these systems [3,4].

It is therefore important to reflect on existing ITS, the main applications, prospects, as well as the challenges
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we must face in order to optimise these technologies for the benefit of patient health, since innovation in the
healthcare sector is constantly evolving.

Electronic Patient Records

Electronic Patient Records (EPRs) represent a significant advance in healthcare, facilitating improved patient
care and operational efficiency. These are digital systems that store and organise patients' clinical and
administrative information. These systems replace paper, allowing for more efficient, secure and accessible
management of medical data, which facilitates the work of healthcare professionals [5].

A study carried out in Ireland revealed a high level of involvement and satisfaction among healthcare
professionals following the implementation of the EPRSs, with users appreciating the transparency and
accountability it provides [6]. EPRs can greatly simplify processes and consequently improve patient access to
healthcare [7].

The main features of EPRs are described in Table 1.

Table | Main Features of Electronic Patient Records

Complete Medical | Detailed history of each patient, including previous diagnoses,
History treatments, medications, exams, vaccinations and allergies.
History is quickly accessible by doctors and nurses.

Data Integration Integration with laboratory, radiology and pharmacy systems.

Main Features Secul:ity and Access authentication and encryption - personal data security.
of Electronic L3 a7
Patient Record
ahent Hecords Agility and Access to data in real time, which is essential in emergencies and
Efficiency routine situations.
Telemedicine and | Remote consultations and remote care - greater accessibility to
Remote Care healtheare.
Data-based The use of artificial intelligence makes it possible to analyze
decisions health patterns, predict risk conditions and support medical

decisions more accurately.

Clinical Decision Support Systems

Clinical Decision Support Systems are technological tools designed to help healthcare professionals make
decisions related to the diagnosis, treatment and management of patients. These systems use algorithms,
medical data and patient histories to offer real-time support, promoting more accurate and informed decisions

[8].
Table 2 describes the main components of these systems.

Table 11 Main components of Clinical Decision Support Systems

Knowledge Base A set of guidelines, clinical protocols and scientifie
data.

A tool that interprets the information available on
Inference Engine the patient and cross-references this data with the
knowledge base, generating suggestions or
diagnoses.

Information accessible to health professionals,
User interface often integrated into the Electronic Patient Record.
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These systems are very useful because they have integrated alert and reminder technology in which drug
interactions or contraindications are identified and health professionals are alerted. They can support the
diagnosis by suggesting hypotheses based on the patient's symptoms and history. These systems can also
recommend suggestions for treatment, such as drug doses, and can also predict and analyse risk, as these
systems can assess the risk of developing serious conditions, such as heart disease or post-operative
complications [8,9].

Telemedicine

Telemedicine is the use of digital technologies to provide medical care at a distance. It's a combination of
digital equipment, software, the internet and qualified specialists, which makes consultations and diagnoses
possible via online platforms, improving access to healthcare and optimising the time of patients and
professionals, eliminating geographical barriers.

This technology significantly improves patient participation and adherence to treatment plans in various
healthcare settings. By providing flexible access to healthcare, telemedicine facilitates continuous
communication between patients and healthcare professionals, which is crucial, for example, in the
management of chronic diseases.

Telemedicine allows patients to attend appointments remotely, reducing barriers such as transport and time
constraints [10]. A good example of the potential of telemedicine is the report of a study on diabetes
management, in which telemedicine users showed better glycaemic control and better adherence to treatment
compared to those who received face-to-face care [11]. Therefore, this technology is associated with higher
levels of patient involvement, as it allows them to take a more active role in managing their health as reported
by a recent systematic literature review [12].

Telemedicine promotes continuous interaction, allowing healthcare professionals to monitor the patient's
progress and adjust treatment plans as necessary, eliminating constraints such as the distance of diary
management [13].

Figure 1 illustrates the numerous possibilities for applying telemedicine.

Teledermatology

Telecardiology |/ o

\ L e - Teleneurology

Telepneumology

Fig. 1 Numerous possibilities for applying telemedicine
Internet of Medical Things

The Internet of Medical Things (IoMT) represents a transformative integration of the Internet of Things into
the healthcare sector, enabling better patient monitoring, data collection and improved healthcare delivery. By
connecting various medical devices and systems, the IOMT facilitates the exchange of health data in real time,
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which can lead to better medical decision-making and improved patient outcomes.

One of the main applications of IoMT is continuous patient monitoring, reducing the need for face-to-face
consultations (Nishad & Tripathi, 2020). As we've already mentioned, telemedicine has also seen a huge
increase with the loMT [14].

The integration of IoMT into hospital infrastructures improves operational efficiency and patient care, where
wearable devices that monitor vital signs and health metrics in real time guarantee quality and safety [15], and
so doctors and nurses, hospitals and clinics, can gather important information using connectivity between
devices such as ventilators, monitors, etc. This data supports decision-making. The so-called wearables are
devices that have to be worn on the body and can take the form of necklaces, watches, glasses and even
clothes, among others, which are equipped with trackers, sensors and monitor biometric data, physical activity
and send alerts in real time. If we add artificial intelligence, we can increase the improvement of data analysis
for personalised medicine and predictive healthcare, which in this day and age is an extraordinary advance
[16].

Robotic surgery has seen significant advances that increase surgical precision and improve patient outcomes,
i.e. the dexterity of robotic arms allows surgeons to perform complex surgeries with greater precision. These
innovations include the development of sophisticated robotic systems that facilitate minimally invasive
procedures, leading to reduced trauma, shorter recovery times and lower complication rates. The implications
of these advances are profound, as they not only improve surgical efficiency, but also expand the range of
procedures that can be performed by robots [17,18]). Robotic surgery is used in various specialities, including
urology, gynaecology and cardiac surgery, demonstrating its versatility [19,20], and this reality is, in fact,
extraordinary.

Big Data and Data Analysis

Big data analytics is transforming healthcare by enabling the integration and analysis of vast data sets, which
improves disease diagnosis, treatment personalisation and care management. This integration spans several
domains, including bioinformatics and medical informatics, enabling the identification of patterns and
predictive modelling from electronic health records and other data sources [21,22].

The main applications of Big Data in healthcare are the detection and classification of diseases through
techniques such as the HDAOML-BDE model, which uses machine learning to analyse healthcare data to
improve the diagnosis of diseases [18]. The personalisation of healthcare, where large volumes of data
facilitate precision diagnosis and personalised treatment, driven by innovations such as genomic sequencing
and portable devices [21]. Healthcare management, where the use of Big Data optimises processes within
medical organisations, improving the overall provision of healthcare [21,22]. Clinical and pharmacological
research, through the analysis of clinical data, information on treatment efficacy, disease progression and risk
factors, optimisation of clinical trials and pharmacovigilance [23,24].

Augmented Reality

Augmented Reality (AR) has emerged as a transformative technology in surgical procedures, increasing
precision and reducing procedure complications. The application of AR is not exclusive to surgical procedures,
but this is perhaps one of the areas where AR has most enhanced the success of the healthcare provided. By
providing immersive, real-time visualisations of anatomical structures, AR facilitates better surgical planning
and execution, ultimately improving patient outcomes. The integration of AR into various surgical fields
demonstrates its potential to revolutionise surgical practices.

AR offers three-dimensional visualisations that improve spatial understanding during surgery, particularly in
complex procedures such as spinal surgery [25].

The use of AR visors allows the integration of fluorescence-guided techniques, improving control and
minimising tissue damage during surgery [26].
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AR technologies provide valuable tools for medical training, allowing residents to practise in simulated
environments without direct supervision, thus improving their skills and confidence in their technique [27].

Hospital Management Systems

Hospital management systems significantly improve results and patient satisfaction by simplifying procedures,
improving communication and ensuring quality and safe care. These systems automate administrative tasks,
provide real-time access to patient data and facilitate better coordination between healthcare professionals,
ultimately leading to more efficient delivery of healthcare to patients.

There are numerous software programmes for managing clinics and hospitals. Perhaps the best strategy is to
opt for software that solves the greatest number of tasks with the fewest tools.

Figure 2 identifies the main applications of hospital management systems.

Marketing Appointment Hospital
management scheduling management
software software software

Fig. 2 Main applications of hospital management systems

As far as marketing management software is concerned, we know that people search for information on the
internet in order to clarify their doubts, and these doubts can be converted into an enquiry if the institution
manages to convey an image of trust, with clear information and intuitive navigation from the user's point of
view [28].

With regard to appointment scheduling software, the possibility of booking an appointment online is very
useful for patients, as is online self-service to answer questions, 24 hours a day, with agility and autonomy for
the patient, which provides a positive user experience [28].

As far as hospital management software is concerned, we know that a hospital is a very complex institution to
manage, and this software serves to facilitate this very complex management. These systems optimise
workflows, reducing waiting times and improving service delivery [29].

Future impacts, possibilities and challenges

The implementation and adoption of ITS in healthcare faces several significant challenges that need to be
considered if effective implementation is to be possible, guaranteeing the quality and safety of healthcare.
Looking at the challenges and facing them is, in our view, the only way forward.

These challenges encompass technical, financial, human, regulatory and ethical factors that have implications
for the transition from traditional methods to digital solutions.

Technical factors include the integration and interoperability of new systems that respond to existing
workflows, which if not taken into account can lead to inefficiencies [30]. In other words, the lack of
compatibility between different systems can make data sharing and communication difficult [31]. Another
issue is concerns about the security of clinical data, which is a very sensitive issue and one that worries
healthcare professionals, as it is necessary to guarantee the privacy of clinical data and respond to
cybersecurity threats [32]. The privacy and security of sensitive data must be absolutely controlled. It also
seems important to us to centralise patient information, improving diagnoses, treatments and reducing potential
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medical errors, and this is helped by technologies such as wearable devices and telemedicine that enable real-
time monitoring, especially for chronic patients. Sensitive clinical data must be reliable, with quality and up-
to-date information.

Financial factors include the high costs of implementing these technologies. The financial burden associated
with acquiring and maintaining IT systems can be prohibitive because many healthcare facilities struggle with
inadequate financial resources [31,32]. On the other hand, operational efficiency leads to the automation of
administrative processes, reducing costs and increasing hospital efficiency. Advanced systems require high
investment and constant updating, but these are unavoidable costs that institutions must meet.

Human factors include the resistance to change that some healthcare professionals may have in adopting new
technologies due to their comfort with existing practices, fears of substitution or distrust of algorithms,
although in general, healthcare professionals express a strong willingness to adopt IT systems, which indicates
a potential for successful adoption if the barriers are adequately resolved [33]. In addition, it is important not to
forget about training needs as insufficient training can lead to under-utilisation of IT systems, as health
professionals may not have the necessary skills to use them effectively [30,34]. Training health professionals
to use these tools efficiently must be a constant concern.

Regulatory factors include compliance with data protection laws and regulations, which can make it difficult to
implement systems [30], but they naturally have to be taken into account, and this is crucial in order to face
ethical challenges and guarantee patient safety, as well as to maintain the trust of patients and healthcare
professionals in these systems. A major concern is patient autonomy and ethical issues. Artificial intelligence
systems can jeopardise the informed consent process if they limit the patient's ability to make voluntary and
informed choices about their treatment options [35]. Dependence on artificial intelligence can lead to an
automation bias, where patients and healthcare providers rely excessively on the recommendations of artificial
intelligence, diminishing the role of the patient and healthcare professional in decision-making [36]. It seems
important to us to adopt ethical frameworks to guarantee transparency in artificial intelligence operations,
allowing patients to understand how decisions are made and promoting trust in the systems, because if there is
no trust in the systems, the future of this technology falls apart. While the potential benefits of artificial
intelligence in healthcare are significant, including improved and more accurate diagnoses and personalised
treatments, ethical challenges must be addressed to ensure that patients' rights and safety are respected.
Balancing innovation with ethical issues seems to us to be a fundamental aspect of applying these systems to
healthcare.

Since patient autonomy is a central issue, all efforts to empower patients seem relevant to us. Health apps and
health education platforms can provide access to information about medical conditions and treatments. Patient
portals also allow direct access to diagnostic test results, appointment scheduling and interaction with
healthcare professionals.

In general, the health gains resulting from the introduction of these technologies are not questionable, but we
also need to understand the associated challenges.

Technological development in healthcare is not going to make professionals redundant. Innovation requires
increasingly qualified professionals who are prepared to face the challenges of the future. Technology must be
at the service of more efficient management of healthcare resources, while maintaining investment in
healthcare professionals, so that more and more quality and safe healthcare is provided.

With these innovations, this technology applied to healthcare can offer a more efficient, accessible and patient-
centred future, reducing costs and improving clinical results. The challenge will be to balance technology with
the empathy and humanity that healthcare requires.

The intersection between ITS in healthcare and the humanisation of care is increasingly recognised as central
to improving patient care. While technology can increase efficiency and access, it also runs the risk of
depersonalising healthcare interactions. Therefore, integrating the principles of humanisation when thinking
about healthcare ITS is crucial to promoting empathetic relationships between patients and healthcare
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providers.

Humanisation involves prioritising patient-centred healthcare, emphasising empathy, communication and
respect. Healthcare teams can enhance humanisation through specific behaviours, such as active listening and
comfort, which are vital in hospital environments. Digital technologies can support humanisation through the
training of health professionals, however, there is a notable lack of school curricula that effectively combine
humanisation with digital health strategies as reported by a recent systematic literature review [37]. The use of
technologies can promote humanised care, but this requires a change in health training to include broader
humanistic principles to bridge this gap [38].

Humanisation in health professional training curricula is vital for instilling empathy and communication skills
in future professionals. Integrating humanitarian values into professional curricula can improve understanding
of the psychological and emotional needs of patients [39]. Despite its benefits, there are still challenges in fully
realising humanisation in healthcare provision. Issues such as the need to better integrate family and patient
involvement in care highlight the complexities of effectively applying the principles of humanisation [40].

In hospital environments, humanisation is reflected in the specific behaviours of healthcare professionals. One
study identified critical humanising attitudes such as effective communication, respect and patient comfort as
factors that promote the humanisation of healthcare [41].

Although technology offers significant advances in healthcare, it is essential to remain vigilant about its
potential to depersonalise care. Balancing technological efficiency with humanistic values is crucial to ensure
that patient care remains compassionate and respectful of the patient.

CONCLUSION

The integration of Information Systems and Technologies into healthcare significantly improves patient
outcomes and lowers costs through several innovative approaches. By taking advantage of technologies such
as artificial intelligence, the internet of medical things and electronic patient records, without forgetting ethical
issues and patient autonomy, healthcare professionals can optimise the provision of care and operational
efficiency, guaranteeing quality and safe healthcare.

The future of healthcare will be increasingly shaped by the integration of Information Systems and
Technologies. Despite the challenges, the potential benefits such as increased accessibility, personalised
healthcare, efficient management and the promotion of patient autonomy make the progressive adoption of
these technologies in healthcare inevitable. Solving the challenges will depend on clear regulations, investment
in infrastructure, continuous training of healthcare professionals and patient involvement.
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