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ABSTRACT

The determination of unknown attacks remains a major challenge in WSN. Network Intrusion Detection (NIDS)
is a proactive network security protection technology, which provides an effective defense system for WSN.
NIDS heavily utilizes approaches for data extraction and Machine Learning (ML) to find anomalies. ML is an
artificial intelligence subset that refers to a set of approaches allowing to learn from a preset dataset with
improvement without human intervention. In terms of feature Importance. Particle Swarm Optimization (PSO)
is a method used to select features in the dataset that contribute the most to predicting the target variable. Working
with selected features instead of all the features reduces the risk of over-fitting, improves accuracy and decreases
the training time. PSO technique selects optimal features from the preprocessed dataset. Residue Number System
(RNS) is a numeral system representing integers by their values modulo several pairwise coprime integers called
the moduli. This representation is allowed by Forward Conversion, which asserts that if N is the product of the
moduli, there is, in an interval of length N, exactly one integer having any given set of modular values. The goal
of the study is to provide NIDS with an attribute selection approach. PSO has been used for that purpose. This
proposed feature selection method integrates RNS with the advantages of both empirical mode decomposition
to retain most of the relevant features. The Network Intrusion Detection model PSO-RNS is being developed to
identify any malicious activity in the network or any unusual behavior in the network, allowing the identification
of the illegal activities. The proposed framework validated datasets, UNSW NB-15 to train the ensemble
Machine Learning classifiers, KNN, Naive Bayes and Logistic Regression as base classifiers while Random
Forest as meta classifier, all been. stacked for feature selection with PSO optimization technique. In order to
enhance the accuracy of the model, RNS is used to extract features from the dataset further using moduli set of
{2" - 1, 2", 2" +1}. The proposed PSO-RNS algorithm performs well in the benchmark function test and
effectively guarantees the improvement of PSO feature selection approach. Our model achieved a reduced
training time with the inclusion of RNS compared with PSO for (Naive Bayes + KNN) + Random Forest: CASE
A and KNN + Logistic Regression) + Random Forest: CASE B and improved accuracy. The experimental results
show that the proposed intrusion detection model has good effects and practical application significance.

Keywords: Forward Conversion, Machine Learning Classifiers, Moduli set, NIDS, PSO, RNS, Stack Ensemble,
UNSW NB-15, WSN

INTRODUCTION

With the tremendous and increasing development of internet technology, providing security to WSN is highly
significant since these networks are generally deployed in unreachable terrain and face several challenges (Liu
et al., 2022). The distinctive challenges of WSNSs, including resource constraints, communication limitdtions,
and dynamic operating conditions and security issues. Traditional approaches of IDS heavily depend on
signature-based methods, but their effectiveness is constrained when faced with novel and sophisticated attacks.
To address these limitations, a shift is observed among researchers and practitioners toward incorporating ML
practices into Intrusion Detection System (IDS) design.
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Machine learning algorithms are programs that can learn from data and improve from experience, without human
intervention. Learning tasks may include learning the function that maps the input to the output, learning the
hidden structure in unlabeled data or instance-based learning, where a class label is produced for a new instance
by comparing the new instance (row) to instances from the training data (Pandey et al., 2025). Stack Ensemble
models take more computational time in training it's dataset subject to further enhance the computational
efficiency due to the process of stacking multiple classifiers (Gad, Mosa, Abualigah & Abohany, 2022).

IDS is an effective system that attempts to identify and alert the attempted intrusions into the network. Intrusion
detection is the second line of defense for network security. An intrusion detection system (IDS) can not only
resist network attacks from intruders but also strengthen the system’s defense capabilities based on known
attacks.

In arithmetic operations, RNS is a non-positional number system with no carries between the digits (Torabi, &
Barzegaran 2023; Gbolagade,2013). As a result of the independence of the computing process for each digit,
RNS permits parallel computing. However, it should be noted that such a data format necessitates a vast number
of additional procedures, including RNS conversion and a variety of other sophisticated operations. By
integrating Residue Number System (RNS) with three moduli into the public key AES method encryption,
research was done to increase the security of digital images containing handwritten signatures. This strategy
produces a hybrid solution that improves security while increasing computational efficiency. The encrypted
images are further secured by splitting them into three lightweight image shares known as residues using the
RNS forward conversion method. (Idowu, Alobalorun, Abdulsalam, 2024). Researchers successfully were able
to address the security vulnerabilities in AES and prevent image theft identity in handwritten signatures. RNS
can also improve WSN reliability by lowering the average computational consumption of each sensor node
(Danial, Mohammad & Amer, 2024; Mahajan et al., 2024). The fundamental aim is to spread network loads
among all nodes to limit the maximum number of transferred bits per node. In order to reduce the number of
hops required to reach the sink, the network is structured into clusters (Danial, Mohammad & Amer, 2024).

Authors proposed hybrid techniques for detection of vulnerabilities in hierarchical wireless sensor networks
implementation done was based on data balancing and dimensionality deductions, their models did
exceptionally, however there is need for improvement based on overfitting (Talukder, Khalid & Sultana, 2025;
Gebrekiros, Panda & Indu, 2023)

Some researchers proposed six machine learning classifiers, data preprocessing, data exploration was conducted
and results were compared in order to predict the mortality rate. Evaluation was done using the metric Root
Mean Square Error (RMSE). However, Linear Regression (LR) model had the lowest value of RMSE with14.2%
among other models. (Ajagbe, Idowu, Oladosu & Adesina, 2020). Research indicated that LR. Has the highest
performance in predicting mortality.

This study presents a meta-heuristic PSO to select optimal features and Residue Number System (RNS) efficient
technique for feature extraction to enhance anomaly detection in Wireless Sensor Networks using ensemble ML
classifiers approach. The primary contributions of this work can be described as investigating most efficient and
high- performing classification techniques such as PSO, PSO+RNS. The performance evaluation was
multidimensional, focusing on four essential metrics: accuracy, precision, error rate, training time sensitivity,
specificity and F1-Score. Accuracy and training time are critical metrics of a model's effectiveness in
classification tasks, expressing the proportion of correct predictions to total predictions made. A model with
great accuracy can foresee outcomes that are consistent with real-world observations.

LITERATURE REVIEW

Some researchers assessed machine learning algorithms for detecting attacks on the UNSW-NB15 bencgmark
dataset, such as RF and K-nearest neighbors (KNN). The RF and KNN classifiers performed better than the NB,
with remarkable 99% accuracy rates (Alsahli et al., 2021). Metrics for precision and recall verified RF and
KNN's better performance than NB. A study assessed the suitability of several machine learning techniques with
loT datasets, such as KNN, SVM, DT, NB, RF, ANN, and logistic regression (LR), for use in IDSs. These
algorithms were compared experimentally taking into account factors like accuracy, precision, recall, F1 score,

Page 4042



https://rsisinternational.org/journals/ijrsi
https://rsisinternational.org/journals/ijrsi

INTERNATIONAL JOURNAL OF RESEARCH AND SCIENTIFIC INNOVATION (1JRSI)
ISSN No. 2321-2705 | DOI: 10.51244/1JRSI [Volume XI1 Issue X October 2025

- ! % 2
%, §
¢ RSIS ~

and log loss. The outcomes demonstrated that, for all attack types, the RF algorithm performed better in binary
classification than the other algorithms (Churcher et al., 2021). A comparative study was made among some
supervised machine learning models after implementation. The approaches based on machine learning (ML)
were effective in detecting intrusions with NSL-KDD CUP dataset and three individual models; CART, MLR
and KNN were validated. Furthermore, evaluation shows that KNN was the most effective and has the highest
accuracy of 99.38% (Okewale, Idowu, Alobalorun, & Alabi, 2023).

TON-IoT dataset was analyzed and developed four supervised machine learning intrusion detection techniques
in addition to a Stack Classifier. Numerical equivalents for categorical variables are converted, and missing values
are addressed. Metrics like recall, accuracy, precision, and F1-score are used to evaluate their effectiveness,
resulting in the identification of the best classifier for further examination. Each model adds a distinct advantage
to the ensemble model (Almotairi, Atawneh, Khasha & Khafajah, 2024) The inclusion of these conventional
models in the ensemble guaranteed and improved the ensemble approach’s clarity for better intrusion detection.
Five Ensemble Learning models were developed and assessed with Boosting, Stacking, and voting mechanism
on a patient dataset that produced 24 predictors and a binary outcome; all sets were unbalanced with respect to
the number of alive and deceased patients, even though the models overestimate mortality risk and have
insufficient calibration (P > 0.05) (Rahmatinejad et al, 2024). Stacking also showed relatively good agreement
between predicted and actual mortality.

An ensemble learning frame work for Intrusion detection classification was proposed using voting and stacking
approaches for LR, DT, RF and KNN classifiers using Chi-square technique for feature selection for TON-loT
datasets. Though the stack ensemble approach outperformed the voting technique due to the meta classification
at a higher computational time (Alotaibi & Mohammad 2023).

A network intrusion detection system is introduced, employing feature selection through a hybrid of the Whale
Optimization Algorithm (WOA) and Genetic Algorithm (GA) along with sample-based classification. Utilizing
the KDDCUP1999 dataset, this study captures the characteristics of both healthy and malicious nodes based on
network attack types. The proposed method, combining WOA and GA-based feature selection with KNN
classification and evaluated based on accuracy criteria, outperforms prior approaches. This suggests the effective
extraction of class label-related features by the Whale Optimization Algorithm and Genetic Algorithm (Abualhaj
et al.,2025; Mojtahedi et al., 2022).

In order to facilitate computation, RNS depicts a large integer using a set of smaller integers. Its operation is
based on the forward conversion, a mathematical concept from the 4th century by Sun Tsu Suan-Ching (Danial,
Mohammad & Amer, 2024; Idowu, Asaju-Gholagade, & Gholagade,2024). The moduli, also known as the set
of n integer constants {m1, m2, m3, ..., mn}, are used to explain RNS. Let M represent the least frequent number
among all the mi, as described in the residue numeral system, any arbitrary number X lower than M can be
represented as a set of N smaller integers, {x1, X2, X3, ..., xn} with xi = X designating the residue class of X to
that modulus. However, the moduli must be efficient for representation and no modulus should have a common
factor with any other. Consequently, M is the sum of all the mi, the following factors must be taken into
consideration when implementing a RNS system (Torabi, & Barzegaran 2023; Sivagaminathan, Sharma &
Henge, 2023).

METHODOLOGY

To enhance the efficacy of network intrusion detection, we explored the application of hybrid Particle Swarm
Optimization (PSO-RNS). In order to increase power consumption and further improve time complexity, the
RNS effectively reduces datasets by turning large weighted numbers into several units called residues, because
RNS offers effective, highly parallelizable arithmetic operations, researchers working with computationally
demanding applications will find it interesting. In order to decrease over fitness and improve classifidation
accuracy while cutting down on training time, the Residue Number System was utilized to further extract
features from the dataset utilizing moduli set of {2(n+1) - 1, 2(n) - 1, 2(n)} following the optimal selection
of the best data subset. This is done in order to decrease over fitness and improve classification accuracy while
decreasing training time.
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This innovative approach involves collaborative pruning of classifiers using PSO-RNS, and Subsequent
utilization of the RF as meta classifier for network intrusion categorization. The methodology incorporates both
ensemble learning and PSO algorithms to select optimal features, and RNS as feature extraction, then evaluations
were conducted using the widely recognized UNSW NB-15 dataset, renowned for its application as a standard
benchmark in network intrusion challenges. It is crucial to divide the dataset into training and testing portions,
where split rate method is employed in order to avoid overfitting of the model.

This section explains the overall architecture of the proposed system in details in Figure 1.

Figure 1: Architectural Framework for Enhanced IDS in WSNs

Preprocessing Feature Selection

Feature Extraction

Intrusion Dataset

Dataset

Residue
Number
System

Meta Classifier

Base Classifiers

Stack Ensemble

Source: Researcher’s own construct

The proposed architecture for the Network Intrusion Detection System (NIDS) for Wireless Sensor Networks
(WSN) is a comprehensive framework that leverages the synergies between Particle Swarm Optimization (PSO)
and Residue number system (RNS) technologies. This intricate system is designed to enhance the security of
Wireless Sensor Networks, considering the unique challenges posed by the resource-constrained nature of
WSNs. The process begins with the collection of data from Wireless Sensor Networks. This data serves as the
foundation for training and testing the NIDS. It encompasses information gathered from various sensors within
the network, reflecting the dynamic and diverse nature of WSNs. PSO acts as an intelligent mechanism, exploring
the parameter to select optimal features and reduce the high dimensionality in the dataset. Next is the feature
extraction by employing the RNS technique which utilizes three moduli set {2(n+1) - 1, 2(n) - 1, 2(n)} for
forward conversion into residues in order to reduce the high computation. The RNS represents integers using the
values they have when split by several pairwise coprime integers known as the moduli. It does this by employing
a dynamic power range technique.

Particle Swarm Optimization (PSO) operates by updating particle positions, Let X , Va represent each particle’s
position and velocity respectively then the population particles’ position and velocity is xi = X1, X2, X3 ... xi and
Vi = V1, V2, V3 .... vi respectively. Local memory of the best initial position for each particle prest is stored. Also,
the global best position for each particle is gbest. Then prest and ghest Of €ach particle are used to determine the
subsequent best position of the particle. Furthermore, the new position and velocity are stated in equation 1 &2
respectively

Xi+1=xi+Vi+1 @
The new velocity is  Vis1 =W*Vi-C1*1*(Poest —Xi) +C2*12* (Qoest-Xi) 2 4

Where: w is the inertia weight c1 and ¢ are the corresponding learning factors r1 and r; are the random numbers.
The Metaheuristic PSO pseudocode in captured in Figure 2
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Figure 2: Particle Swarm Optimization Algorithm

Begin Here
for each particlei=1, ..., Sdo
Initialize the particle's position with a uniformly distributed random vector: xi ~ U(blog, but)
Initialize the particle's best known position to its initial position: pi «— xi
if f(pi) < f(g) then
update the swarm's best known position: g «<— pi
Initialize the particle's velocity: vi ~ U (-|bup-blo|, |bup-blo|)
while a termination criterion is not met do:
for each particlei=1, ..., Sdo
for each dimensiond =1, ..., ndo
Pick random numbers: rp, rg ~ U(0,1)
Update the particle's velocity: vi,d < o vi,d + ¢p rp (pi,d-xi,d) + @g rg (gd-xi,d)
Update the particle's position: xi «— xi + vi
if f(xi) < f(pi) then
Update the particle's best known position: pi «— xi
if f(pi) < f(g) then
Update the swarm's best known position: g «<— pi
Stops Here

Source: Researcher’s source code

The method of Forward conversion in the Residue Number System (RNS) is a mathematical procedure employed
to express a standard number as a collection of residues, which are computed modulo a series of pairwise coprime
(or roughly prime) integers. The utilization of this representation proves advantageous in some domains, such as
digital signal processing and encryption, whereby the need for efficient modular arithmetic operations arises. In
order to comprehensively analyze the RNS forward conversion process, it is important to systematically
deconstruct it into individual steps.

Choosing the Moduli Set Step
Calculating the Residues

ii. Store Residues

iii. RNS Representation

The classification stage is formulated into two classification stages, a composite of the stack ensemble technique.
The stack ensemble cases proposed three supervised machine learning algorithms as the base classifier and one
other as the Meta classifier.

The optimal subset divides the data into two partitions, namely the training and testing datasets, 75% training
sets is introduced to each of the formulated stack ensemble case models.

RESULTS AND DISCUSSION OF RNS BASED OPTIMIZATION

In this section, the experiments with the proposed model undergo scrutiny. The assessment includes a
comparison of the accuracy, specificity, and sensitivity of extracted features using the suggested PSO-RNS model
with the ensemble models. To accomplish this, the technique involves acquiring a comprehensive dataset through
UNSW NB 2015. The remaining 25% is allocated for testing purposes. This approach ensures a robust training
set to enhance the model's learning capabilities and a distinct testing set to evaluate its performance. The
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proposed method with PSO under CASE A model is found to be 57.739sec; similarly, the time complexity when

validated with PSO-RNS under the same case is 37.086sec., which is an indication of the better model.

Table 1: Results of the two Combinations under Case A

Technique F-score |Precision [Specificity [Sensitivity |Accuracy ([Training [Error
Time (sec.) Rate

(Naive Bayes + % % % %0 %0

KNN) +Random

Forest: CASE A

PSO 92.259 [90.351 91.785 94.249 02.892 57.739 0.0711

PSO+RNS 91.647 [89.734 91.256 03.643 92.327 37.086 0.0767

Source: Researcher’s generated results

Table 2 shows the analysis per each class based on the method combination given in the result computation in
Table 1, displays PSO-RNS and PSO with (Naive Bayes + KNN) as base classifiers and (Random Forest) as
Meta classifier. Table 4.5 highlights the obtained results in terms of True positive value, True negative value,

False positive value and False negative value of each of the class groups.

Table 2: Analysis per class based on CASE A

Class TP TN FP FN
1 8862 10342 991 588
2 10342 8662 588 991

Source: Researcher’s generated results

Figure 3: Graphical representation of CASE A Model

100
8
6
4
2

o O O O O

CASE

A

F-score

Precision

Source: Researcher’s own construct

Table 3 shows that PSO-RNS outperformed PSO only using (KNN + Logistic Regression) as based classifier

Specificity

PSO |

Sensitivity

PSO-RNS

Accuracy

Training Time

Error Rate
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and (Random Forest) as Meta classifier based on F-score, Specificity, Sensitivity, Accuracy, Training time and
Error rate.

The Comparative Analysis of the two variations of results shows that inclusion of RNS with PSO (Hybrid)
outperformed PSO only. It is found that the time complexity of the proposed method with PSO under CASE B
model is found to be 64.296sec; similarly, the time complexity when validated with PSO-RNS under the same
case is 37.789sec.

Table 3: Results of the two Combinations under Case B

Technique F-score |Precision [Specificity [Sensitivity |Accuracy [Training Time|Error
Rate
(KNN + Logistic % % % % %0 (sec.)
Regression)

+ Random Forest: CASE

B
PSO 84.297 |84.531 87.444 84.065 85.925 64.296 0.1407
PSO+RNS 02.724  |87.888 89.570 02.724 90.988 37.789 0.0901

Source: Researcher’s generated results

Table 4 shows the analysis per each class based on the method combination given in Table 1, shows PSO-RNS
and PSO models with (Naive Bayes + KNN) as base classifiers and (Random Forest) as Meta classifier. Table
4.5 highlights the obtained results in terms of True positive value, True negative value, False positive value and
False negative value of each of the class groups.

Table 4: Analysis per class based on CASE B

Class TP TN FP FN
1 8577 10151 1182 673
2 10151 8577 673 1182

Source: Researcher’s generated results
The graphical representation is indicated in Figure 4

Figure 4: Graphical representation of CASE B Model

CASE B
100
0 I 4
F-score Precision Specificity ~ Sensitivity Accuracy Training Time Error Rate

m PSO [ ] PSO-RNS

Source: Researcher’s own construct
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CONCLUSION

Intrusion detection is a promising method for resolving various challenges in proving security against various
attacks in recent years. In spite of its effectiveness, IDS possess several drawbacks that requires optimized
machine learning approaches for effective feature selection and classification. This paper employed enhanced
empirical based particle swamp optimization for the selection of relevant features. Further extraction is
performed with RNS that enable even large datasets to process faster. Time complexity is one of the evaluation
indicators to measure the pros and cons of an algorithm. The time complexity of the PSO-RNS proposed in this
paper consists of two parts: initialization and solution update. Due to the parallel strategy, regardless of how
many cases Although the accuracy is a little higher than that of the native PSO, the time complexity is improved
by nearly 10% - 20% the two models, so we believe that the less accuracy is an appropriate trade-off. In the
future, we will focus on developing an unsupervised or semi- supervised algorithms with deep learning for WSN
intrusion detection model, and also on more sophisticated datasets.
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