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ABSTRACT

The accelerating digitisation of modern enterprises and infrastructures has amplified cybersecurity risks,
exposing critical systems to increasingly intelligent and multi-vector attacks. Traditional, rule-based security
mechanisms, while historically effective, are proving inadequate in the face of evolving threats such as zero-
day exploits, advanced persistent threats (APTs), insider intrusions, and ransomware. To address these
challenges, this study proposes a next-generation cybersecurity framework that synergistically integrates
Artificial Intelligence (Al) and Blockchain technologies to create a resilient, intelligent, and decentralised
security ecosystem.

The research adopts a mixed-method design encompassing system architecture modelling, smart contract
development, Al model training, and simulation-based evaluation. The proposed multi-layered architecture
comprises four components: (1) a Blockchain-based data layer for immutable logging and distributed trust; (2)
an Al-driven intelligence layer leveraging models such as Random Forest, XGBoost, LSTM, and Autoencoders
for real-time threat detection and anomaly analysis; (3) a consensus layer to validate events and enforce
decentralized governance; and (4) an interface layer providing dashboard access and policy control.

Experimental implementation using Hyperledger Fabric and TensorFlow demonstrated superior performance
in detection accuracy, response time, resilience against adversarial attacks, and scalability, compared to
traditional Al-only or Blockchain-only models. Furthermore, the integrated system significantly reduced false-
positive rates while enabling tamper-proof audit trails and automated incident response through smart
contracts. Case applications across critical infrastructure, financial services, healthcare, and government
systems illustrate its transformative potential.

This research contributes a novel architectural paradigm that addresses current limitations in cybersecurity by
leveraging Al’s predictive analytics with Blockchain’s decentralised integrity. The findings advocate for a
paradigm shift toward intelligent, self-healing, and trustless cybersecurity solutions suitable for the demands of
next-generation digital ecosystems.
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INTRODUCTION

Background

The rapid evolution of digital technologies has ushered in an era marked by unprecedented connectivity,
automation, and data proliferation. As global dependence on digital infrastructures grows, so does the attack
surface vulnerable to increasingly sophisticated cyber threats. From mission-critical systems in defence and
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healthcare to consumer-level 10T devices and cloud-based enterprise services, virtually every digital node now
constitutes a potential vector for exploitation (Wang et al., 2021). The complexity of contemporary
cybersecurity threats is no longer confined to simple malware or phishing attacks. Instead, actors are
employing tactics such as advanced persistent threats (APTs), polymorphic malware, Al-powered phishing,
and zero-day exploits, often coordinated across global networks and, in many cases, state-sponsored (Conti et
al., 2018).

Legacy cybersecurity models, traditionally based on static perimeter defences, signature-based intrusion
detection, and reactive incident response, are increasingly ill-equipped to address these evolving challenges.
While tools such as firewalls, antivirus systems, and rule-based intrusion prevention systems still play
foundational roles, they suffer from serious deficiencies. Notably, they often operate in siloed environments,
depend on prior knowledge of threat signatures, and lack contextual intelligence to detect previously unseen or
dynamically morphing attacks (Sahu et al., 2020). The reliance on centralized architectures further exacerbates
systemic vulnerabilities, as single points of failure can be exploited to compromise large-scale systems and
disrupt organisational operations.

In response to this landscape of escalating cyber risk, two transformative technologies, Artificial Intelligence
(Al) and Blockchain, have emerged as potential game-changers in the design of next-generation cybersecurity
systems. Al, encompassing machine learning (ML), deep learning (DL), and reinforcement learning (RL),
offers capabilities in behavioural threat modelling, real-time anomaly detection, and autonomous decision-
making (Nguyen et al., 2022). Al algorithms can identify patterns of malicious activity by learning from vast
and heterogeneous datasets, often outperforming traditional systems in detecting stealthy or low-frequency
threats.

Complementing Al, blockchain introduces an entirely new paradigm of distributed trust and data immutability.
Originally devised as the foundational technology behind cryptocurrencies, blockchain has since found broader
applicability in areas requiring secure, auditable, and tamper-resistant records (Li et al., 2021). Its
decentralized architecture, cryptographic assurances, and consensus mechanisms offer novel capabilities for
access control, identity verification, and secure information exchange. Smart contracts and decentralized
identity (DID) systems embedded in blockchain networks further extend their utility into autonomous and
policy-enforced cybersecurity workflows.

Crucially, the convergence of Al and blockchain represents a highly synergistic frontier for cybersecurity
innovation. Together, they can form a dual-layered security model: Al provides intelligent, adaptive
monitoring, while blockchain ensures integrity, transparency, and resilience in data management. This hybrid
architecture promises to eliminate the limitations of conventional systems and create a more robust, scalable,
and proactive defence ecosystem.

Problem Statement

Despite considerable advancements in cybersecurity technologies, existing infrastructures remain fragmented,
inflexible, and reactive. Centralized security models dominate the current landscape, where decision-making
authority and data repositories are concentrated in single points of control. These configurations are inherently
vulnerable to targeted attacks, data breaches, and systemic outages. Moreover, real-time coordination of
cybersecurity responses across diverse and distributed environments such as federated cloud systems, edge
devices, and cross-border data flows remains a significant challenge (Ali et al., 2020).

Another critical issue lies in the data integrity and trust management mechanisms within existing systems. Data
tampering, unauthorized access, and inconsistent audit trails are pervasive problems that traditional security
architectures struggle to address. At the same time, the cyber threat environment has become more adversarial
and intelligent, rendering reactive defence models increasingly obsolete.

While both Al and blockchain independently offer potential remedies to these limitations, their integration has
been largely experimental and often constrained to narrow applications. Most current solutions lack a unified
architecture capable of delivering intelligent, autonomous, and immutable cybersecurity defences at scale.
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Additionally, technical hurdles such as computational complexity, blockchain scalability, algorithmic
transparency, and privacy-preserving Al training remain unresolved. These challenges underscore the urgent
need for a conceptual and practical rethinking of cybersecurity architecture, one that is decentralized,
intelligent, resilient, and adaptive.

Research Objectives

This research aims to address the limitations above by proposing a novel cybersecurity framework that
strategically integrates Artificial Intelligence and Blockchain Technology. The primary goal is to explore,
design, and validate a next-generation, hybrid security architecture that embodies both adaptive intelligence
and decentralised integrity.

The key objectives of this study are as follows:

o To analyse the limitations of existing cybersecurity models in terms of scalability, latency, vulnerability
to insider threats, and inability to adapt to emerging attack vectors;

e To develop an integration framework that maps Al functionalities (e.g.,, anomaly detection,
unsupervised clustering, reinforcement-based response optimisation) onto blockchain-enabled
infrastructures (e.g., smart contracts, decentralised identity, consensus validation);

e To propose a reference architecture for a hybrid Al-Blockchain cybersecurity system that supports real-
time threat detection, secure data provenance, autonomous incident response, and immutable activity

logging;

e To evaluate the proposed framework empirically using simulation environments and benchmark
datasets, measuring improvements in detection accuracy, latency, trust guarantees, and resistance to
attack scenarios such as data poisoning and DDoS;

o To identify implementation barriers and policy implications for real-world deployment of such systems
in critical sectors, including finance, healthcare, and national defence.

Through these objectives, the study aims to contribute a technically grounded and practically viable model for
next-generation cybersecurity, one that aligns with both the complexity of the threat landscape and the demand
for transparent, trustless, and adaptive digital security.

Research Questions

To guide the research process and ensure comprehensive inquiry, the following central questions have been
formulated:

How can Blockchain and Artificial Intelligence be effectively integrated to enhance cybersecurity
systems?

This question seeks to examine architectural design patterns, data interoperability mechanisms, and consensus
strategies that enable a cohesive Al-Blockchain framework.

What are the performance implications of this integration in terms of threat detection accuracy, latency,
scalability, and system resilience?

This focuses on empirical evaluation and benchmarking against existing Al-only and Blockchain-only models.

How can the synergy between Al and Blockchain reduce cybersecurity vulnerabilities and improve
resilience against evolving threats such as insider attacks, data tampering, and distributed denial-of-
service (DDoS) attacks?
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This aims to understand the specific contributions of each technology in a hybrid context and identify their
combined advantages in threat mitigation and system robustness.

Collectively, these questions aim to bridge the theoretical underpinnings of Al and blockchain with practical
applications, thereby laying the groundwork for the realization of intelligent, decentralized, and adaptive
cybersecurity ecosystems.

LITERATURE REVIEW
Evolution of Cybersecurity Frameworks

The history of cybersecurity frameworks reflects a trajectory shaped by the continuous adaptation to evolving
threat landscapes and digital transformation. First-generation cybersecurity systems were predominantly rule-
based and signature-based architectures, relying on deterministic logic to detect known threats. These systems
comprise traditional firewalls, antivirus software, and basic Intrusion Detection Systems (IDS) operated by
matching incoming data packets or files to precompiled signatures of previously encountered malware or
malicious behaviours (Patel et al., 2013). While adequate for routine security tasks in closed environments,
these models became increasingly ineffective in detecting novel, polymorphic, or file-less attacks that bypass
known signatures or exploit unknown vulnerabilities.

In response to the limitations of these static defence mechanisms, the cybersecurity industry shifted towards
second-generation models emphasizing contextual analysis and correlation-based detection. This gave rise to
Security Information and Event Management (SIEM) systems, which collect, aggregate, and analyse logs from
across distributed infrastructures to detect correlations that indicate suspicious behaviour (Khraisat et al.,
2019). SIEM tools enabled organizations to visualize attack paths and respond to incidents with greater agility,
but their effectiveness remained bound by static rule sets and required constant human tuning.

With the advent of sophisticated zero-day exploits and stealthy, state-sponsored threats, a third generation of
cybersecurity models emerged, emphasizing adaptive intelligence and dynamic access control. Anomaly
detection based on behavioural baselines allowed systems to identify deviations from normative patterns,
thereby enhancing the detection of previously unknown attacks (Sommer & Paxson, 2010). Additionally, the
development of the Zero Trust Architecture (ZTA) marked a paradigm shift away from perimeter-based
defence. ZTA, now endorsed by entities such as NIST, operates on the principle that no user, device, or
network segment is implicitly trusted even within the enterprise network (Rose et al., 2020). It mandates
continuous verification, least-privilege access, micro-segmentation, and strict identity authentication, aligning
well with today's multi-cloud and hybrid work environments.

Despite these advancements, most modern security models remain centralized, creating systemic
vulnerabilities. Single points of failure, latency in distributed environments, and limited scalability continue to
undermine the robustness of current cybersecurity infrastructures. These limitations underscore the need for a
more decentralized and intelligent architecture, capable of responding in real-time to a dynamically changing
threat environment.

Role of Artificial Intelligence in Cybersecurity

Artificial Intelligence (Al) has transformed the cybersecurity landscape by enabling systems to move beyond
reactive defences toward proactive threat detection and intelligent response automation. Al models can process
and learn from massive volumes of data, both structured and unstructured, to uncover subtle patterns and make
decisions without explicit programming (Buczak & Guven, 2016).

Machine Learning (ML) technigues such as Random Forests, Support Vector Machines (SVMs), and K-Means
clustering are widely used in intrusion detection, botnet identification, and anomaly classification. These
models can detect attacks by learning from historical patterns and generalizing to previously unseen
behaviours. ML also powers phishing detection systems, which use features such as URL structures, sender
reputations, and linguistic anomalies to flag fraudulent emails or websites in real time.
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Deep Learning (DL), a subset of ML, introduces further granularity and abstraction through multi-layered
neural networks. Convolutional Neural Networks (CNNs) excel in malware detection and network traffic
classification by extracting spatial and hierarchical features, while Long Short-Term Memory (LSTM)
networks are adept at sequential data analysis, making them suitable for identifying time-series anomalies in
user activity or system logs (Vinayakumar et al., 2019). These models enhance the accuracy and speed of
intrusion detection, especially in encrypted or high-volume traffic environments.

Natural Language Processing (NLP) also contributes to cybersecurity by automating the analysis of textual
data such as vulnerability reports, threat intelligence feeds, and code documentation, thereby accelerating
vulnerability management and threat prediction cycles.

Moreover, User and Entity Behaviour Analytics (UEBA) platforms incorporate Al to establish dynamic
baselines for user behaviour. By continuously monitoring deviations in login locations, access times, device
types, or data consumption, these systems can detect insider threats or compromised credentials with high
accuracy (Santos et al., 2021).

However, Al’s adoption in cybersecurity brings its own set of risks. Adversarial attacks, where malicious
inputs are crafted to deceive Al models, can degrade detection accuracy. Similarly, data poisoning, where
attackers manipulate training datasets, can bias models toward benign classifications of malicious behaviour.
The lack of explainability (XAI) in many deep learning models further complicates trust and accountability in
automated decisions, raising regulatory and ethical concerns. These wvulnerabilities necessitate robust
validation protocols and hybrid defences that combine Al’s strengths with other mechanisms such as
immutable logging and decentralized consensus.

Blockchain in Cybersecurity

Blockchain technology introduces a revolutionary approach to data security through its foundational principles
of decentralisation, immutability, and cryptographic transparency. Initially developed for cryptocurrencies,
blockchain’s utility has expanded into areas such as digital identity, supply chain management, and
increasingly, cybersecurity (Zheng et al., 2018).

At its core, blockchain functions as a distributed ledger, where data is recorded in blocks that are
cryptographically linked and validated through consensus protocols. This design ensures that once data is
written, it cannot be altered without the agreement of the network majority, making it inherently resistant to
tampering, rollback, or unauthorised manipulation.

One of blockchain’s most valuable contributions to cybersecurity lies in data integrity assurance. Critical
events such as login attempts, configuration changes, or software installations can be hashed and recorded on
the blockchain, creating an immutable audit trail that facilitates real-time monitoring and forensic
investigations. This is particularly useful in regulatory environments requiring verifiable compliance.

Smart contracts, another innovation, are self-executing scripts stored on the blockchain that automatically
enforce security policies and rules. For example, a smart contract can revoke access credentials if suspicious
behaviour is detected, trigger alerts when predefined thresholds are crossed, or execute micro-segmentation
policies without manual intervention (Xu et al., 2021). Such automation enhances incident response while
reducing reliance on centralised control mechanisms.

In the realm of identity and access management, blockchain enables Decentralised Identifiers (DIDs) that
allow users to authenticate and authorise without reliance on central authorities or third-party identity
providers. This reduces the attack surface for identity theft, credential reuse, and insider manipulation.
Additionally, blockchain supports secure communication protocols and data provenance, particularly in IoT
ecosystems, where devices can autonomously verify and authenticate one another using digital signatures and
time-stamped interactions.

However, several technical and operational challenges impede blockchain's widespread adoption in
cybersecurity. These include latency and throughput limitations, especially in public blockchains; energy-
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intensive consensus mechanisms such as Proof-of-Work (PoW); and privacy concerns arising from data
transparency in shared ledgers. Scalability remains a pressing concern, as does the need for off-chain storage
integration to handle high-volume or sensitive data securely.

Existing Efforts at Al-Blockchain Integration

Recent academic and industrial efforts have attempted to unify the strengths of Al and blockchain to create
hybrid cybersecurity architectures that are both intelligent and tamper-proof. These efforts are grounded in the
recognition that while Al provides adaptive learning and decision-making capabilities, blockchain ensures
secure, verifiable, and decentralised record-keeping.

One of the prominent frameworks in this domain is the work by Liang et al. (2022), who proposed an Al-
enabled blockchain architecture for dynamic threat detection. In their model, Al agents continuously analyse
system logs and network behaviour to detect anomalies, while blockchain maintains a secure, auditable log of
all transactions and security events. Smart contracts are used to autonomously trigger responses such as user
isolation, key revocation, or incident escalation.

Another notable application is found in Al-driven access control, where machine learning models assess
contextual risk (e.g., device trust level, access frequency) to determine user privileges. These decisions are
then encoded into blockchain smart contracts to enforce dynamic access policies (Sharif et al., 2021). In
federated learning environments, blockchain has been proposed as a mechanism to validate and coordinate
model updates from edge devices, thereby reducing risks associated with data leakage and parameter
tampering.

Despite these innovative approaches, the field still faces significant gaps and barriers:
o Lack of standardized interfaces between Al inference engines and blockchain consensus mechanisms;

o Performance bottlenecks, particularly latency and computational overhead in real-time threat detection
scenarios;

o Data privacy limitations, as public blockchain records may conflict with the need for confidential Al
model outpults;

o Limited generalizability, with most implementations tailored to niche sectors (e.g., healthcare, fintech)
and lacking domain-independent adaptability.

As such, the literature indicates a pressing need for further research into scalable, privacy-preserving, and
modular integration architectures that can bridge the performance and interoperability divide between Al and
blockchain systems. This would allow the cybersecurity field to evolve beyond fragmented defences into
cohesive, intelligent, and tamper-resistant ecosystems.

METHODOLOGY

This section outlines the comprehensive methodological framework designed to explore, model, implement,
and validate a next-generation cybersecurity architecture leveraging the synergy of Artificial Intelligence (Al)
and Blockchain. The research adopts a mixed-method approach to integrate conceptual design, technological
implementation, and empirical validation through simulation and experimentation.

Research Design

Given the multidimensional nature of cybersecurity, which intersects fields such as distributed systems,
cryptography, machine learning, and network engineering, this study adopts a mixed-methods research design.
This approach enables both conceptual exploration and empirical validation, ensuring that theoretical
contributions are grounded in operational feasibility.
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The methodology comprises three key stages:

System Architecture Design: This phase involves developing a conceptual and technical blueprint for the
proposed Al-Blockchain hybrid cybersecurity framework. Emphasis is placed on modularity, scalability, and
real-time operational capability.

Simulation and Experimental Analysis: A prototype implementation of the architecture is developed using
widely recognized tools and platforms (e.g., Hyperledger Fabric for blockchain; TensorFlow and Scikit-learn
for Al). Simulated environments and benchmark datasets are used to test the framework under realistic cyber-
attack scenarios.

Performance Evaluation: The final phase includes rigorous quantitative evaluation of the proposed system
using standard cybersecurity metrics (e.g., detection accuracy, latency, false positive rate, resilience to
tampering, and resource utilization), comparing it against baseline architectures (Al-only and blockchain-

only).

This integrative research design enables the study to answer complex, cross-disciplinary questions and
generate actionable insights for real-world deployment.

Proposed System Architecture

The core contribution of this research is a layered hybrid architecture that synergistically integrates Al and
blockchain technologies into a unified cybersecurity solution. This architecture is designed to support real-time
threat detection, automated response, immutable logging, and decentralised governance.

The proposed system is composed of four interdependent layers, each fulfilling a critical role in the overall
defence strategy:

Data Layer

This foundational layer is responsible for secure data collection and logging. All security-relevant events (e.g.,
login attempts, file access, configuration changes, anomaly alerts) are recorded onto a blockchain ledger.
Depending on the use case, a public, private, or consortium blockchain may be used. This ensures data
integrity, immutability, and verifiability while supporting decentralised auditability. Each event is
cryptographically hashed and time-stamped, and pointers to large-volume event logs may be stored off-chain
using mechanisms such as IPFS (InterPlanetary File System) with corresponding hashes on-chain.

Intelligence Layer

This layer houses the AI/ML models that perform continuous monitoring, threat classification, and behavioural
anomaly detection. It operates in near real-time, ingesting log data from the Data Layer to generate context-
aware decisions. Models deployed here include supervised classifiers (e.g., Random Forest, XGBoost), deep
learning architectures (e.g., CNN, LSTM), and unsupervised models (e.g., autoencoders) for detecting
unknown attack vectors. The Intelligence Layer interfaces bi-directionally with the blockchain to receive
verified data inputs and send back decisions that may trigger smart contracts.

Consensus Layer

This layer implements distributed consensus mechanisms to validate events and decisions across nodes.
Depending on the network type (e.g., permissioned consortium), consensus may use algorithms like Practical
Byzantine Fault Tolerance (PBFT) or Proof-of-Authority (PoA) to validate transactions. This ensures that
threat alerts or security decisions, such as revoking access, are only executed after agreement among
designated network validators, preserving trust and eliminating unilateral administrative control.
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Interface Layer

The final layer serves as the interaction point for human administrators and external systems. It consists of
Application Programming Interfaces (APIs), dashboards, visual analytics, and rule configuration modules. It
allows security professionals to view live threat maps, investigate events, customise policies, and receive
alerts. This layer also supports interoperability with external SIEM tools, endpoint detection systems, or
incident response platforms.

This layered structure ensures that the cybersecurity architecture is modular, extensible, and fault-tolerant,
capable of operating in diverse environments including smart grids, financial institutions, healthcare systems,
and defence networks.

Blockchain Framework

Blockchain serves as the backbone for decentralized trust and immutable auditability in the proposed system.
This framework includes architectural, operational, and logical components to ensure data integrity and
autonomous enforcement of cybersecurity policies.

Network Type Considerations
Different blockchain network configurations offer distinct advantages depending on the operational context:

Public Blockchains (e.g., Ethereum): Provide maximal transparency and decentralization, useful for
consortium-based threat intelligence sharing.

Private Blockchains (e.g., Hyperledger Fabric): Offer controlled access and lower latency, suited for
enterprise-level deployment where data confidentiality is critical.

Consortium Blockchains: Strike a balance between trust distribution and governance control, ideal for inter-
organisational security collaborations.

This study adopts Hyperledger Fabric as the implementation platform for its pluggable consensus model, fine-
grained access control, and modular architecture.

Smart Contract Design

Smart contracts form the automated logic layer of the blockchain component. These are written in a domain-
specific language (e.g., Solidity or Go) and serve multiple cybersecurity functions:

Access Control Enforcement: Automatically grant or revoke access based on Al-assigned risk scores.
Incident Escalation: Trigger alerts or isolate devices upon consensus-based validation of a security breach.
Policy Audits: Periodically verify that system configurations comply with organisational security policies.

Smart contracts are tested for correctness, gas optimisation (if applicable), and resilience against known
vulnerabilities using formal verification tools like MythX and Oyente.

Al Framework

The Al component of the architecture is responsible for continuous learning, behavioural modelling, and
autonomous decision-making. It is designed to detect both known and unknown threats, adapt to new attack
patterns, and reduce false positives.

Algorithms Used

The following algorithms are employed to handle various cybersecurity tasks:
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Random Forest (RF): Used for ensemble-based classification of network traffic and log data.

Extreme Gradient Boosting (XGBoost): Optimized for structured data with high interpretability and feature
importance evaluation.

Long Short-Term Memory (LSTM): Ideal for detecting time-sequenced anomalies in user behaviour and
system logs.

Convolutional Neural Networks (CNN): Employed for packet inspection and image-like data representations
of malware signatures.

Autoencoders: Used in unsupervised settings to detect anomalies by reconstructing input features and
measuring reconstruction error.

Datasets
Model training and testing are conducted using a combination of public and custom-curated datasets:
NSL-KDD: An Improved version of the KDD Cup 1999 dataset, used for network-based intrusion detection.

CICIDS2017: Rich, labelled dataset capturing various attack scenarios such as brute-force, botnets, and DDoS
in realistic traffic settings.

Synthetic Blockchain-Augmented Datasets: Custom datasets generated by simulating blockchain
transactions and Al decisions in adversarial environments, used to test integrated system behaviour and
robustness.

Training and Testing Protocols
The Al models are trained using standard machine learning pipelines with the following practices:

Data Preprocessing: Includes normalization, tokenization (for NLP tasks), feature engineering, and encoding
of categorical variables.

Model Validation: Employs k-fold cross-validation to reduce overfitting and ensure generalizability.

Performance Metrics: Evaluated using accuracy, precision, recall, F1-score, Area Under ROC Curve (AUC-
ROC), confusion matrices, and model latency.

Adversarial Testing: Incorporates techniques such as FGSM (Fast Gradient Sign Method) to assess the
resilience of Al models against adversarial inputs.

Hyperparameter tuning is performed using grid search and Bayesian optimisation, depending on model
complexity. All experiments are conducted on a GPU-accelerated environment to ensure scalability and
efficiency.

System Implementation and Simulation

To validate the efficacy of the proposed Al-Blockchain hybrid cybersecurity framework, a prototype system
was implemented and evaluated under controlled experimental conditions. This section details the simulation
setup, performance evaluation metrics, and benchmarking methodology used to compare the proposed system
with traditional and existing cybersecurity architectures. The focus is on understanding how the integration of
Acrtificial Intelligence and Blockchain can improve cyber threat detection, response automation, and data
integrity across decentralised environments.
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Simulation Setup

The experimental setup was designed to mirror a realistic enterprise environment encompassing various
components such as client workstations, 10T devices, internal servers, and a simulated adversary infrastructure.
The implementation utilises open-source platforms and tools to ensure reproducibility and scalability across
different deployment scenarios.

Development Environment

The prototype system was implemented using a modular architecture comprising the following major
platforms:

Hyperledger Fabric (v2.4.3): Selected as the blockchain platform due to its modular design, pluggable
consensus mechanism, and permissioned architecture suitable for enterprise-grade security environments.
Fabric provides channel-based data segregation, fine-grained access control, and smart contract development
via Chaincode (Go and Node.js).

TensorFlow 2.x and Scikit-learn: Used to develop, train, and serve Al models within the Intelligence Layer.
TensorFlow’s support for GPU acceleration enabled efficient handling of high-volume streaming data and deep
learning model deployment.

Docker & Kubernetes (Minikube environment): Used to containerize microservices, including Al inference
engines, APl gateways, smart contract logic, and event stream processors. Kubernetes was employed to
orchestrate deployment, monitor performance, and scale services dynamically during attack simulations.

Kafka & Logstash: Integrated for high-speed, fault-tolerant log ingestion, enabling the system to capture and
stream large volumes of security events from distributed endpoints to the Intelligence and Data layers.

Network Configuration and Node Deployment
The simulated network consisted of three logical zones:

Zone 1: Client Layer — Comprised of 50 virtual machines simulating end-user workstations, 10T sensors, and
mobile devices generating both legitimate and malicious traffic.

Zone 2: Security Infrastructure Layer — Included Al inference nodes, a Hyperledger Fabric network with
four peer nodes (two endorsing peers, one orderer, one committer), a smart contract execution environment,
and a consensus engine using Raft protocol.

Zone 3: Adversarial Layer — Simulated threat actors capable of launching varied attack types, including
brute-force login attempts, data exfiltration, lateral movement, ransomware execution, and DDoS flooding.

Key components were connected over a simulated corporate LAN environment with 1 Gbps bandwidth and
latency configured using TC (Traffic Control) in Linux to emulate real-world networking conditions. All
communications were encrypted using TLS and authenticated using a decentralized public key infrastructure
(PKI) embedded in the blockchain layer.

Attack Scenarios

To assess the performance of the proposed architecture, a series of realistic cyberattack simulations were
conducted using the following attack models:

Insider Threat Scenario: A legitimate user account was compromised and used for data exfiltration and
privilege escalation activities.

Zero-Day Malware Deployment: A polymorphic malware variant was executed to bypass traditional
signature-based detection
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Botnet Command & Control: Devices were infected with malware to simulate C2 communications, DNS
tunnelling, and traffic beaconing.

Phishing Email Attack: Emails with malicious payloads were delivered to endpoint systems to test phishing
detection and sandbox isolation.

Distributed Denial-of-Service (DDoS): Traffic floods targeted the security dashboard and API gateways to
test the system’s resilience and auto-scaling features.

All attack events were labelled and timestamped to enable comparative performance evaluation across models.
Performance Metrics

To rigorously evaluate the effectiveness of the proposed hybrid cybersecurity system, several quantitative and
qualitative metrics were defined. These metrics are standard within the cybersecurity and machine learning
evaluation literature and were computed using real-time logs, blockchain transaction records, and Al inference
outputs.

Threat Detection Accuracy

This metric evaluates the system’s ability to correctly classify malicious versus benign activities. Accuracy was
computed using the formula:

Accuracy= TP+TNTP+TN+FP+FN\ text {Accuracy}=\ frac {TP + TN} {TP+ TN + FP + FN}
Accuracy= TP+TN+FP+FNTP+TN
where TP = True Positives, TN = True Negatives, FP = False Positives, and FN = False Negatives.

Al models in the Intelligence Layer were tested for precision, recall, F1-score, and ROC-AUC, particularly on
the CICIDS2017 and NSL-KDD datasets. For zero-day and polymorphic threats, unsupervised models
(autoencoders) were assessed based on reconstruction error thresholds.

Latency

Latency refers to the average time taken between event generation (e.g., a login attempt) and a corresponding
system response (e.g., risk classification and policy enforcement). This includes:

Al inference latency (ms)
Blockchain transaction write and validation time (ms)
Smart contract execution delay

Performance targets aimed to maintain sub-200ms end-to-end decision latency to meet real-time cybersecurity
standards, especially in 10T and financial transaction environments.

System Throughput

Throughput was measured as the number of events (e.g., logs, transactions, anomaly reports) the system could
process per second (EPS or TPS). Benchmark results indicated the system sustained over 1,200 EPS during
peak load with Al and blockchain layers operating in parallelised microservices.

False Positive Rate (FPR)

High false positives can lead to alert fatigue and undermine trust in cybersecurity systems. FPR was computed
as:
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FPR=FPFP+TN\ text {FPR} = \frac {FP} {FP + TN} FPR = FP + TNFP

The proposed system maintained an FPR below 4% across all attack scenarios, a significant improvement
compared to baseline ML models, which ranged from 6%-11% under similar conditions.

Data Tampering Detection and Prevention

The blockchain’s immutability was validated by attempting unauthorized data edits at the peer level. Any
divergence from the original transaction hash was immediately flagged and rejected via the consensus layer.
Smart contracts logged these incidents and triggered automated administrator alerts. Simulation showed 100%
tamper-evidence and 95% reduction in data replay attacks compared to centralized log storage systems.

Comparative Baseline Models

To demonstrate the advantages of the integrated Al-Blockchain framework, its performance was benchmarked
against three baseline security architectures commonly used in academia and industry.

Traditional Al-only Cybersecurity Models

These models utilise centralised machine learning classifiers for intrusion detection but lack immutable
logging or decentralised enforcement mechanisms. While such models showed high detection accuracy
(90%+), they failed to ensure verifiable audit trails or prevent tampering of logs. Additionally, model outputs
could be modified or overridden by compromised system administrators.

Blockchain-only Access Control Models

Blockchain-only models were based on rule-based smart contracts enforcing static access policies. These
architectures provided excellent data integrity and resistance to insider modification but lacked adaptability.
Without Al-driven threat intelligence, they were unable to detect or respond to novel attacks or anomalies,
resulting in poor performance on zero-day threats (F1-score < 0.60).

Existing Hybrid Security Architectures

Several academic models proposing Al-Blockchain integration were also simulated. However, most of these
lacked comprehensive real-time capabilities, were limited to narrow domains (e.g., healthcare), or suffered
from performance bottlenecks due to sequential processing between layers. The proposed framework
outperformed these by incorporating asynchronous Al-Blockchain interactions, microservice orchestration, and
modular scalability.

Conclusion of Implementation Analysis

The proposed architecture demonstrated superior performance across all key metrics. It was particularly
effective in:

o Detecting zero-day and insider threats through real-time behavioural analysis.
« Maintaining tamper-proof audit trails via smart contract-enabled logging.

e Minimising latency through parallel microservices and fast consensus.

e Scaling under load without compromising security or availability.

The empirical results validate the theoretical premise that a synergistic integration of Al and Blockchain
technologies can yield a next-generation cybersecurity system capable of addressing the limitations of both
centralised Al and rigid blockchain-only models.

a
Page 625 www.rsisinternational.org


https://rsisinternational.org/journals/ijrsi
https://rsisinternational.org/journals/ijrsi
http://www.rsisinternational.org/

INTERNATIONAL JOURNAL OF RESEARCH AND SCIENTIFIC INNOVATION (1JRSI)
ISSN No. 2321-2705 | DOI: 10.51244/1JRSI [Volume XII Issue VIII August 2025

- ! % 2
%, §
¢ RSIS ~

RESULTS AND ANALYSIS

This section presents a comprehensive analysis of the empirical results obtained through simulation and
experimental evaluation of the proposed Al-Blockchain-integrated cybersecurity framework. The results are
structured around four key performance dimensions: detection accuracy and response time, system resilience,
scalability and efficiency, and privacy and trust. Each subsection includes quantitative metrics and interpretive
insights that substantiate the efficacy and operational feasibility of the hybrid architecture.

Detection Accuracy and Response Time

One of the principal advantages of integrating Artificial Intelligence with Blockchain in cybersecurity is the
ability to achieve both high detection accuracy and low response latency. The proposed system leverages Al-
enhanced behavioural analytics supported by blockchain-based immutable event trails to produce real-time,
explainable, and verifiable threat intelligence.

Behavioural Threat Detection Performance

The Al models deployed in the Intelligence Layer were evaluated using the NSL-KDD and CICIDS2017
datasets, along with synthetic blockchain-augmented logs. The detection performance was assessed using
precision, recall, F1-score, and area under the Receiver Operating Characteristic curve (AUC-ROC). Results
indicate the following:

Random Forest achieved an accuracy of 96.3%, with an F1-score of 0.94 for multi-class classification of
intrusion types.

XGBoost slightly outperformed RF, reaching an accuracy of 97.1% and a false-positive rate (FPR) of 2.8%.

LSTM networks, when applied to time-series user behaviour data, demonstrated strong sequential modelling,
achieving an AUC-ROC of 0.985 and a recall of 0.93 on insider threat simulations.

Autoencoders used in unsupervised anomaly detection detected 87% of previously unseen threats (zero-day
scenarios), with a reconstruction error threshold optimized using the Youden Index.

These results underscore the superior pattern recognition capabilities of Al models when supported by high-
integrity input data from the blockchain-verified Data Layer.
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Figure 1: False Positive Rate by Model Type

o12- Figure 1: False Positive Rate by Model Type
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(This bar chart compares the false positive rates (FPR) of five different cybersecurity detection models. The
results indicate that the Hybrid Model, which integrates Al and Blockchain, achieves the lowest FPR (0.02),
outperforming standalone Al models such as Random Forest (0.07), XGBoost (0.05), LSTM (0.06), and
Autoencoder (0.09). This demonstrates the hybrid system’s superior ability to distinguish legitimate behaviour
from threats, reducing alert fatigue and improving operational trustworthiness through context-aware analytics
and immutable audit validation.)

End-to-End Response Time

System response time, defined as the interval between threat occurrence and corresponding system action (e.g.,
access denial, alert trigger), was benchmarked under variable traffic loads. Key findings include:

Average Al inference latency: 62 milliseconds (ms)

Blockchain transaction time (write + consensus): 108 ms using Raft protocol
Smart contract execution latency: 27 ms per trigger

End-to-end system response time: ~197 ms on average

These values satisfy the operational thresholds for real-time cybersecurity in enterprise and 10T settings (sub-
200 ms), confirming that the hybrid framework does not compromise on agility despite its distributed and
cryptographically intensive architecture.

System Resilience Against Attacks

A defining characteristic of next-generation cybersecurity architectures is their ability to withstand complex,
multi-vector attacks. The proposed Al-Blockchain framework was evaluated under a suite of adversarial
scenarios, including DDoS, data poisoning, insider threats, and zero-day attacks.
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Figure 2: System Resilience Curve (Uptime % vs. Threat Intensity)

Figure 2: System Resilience Curve (Uptime % vs. Threat Intensity)
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(This graph demonstrates the comparative resilience of three cybersecurity models under increasing threat
intensity. As concurrent attack volume rises, system uptime declines across all models. The traditional Al
model shows the steepest drop in uptime, falling below 80% at higher threat levels. The blockchain-only
model performs moderately better, maintaining above 85% uptime. In contrast, the Al + Blockchain Hybrid
Model sustains superior resilience, preserving over 95% uptime even under extreme conditions (up to 1000
concurrent threats). This underscores the hybrid architecture’s robustness in ensuring service continuity during
cyberattacks.)

Distributed Denial-of-Service (DDoS) Resilience

The system demonstrated high availability and elasticity during simulated DDoS attacks targeting both the
Interface Layer and Intelligence Layer:

e Under a 5 Gbps flood, the API gateway remained operational with 94.6% uptime, owing to horizontal
pod autoscaling via Kubernetes.

e The blockchain network, due to its decentralised nature and redundant peer nodes, experienced no data
loss, although transaction throughput temporarily dropped by 23%.

e Smart contracts detected anomalous API request spikes and activated rate-limiting policies within 180
ms, proving effective against volumetric DDoS attempts.

Data Poisoning Resistance

Al models are often vulnerable to training data manipulation, a critical concern in adaptive systems. However,
blockchain integration mitigated this risk through data provenance tracking:

o All training data were versioned and hashed on-chain, allowing traceability and integrity verification.

e Poisoned samples introduced in 8% of logs were identified using hash mismatch detection and
excluded from the model pipeline before ingestion.

This showcases how blockchain’s immutability serves as a robust safeguard against data manipulation, an
Achilles’ heel of many Al-only systems.
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Insider Threat Detection

Insider attacks were simulated by mimicking credential theft, privilege misuse, and lateral movement within
the simulated enterprise network. The system achieved the following:

o Detected 92.5% of abnormal access sequences using LSTM and behavioural profiling.

o Blocked 89.2% of unauthorized access attempts through smart contract-enforced dynamic access
control.

e Generated forensic reports with immutable audit trails for all incident chains, supporting post-attack
legal and policy review.

Zero-Day Attack Mitigation

Zero-day malware, which bypasses signature-based detection, remains a critical challenge. The use of
autoencoders and ensemble ML models enabled early-stage detection based on anomaly scoring, even in the
absence of prior knowledge. Detection success rate for polymorphic zero-day samples reached 87.4%, which is
significantly higher than industry-standard IDS systems.

Scalability and Efficiency

Scalability and operational efficiency are vital for real-world deployment, particularly in high-throughput
environments such as cloud-native applications, 5G infrastructures, and smart cities.

Network and Resource Overhead

The decentralised design introduces additional network communication overhead, particularly for consensus
validation and data replication. However, the system maintained a sustainable resource footprint:

e Average bandwidth usage for consensus transactions: 2.1 Mbps per node
e Average CPU utilisation (Al inference + chain code execution): 47% per container
e Average memory consumption: 1.3 GB per node under peak load

Container orchestration via Kubernetes enabled dynamic scaling, minimising downtime and maintaining
operational efficiency even under concurrent attack simulations.

Smart Contract Execution Time

Smart contract operations were benchmarked for common security functions such as access revocation,
identity verification, and threshold breach notification:

e Median execution time: 27 ms
e 95th percentile latency: 49 ms
e Throughput: ~500 contract executions per second per peer node

These metrics confirm the feasibility of using blockchain-native logic for real-time security policy
enforcement.

Energy Efficiency and Sustainability

Energy consumption was evaluated to ensure environmental sustainability, particularly relevant in blockchain-
enabled systems. Hossain et al. (2025) argue that Al and blockchain integration in sustainable supply chains
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can improve efficiency while minimising carbon emissions, showcasing the scalability of intelligent resource
management. Unlike Proof-of-Work blockchains (e.g., Bitcoin), the use of Raft-based consensus in
Hyperledger Fabric significantly reduced power requirements:

o Estimated power usage: 0.78 kWh per million transactions
o Comparative efficiency: ~92% lower than Ethereum (pre-Merge) for equivalent transaction volume

The system thus aligns with green IT standards and can be deployed in energy-conscious environments such as
smart grids and sustainable data centres.

Figure 3: Smart Contract Execution Time (Boxplot)

Figure 3: Smart Contract Execution Time (Boxplot)
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(This boxplot illustrates the execution time variability of three core smart contract operations: Access Control,
Logging, and Alert Response under typical network conditions. While all three contract types show some
dispersion, their median execution times remain below 300 milliseconds, aligning well with real-time
cybersecurity response requirements. Access Control contracts exhibit slightly higher variance due to
cryptographic authentication processes, while Logging operations maintain tighter latency distributions.
Outliers are minimal, indicating consistent system performance even during peak loads. This evidence
supports the architectural feasibility of employing smart contracts for real-time, policy-driven security
enforcement.)

Privacy and Trust Implications

The intersection of Al and Blockchain in cybersecurity raises critical considerations regarding data privacy,
identity protection, algorithmic accountability, and trustless computation. The proposed architecture addresses
these concerns through innovative design choices and cryptographic safeguards.

Decentralized Identity (DID)

Traditional identity systems are centralised and vulnerable to compromise. The integration of DID
mechanisms, using blockchain-resident verifiable credentials, enabled:

o Self-sovereign identity verification
o Multi-factor authentication using digital signatures and biometric hashes
e Role-based access control executed via smart contracts

These features prevented identity spoofing and eliminated the reliance on a central identity provider.
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Figure 4: Blockchain Storage Overhead vs. Logging Frequency

Figure 4: Blockchain Storage Overhead vs. Logging Frequency
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(This graph illustrates the relationship between logging frequency (entries per second) and blockchain storage
overhead (measured in MB per hour). As expected, the data reveals a near-linear increase in storage
requirements with higher logging frequencies. This trend underscores a crucial scalability concern for
blockchain-based cybersecurity systems: frequent log entries significantly inflate storage demands. While
high-frequency logging enhances system observability and forensic capability, it may also lead to ledger bloat
and slower consensus times. Thus, optimisation strategies such as off-chain storage or compression techniques
are essential to balance audit fidelity with system efficiency.)

Privacy-Preserving Al and Federated Learning

To mitigate data exposure in training Al models, the system explored federated learning, wherein local models
were trained on user-end data, and only encrypted gradients were shared:

o Preserved data locality and compliance with GDPR/CCPA guidelines
e Reduced server-side data accumulation by 87%
o Encrypted model updates were logged on-chain for auditability and provenance tracking

Homomorphic encryption and differential privacy methods are considered for future iterations to further
enhance confidentiality.

Trustless Decision-Making and Explainability

Al decisions, often criticized for a lack of transparency, were made auditable via blockchain logging. Model
outputs and their reasoning (e.g., SHAP values for XGBoost) were timestamped and stored immutably,
ensuring post-hoc explainability and accountability.

o Every Al classification was linked to its input features, model version, and risk score
e Smart contract logic prevented unauthorized override of Al-generated decisions

This design advances both ethical Al deployment and regulatory compliance in sensitive sectors like finance,
healthcare, and public safety.
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Synthesis of Findings

The empirical analysis demonstrates that the proposed architecture not only outperforms traditional and siloed
models but also addresses core challenges in cybersecurity: data integrity, intelligent detection, privacy
preservation, and trust assurance. The findings validate the central thesis of this study that the convergence of
Al and blockchain technologies constitutes a foundational shift in the design and implementation of secure
digital infrastructures.

DISCUSSION

This section provides a critical reflection on the findings presented in the previous sections and explores the
broader implications of integrating Artificial Intelligence (Al) and Blockchain in cybersecurity. The discussion
IS structured into three interrelated domains: the strategic benefits of Al-Blockchain synergy, the
implementation challenges encountered in operationalising such a hybrid architecture, and the regulatory,
ethical, and legal considerations that must be addressed to ensure responsible and scalable adoption.

Strategic Benefits of Al-Blockchain Synergy

The integration of Al and blockchain technologies creates a multidimensional cybersecurity paradigm that
transcends the limitations of traditional security models. This synergy is not merely additive; it is
transformational, offering systemic advantages that are otherwise unattainable when these technologies are
deployed in isolation. Recent advancements in Al-powered risk management systems demonstrate the potential
to shift from reactive to proactive cyber defence, particularly in critical infrastructure and national security
domains (Faruk, Plabon, Saha, & Hossain, 2025).

Proactive Threat Detection

Traditional cybersecurity approaches are inherently reactive, triggered after an incident has occurred or upon
detection of known threat signatures. The Al component in the proposed framework introduces predictive and
proactive threat detection, leveraging behavioural analytics, machine learning classifiers, and anomaly
detection to identify threats before they escalate. This is particularly effective for zero-day vulnerabilities,
insider threats, and polymorphic malware that evade static defence mechanisms. The blockchain layer further
enhances the reliability of Al detections by anchoring them in an immutable ledger, ensuring that every
detection event is timestamped, verified, and auditable.

Transparent Security Governance

Blockchain introduces an unprecedented level of transparency and accountability into cybersecurity
governance. By recording every transaction, system update, and access event immutably, the system allows for
traceable and non-repudiable security operations. This transparency enhances organizational trust, facilitates
compliance audits, and supports cross-organizational security collaboration in consortium environments. Smart
contracts also enable policy-as-code enforcement, ensuring that security policies are not just documented but
automatically executed in a tamper-resistant manner.

Real-Time Incident Response

The layered architecture enables real-time detection, decision-making, and enforcement. Al models generate
threat classifications in milliseconds, while blockchain smart contracts respond with automated enforcement
actions such as revoking credentials or isolating nodes without requiring human intervention. This seamless
orchestration facilitates rapid containment of threats and reduces mean time to detect (MTTD) and mean time
to respond (MTTR), two critical metrics in cybersecurity operations.

Moreover, real-time response is reinforced by decentralised consensus mechanisms that prevent any single
node or actor from compromising the system’s reaction protocol. This combination of speed, autonomy, and
distributed trust significantly elevates the resilience and responsiveness of the security infrastructure.
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Implementation Challenges

While the Al-Blockchain synergy offers compelling advantages, it also introduces complex technical and
operational challenges. These challenges must be carefully addressed to transition from experimental models
to real-world deployments at scale.

Interoperability Between Al and Blockchain Layers

One of the most significant hurdles is the interoperability gap between Al components and blockchain systems.
Al models typically operate in high-speed, data-intensive environments requiring rapid inference and model
updates. In contrast, blockchain transactions involve cryptographic operations, consensus mechanisms, and
data replication across nodes, which can introduce latency.

Bridging these layers requires architectural adaptations such as off-chain computation with on-chain
validation, event-driven smart contracts, and message queue-based communication protocols (e.g., Kafka,
gRPC). Despite these workarounds, achieving real-time synchronization between probabilistic Al outcomes
and deterministic blockchain logic remains a non-trivial task, especially when scalability is a factor.

Data Storage and Latency Constraints

Blockchain’s immutability comes with inherent limitations, particularly in terms of data storage and latency.
Public blockchains are not optimized for high-volume data storage, making it impractical to store large
payloads such as full log files or Al feature sets directly on-chain.

While off-chain storage solutions like IPFS or cloud-integrated blockchains provide a workaround, they
introduce additional complexity in maintaining data integrity and access control. Similarly, consensus
protocols, even lightweight ones like Raft or PBFT, introduce latency that may impact time-sensitive Al
decisions. These constraints necessitate hybrid architectural models that intelligently partition data across on-
chain and off-chain components while ensuring cryptographic linkage and synchronised state updates.

Explainability of Al Decisions (XAl Considerations)

Explainability or the lack thereof remains a key challenge in deploying Al in mission-critical cybersecurity
operations. Black-box models such as deep neural networks are often opaque, making it difficult for security
analysts, auditors, or regulatory bodies to understand the rationale behind specific decisions (e.g., access
denial, anomaly classification).

The proposed system partially mitigates this issue by logging Al outputs and decision contexts onto the
blockchain, thus preserving evidence trails. However, the challenge persists in terms of real-time
interpretability. Techniques such as SHAP (SHapley Additive exPlanations), LIME (Local Interpretable
Model-agnostic Explanations), and attention visualisation in deep learning can help, but they also introduce
additional processing overhead.

As cybersecurity increasingly intersects with human rights, financial systems, and public infrastructure,
explainable Al (XAI) becomes not just a technical requirement but a legal and ethical imperative.

Regulatory, Ethical, and Legal Considerations

The convergence of Al and blockchain in cybersecurity intersects with multiple legal and ethical frameworks.
While the technology provides tools for enhanced protection, it also raises concerns around privacy, fairness,
algorithmic accountability, and legal compliance. Addressing these issues is essential for gaining stakeholder
trust and achieving regulatory clearance for deployment.
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GDPR and Data Protection Compliance

The General Data Protection Regulation (GDPR) in the European Union sets stringent requirements on data
collection, processing, and the right of individuals to control their personal information. A key challenge arises
with blockchain’s immutability, which can conflict with GDPR’s “right to be forgotten” (Article 17).

To navigate this, the proposed architecture incorporates off-chain storage of sensitive personal data, with only
hashes or encrypted pointers stored on-chain. Additionally, techniques such as chameleon hashing and zero-
knowledge proofs are being explored to allow selective mutability or verification without revealing underlying
data (Zyskind et al., 2015).

Federated learning further supports GDPR compliance by keeping raw data on user devices and only sharing
encrypted model gradients, thereby reducing data centralisation and exposure.

Addressing Al Bias and Algorithmic Transparency

Al systems trained on biased or incomplete datasets can propagate discriminatory outcomes, such as
disproportionately flagging certain user behaviours as malicious. In cybersecurity, this may lead to
inappropriate access denial, profiling, or resource restriction, particularly in multi-cultural or international
contexts.

The proposed system addresses this through:
o Diverse dataset curation to reflect a wide range of user behaviours and system contexts.
o Bias testing frameworks to assess fairness metrics during model training and validation.
e Governance frameworks embedded in smart contracts to flag and review algorithmic decisions.

Still, regulatory mechanisms such as algorithmic impact assessments (AlAs) and independent auditing are
essential to ensuring transparency and accountability.

Blockchain Immutability vs. Legal Compliance

The legal system evolves around the notion of correction, redaction, and revocation principles often at odds
with the “write-once” nature of blockchain. Regulatory regimes such as SOX, HIPAA, and PCI DSS require
records to be maintained securely but also allow for correction upon discovery of errors or regulatory changes.

To reconcile these differences, emerging blockchain designs such as mutable ledgers, versioned smart
contracts, and governed consensus mechanisms are being proposed. These models allow for legal redress
without undermining trust, thus striking a balance between technical immutability and legal mutability.

Furthermore, multi-jurisdictional deployments raise challenges in terms of cross-border data flows,
jurisdictional control of nodes, and international enforcement of privacy laws. Therefore, legal-by-design
architectures and compliance-aware blockchain policies must become standard components of such hybrid
systems.

SUMMARY OF DISCUSSION

The deployment of an Al-Blockchain integrated cybersecurity framework introduces strategic enhancements in
security intelligence, operational transparency, and response automation. However, it also necessitates
addressing non-trivial technical, ethical, and legal challenges. Effective implementation requires a multi-
disciplinary approach that spans computer science, law, ethics, and organizational governance.

The future of cybersecurity lies not only in building technologically superior systems but also in ensuring that
these systems are equitable, explainable, accountable, and legally compliant. The discussion presented here
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lays the foundation for further research into responsible Al-Blockchain co-deployment and offers actionable
insights for policymakers, engineers, and security practitioners.

Use Cases and Applications

The hybrid cybersecurity framework that integrates Artificial Intelligence (Al) and Blockchain technology
holds significant potential for cross-sectoral deployment. This section outlines strategic application domains
where enhanced security, decentralised governance, and real-time threat mitigation are mission-critical. These
include critical infrastructure protection, the financial sector, healthcare systems, and military/government
operations. In each domain, the Al-Blockchain synergy addresses unique challenges that traditional
cybersecurity frameworks struggle to mitigate effectively.

Critical Infrastructure Protection

Critical infrastructures form the backbone of modern economies and societies. These include smart energy
grids, transportation networks, and water management systems. Their increasing digitisation and
interconnectivity under initiatives like Industry 4.0 and Smart Cities introduce both efficiencies and systemic
vulnerabilities.

Smart Grids
In smart electricity grids, Al-Blockchain systems can be used to:

e Detect anomalous load patterns or unauthorised access to smart meters using Al-driven anomaly
detection.

o Employ blockchain to log all control commands and energy trading transactions immutably.

o [Execute smart contracts to autonomously manage load shedding or reroute power in case of system
failure or attack.

This significantly improves grid resilience, ensures data integrity, and enables auditable decision-making,
especially during crisis events (e.g., blackouts, natural disasters, cyber-attacks on control centres).

Transportation Systems
In intelligent transportation systems (ITS), the proposed framework can secure:

e \ehicle-to-Infrastructure (V21) communications, where autonomous vehicles interact with traffic
control systems.

o Real-time traffic data shared among municipalities, ride-sharing firms, and logistics providers.

e Al models that predict system misuse or anomaly patterns (e.g., spoofed GPS data) and blockchain that
immutably logs all vehicle communication to prevent tampering.

By decentralizing control, the framework mitigates single points of failure, which are highly vulnerable in
traditional transportation cybersecurity.

Water Management
For water infrastructure (e.g., dams, irrigation, distribution), Al-Blockchain integration can:
e Monitor sensor data for chemical imbalances or contamination using Al-driven analytics.

e Use blockchain for immutable logging of water quality data, regulatory compliance events, and access
control to control rooms.
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o Trigger smart contract alerts in case of suspected tampering or threshold breaches.

Such a system strengthens operational integrity, deters sabotage, and ensures timely crisis response in life-
critical services.

Financial Sector

The financial industry is among the most targeted by cybercriminals due to the direct monetary value of data
and transactions. The application of Al-Blockchain synergy in this sector enables both predictive fraud
detection and tamper-proof financial auditing.

Secure Identity Verification

Digital identity is the cornerstone of financial operations, ranging from customer onboarding (KYC/AML) to
transaction authorization. The proposed framework can:

o Leverage Al to conduct real-time behavioural biometrics analysis (e.g., keystroke dynamics, mouse
movement, voice/facial recognition).

o Employ Decentralized Identity (DID) on blockchain, enabling users to retain control over their
credentials and grant access only to verified institutions.

e Reduce dependency on central identity databases, mitigating identity theft, impersonation, and
credential stuffing attacks.

This approach enhances both user privacy and institutional security while remaining compliant with data
protection laws.

Fraud Detection in Transactions
Transactional fraud, ranging from insider manipulation to synthetic identity fraud, can be detected using:

o Al classifiers that analyse transaction histories, geolocation, merchant codes, device fingerprinting, and
temporal spending patterns.

o Real-time alerts that are written to the blockchain, preserving forensic trails.

e Smart contracts that freeze suspicious transactions and notify compliance teams, reducing false
negatives and fraud settlement delays.

Furthermore, the integration supports auditable compliance, as all events are verifiably stored and accessible to
regulators without compromising client confidentiality.

Healthcare Cybersecurity

Healthcare systems are increasingly digitised via Electronic Health Records (EHRs), Internet of Medical
Things (IoMT), and telemedicine platforms. However, this digital transformation brings with it severe security,
privacy, and interoperability risks.

Medical Record Protection
The Al-Blockchain framework can be deployed to:
e Monitor access to EHRs using Al to identify abnormal data requests or insider misuse.

e Log every access, edit, or data transfer on a blockchain ledger, providing non-repudiable audit trails for
legal and compliance purposes (HIPAA, GDPR).
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e Use smart contracts to enforce consent-driven data sharing between healthcare providers and
researchers, respecting patient autonomy.

This architecture assures data provenance, deters unauthorized access, and enhances patient trust.
Secure Telehealth Platforms
As virtual care becomes mainstream, the proposed system can:

e Authenticate patients and clinicians using Al-based behavioural biometrics and blockchain-stored
identity tokens.

o Detect deepfake impersonation attempts or synthetic audio via Al-trained classifiers.

e Secure session data and prescriptions using smart contracts that authorize access based on verified roles
and timestamps.

In emergencies, Al-Blockchain systems enable resilient continuity of care by ensuring that access rules and
patient data remain consistent and transparent, even across institutional boundaries.

Military and Government Systems

Government and defence applications represent high-assurance environments where cybersecurity is not just a
technical necessity but a matter of national security. The proposed hybrid framework supports the integrity,
confidentiality, and continuity of operations across military and civil government systems.

Autonomous Defence Systems

Modern warfare increasingly involves autonomous drones, sensor arrays, and robotic reconnaissance units, all
of which require secure communications and decision-making.

o Al agents can evaluate threat landscapes, prioritise responses, and even simulate battlefield scenarios.

o Blockchain serves to validate decisions, preventing unauthorised overrides or spoofing of command
inputs.

e Smart contracts enable decentralised consensus among battlefield nodes (e.g., drones) before executing
lethal force or data transmission, ensuring rules of engagement compliance and ethical traceability.

Such capabilities are essential to prevent hijacking, spoofed commands, and unauthorised use of autonomous
weaponry.

Secure Government Communications

In diplomatic, intelligence, and civil operations, confidentiality and integrity of communications are
paramount. The proposed system enables:

e End-to-end encryption combined with blockchain-logged key exchanges to ensure trustworthiness.
o Detection of social engineering attempts or anomalous access via Al behavioural analysis.

o Controlled declassification or revocation of information access through smart contracts based on policy
logic or legal mandates.

Moreover, blockchain enables tamper-proof archiving of official communications and decisions, which is
critical for democratic governance, FOIA (Freedom of Information Act) compliance, and post-crisis
investigations.
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Figure 5: Use Case Mapping of Proposed Framework Across Sectors

Sector Artificial Blockchain Smart Contracts Decentralised
Intelligence (Al) Identity (DID)
Healthcare Anomaly detection | Immutable patient | Automated access | Patient-controlled

in patient data, record storage and | revocation in case | digital identity for

threat prediction in traceability of data breach medical access
EHRs
Finance Fraud detection, Secure ledger for Real-time AML | Decentralized KYC
behavioral transaction compliance, fraud and user

analytics on verification flagging authentication

transactions

Critical Predictive Tamper-proof Autonomous Device-level

Infrastructure maintenance, APT logging of sensor shutoff protocols | identity verification
detection in control | and SCADA activity in case of for lloT
systems anomaly

Military/Government | Threat modeling | Secure audit trails of | Policy-enforcing Federated ID

and classification classified contracts for data systems for
for network activity communication sharing personnel and field

access

(Figure 5 provides a comprehensive cross-sectoral mapping of how the proposed Al-Blockchain cybersecurity
framework applies across key industries. Each technology component, Al, blockchain, smart contracts, and
decentralized identity (DID), is aligned with distinct operational needs in healthcare, finance, critical
infrastructure, and military domains. This matrix highlights the framework’s adaptability, showing that while
Al enhances threat intelligence, blockchain ensures data integrity, smart contracts enable automated
enforcement, and DID strengthens identity assurance. The modular nature of the architecture supports sector-
specific customization without sacrificing the unified security posture.)

Summary of Use Cases

The Al-Blockchain-integrated cybersecurity framework is not domain-specific but domain-adaptable. Its
layered, modular design allows it to be customized for diverse operational contexts where integrity,
transparency, and real-time security are essential. The use cases explored in this section illustrate how the
framework can act as an enabler of digital transformation while ensuring resilience, accountability, and trust.

Future extensions of these use cases may include supply chain cybersecurity, space systems, e-voting
platforms, and digital public infrastructure, where the stakes of security failure are equally high.

Future Research Directions

The integration of Artificial Intelligence and Blockchain in cybersecurity, as proposed in this study, represents
a major advancement in building secure, adaptive, and intelligent digital infrastructures. However, the field
remains dynamic and continuously challenged by emerging technological disruptions, new threat models, and
increasing demands for privacy, scalability, and explainability. This section outlines key research directions
that are essential for evolving the current framework into a future-ready, resilient, and quantum-safe security
paradigm.
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Quantum-Resistant Blockchain-Al Systems

The advent of quantum computing poses an existential challenge to current cryptographic algorithms,
particularly those foundational to blockchain systems such as RSA, ECC, and SHA-256. Quantum computers,
through algorithms like Shor’s and Grover’s, could feasibly break current public key cryptography, thereby
undermining the integrity and security of blockchain networks and Al-driven authentication systems (Chen et
al., 2016).

Post-Quantum Cryptography Integration

Future iterations of the proposed cybersecurity architecture must incorporate post-quantum cryptographic
(PQC) primitives, including lattice-based, hash-based, multivariate polynomial, and code-based cryptosystems.
These algorithms are being standardised by NIST and offer resistance to both classical and quantum
adversaries.

Blockchain protocols should evolve to include:

e Quantum-safe consensus algorithms

e PQC-based digital signatures and identity frameworks

e Hybrid cryptographic protocols (classical + quantum-resistant) to ensure backward compatibility
Quantum-Adaptive Machine Learning Models

Al systems must also be designed with quantum-aware threat modelling, anticipating the types of attacks
possible in quantum-enhanced environments. For example:

o New adversarial attack vectors may exploit quantum-decrypted traffic to manipulate model inputs.

e Quantum noise and decoherence could be used to obfuscate behaviour, requiring robust ML defences
trained on quantum-altered datasets.

Research must focus on robustness guarantees of Al models in post-quantum threat environments, including
the development of quantum-invariant feature sets and quantum cryptography-augmented federated learning
protocols.

The combination of quantum-resilient blockchain and quantum-aware Al forms the bedrock of next-generation
cybersecurity that remains relevant beyond the 2030s and into the quantum era.

Federated and Swarm Al on Blockchain

As data privacy regulations become more stringent and edge devices proliferate (e.g., in 10T, mobile, vehicular
networks), centralized Al training becomes both infeasible and legally risky. Future research must explore
federated learning (FL) and swarm intelligence models anchored on blockchain to enable decentralized,
collaborative, and privacy-preserving cybersecurity intelligence.

Federated Learning for Privacy-Aware Cybersecurity

Federated learning allows multiple devices or organizations to collaboratively train Al models without sharing
raw data. However, FL faces several challenges:

Model update integrity: Malicious clients may inject poisoned gradients.
Trust and auditability: Current FL lacks built-in mechanisms for verifying the provenance of updates.

By integrating FL with blockchain, researchers can:
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o Secure model update exchanges via blockchain-logged gradient submissions
o Use smart contracts to validate updates based on performance metrics
e Provide immutable audit trails for each round of collaborative training

This framework is especially valuable in domains such as healthcare, finance, and national defence, where
cross-institutional collaboration must not compromise individual privacy or security.

Swarm Al and Autonomous Security Agents

Swarm Al refers to decentralised, self-organising Al agents that collaboratively solve problems based on local
observations and peer communication. According to Islam et al. (2025), federated systems can accelerate
energy transition and data privacy compliance when applied within engineering-led energy networks, enabling
collaborative intelligence while preserving local autonomy. When applied to cybersecurity:

o Each agent (e.g., a device, sensor, or microservice) can autonomously monitor its environment for
threats.

e Agents share threat intelligence on a blockchain ledger, ensuring decentralised consensus on attack
detection.

e The system becomes adaptive, learning from local contexts while contributing to global situational
awareness.

Future research must address:
e Communication efficiency in blockchain-backed swarm systems
e Resilience to rogue agents and Byzantine behaviour
« Emergent intelligence modelling in large-scale, heterogeneous cyber-ecosystems

Such a decentralised mesh of intelligent agents paves the way for self-organising cyber defence ecosystems,
capable of real-time adaptation in complex and adversarial environments.

Figure 6: Performance Trade-offs in Federated Al Learning with Differential Privacy

Figure 6: Performance Trade-offs in Federated Al Learning with Differential Privacy
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(This dual-axis bar chart compares model accuracy and communication cost across three training paradigms:
Centralized, Federated, and Federated with Differential Privacy (DP). Centralized training achieves the highest
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accuracy (95%) with the lowest communication cost. However, it lacks privacy-preserving properties.
Federated learning slightly reduces accuracy (92%) but increases communication overhead due to
decentralized updates. When differential privacy is applied, accuracy further decreases to 88%, yet privacy is
significantly enhanced. This visualization underscores a crucial trade-off: while privacy-preserving techniques
like federated learning and DP introduce computational and communication burdens, they substantially
improve data confidentiality in collaborative Al training environments.)

Adaptive, Self-Healing Cybersecurity Networks

The next frontier in Al-Blockchain-based cybersecurity is the development of autonomous, self-healing
networks that can anticipate, detect, respond to, and recover from threats without manual intervention. These
networks combine reinforcement learning (RL), decentralized consensus, and closed-loop feedback systems to
achieve operational resilience at scale.

Reinforcement Learning for Security Policy Optimization

Reinforcement learning allows systems to learn optimal behaviours via trial-and-error interactions with their
environment. In cybersecurity, RL can be applied to:

« Dynamic access control policy tuning based on real-time risk assessments
« Intelligent threat mitigation routing in software-defined networks (SDNSs)
e Autonomous honeypot deployment and reconfiguration

Integrating RL with blockchain introduces the benefit of verifiable policy evolution, where each action,
reward, and updated policy is cryptographically logged, enabling full traceability and rollback in case of errant
behaviour.

Self-Healing via Decentralized Consensus

In the face of successful attacks (e.g., node compromise, data corruption), self-healing systems can:
o Isolate affected nodes via consensus-driven anomaly consensus
e Revert to previous secure states using blockchain-based state snapshots
e Re-instantiate services with updated Al policies optimized via RL

This model transforms cybersecurity from a reactive service to a cyber-resilient organism, capable of
continuous learning and adaptive regeneration.

Future research should explore:

e Multi-agent reinforcement learning (MARL) for cooperative policy learning in distributed
environments

e Graph neural networks (GNNs) for modelling dynamic attack graphs and response strategies
« Interoperability standards for Al agents operating across heterogeneous blockchain networks
Summary of Future Directions

The future of cybersecurity lies at the intersection of emerging disciplines quantum computing, swarm
intelligence, federated learning, and autonomous agents. By extending the current Al-Blockchain framework
into these areas, researchers can build systems that are not only secure and intelligent, but also evolving,
collaborative, and future-proof.
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These research directions invite interdisciplinary collaboration among computer scientists, cryptographers,
policy experts, cognitive scientists, and system engineers. They also call for ethics-by-design and law-by-
design approaches to ensure that future innovations remain aligned with societal values and regulatory
frameworks.

CONCLUSION

In an era of accelerating digital transformation, cybersecurity stands as both a technological imperative and a
societal safeguard. The proliferation of interconnected devices, cloud-native infrastructures, and Al-powered
services has expanded the cyber-attack surface exponentially. Simultaneously, adversaries have evolved,
employing increasingly sophisticated tactics such as polymorphic malware, advanced persistent threats
(APTs), and data poisoning techniques. Against this backdrop, this study has proposed and validated a next-
generation cybersecurity framework that leverages the synergistic strengths of Artificial Intelligence (Al) and
Blockchain technology to deliver a more resilient, transparent, and intelligent defence architecture.

Recap of the Integrated Approach and Its Superiority

The cornerstone of this research is the development of a layered Al-Blockchain architecture that integrates
decentralised trust mechanisms with adaptive machine intelligence. This integrated approach was designed to
overcome the well-documented limitations of traditional cybersecurity models, particularly their reliance on
centralised governance, static rule-based detection, and lack of real-time adaptability.

The architecture consists of:
o AData Layer that immutably records security events using blockchain;
e An Intelligence Layer where Al models perform real-time threat detection;
o AConsensus Layer that ensures distributed validation of actions;
e An Interface Layer offering transparency and control to system operators.

This design enables the framework to achieve not only high detection accuracy but also real-time automated
enforcement, tamper-evident logging, and cross-organisational trust without central intermediaries.

The superiority of the integrated approach lies in its multi-dimensional defence capability, detecting threats
early, responding autonomously, and logging actions immutably for compliance and audit purposes. Unlike
siloed Al-only or blockchain-only systems, the hybrid model provides a holistic, interlocking defence posture
that is more adaptable, scalable, and verifiable.

Summary of Findings and Contributions

Through comprehensive literature analysis, system design, simulation, and empirical testing, this study
contributes a robust body of knowledge to the cybersecurity domain. Key findings and original contributions
include:

o Design of a novel hybrid architecture that operationally integrates Al and blockchain for real-time
cybersecurity;

e Implementation of an experimental testbed using Hyperledger Fabric, TensorFlow, and Dockerized
microservices to simulate enterprise-grade attacks;

o Performance benchmarks showing superior detection accuracy (up to 97.1%), low false positive rates
(as low as 2.8%), and fast response times (under 200ms) in dynamic threat environments;
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o Resilience verification against complex attack vectors, including DDoS, insider threats, and data
poisoning, with built-in mechanisms for self-recovery and tamper-evidence;

o Application of smart contracts to automate security policy enforcement and compliance, ensuring zero-
trust enforcement at the protocol level,

o Evaluation of privacy-enhancing features, including federated learning, decentralized identity, and
explainable Al integrations.

These contributions represent a substantive advancement over existing cybersecurity models, offering both
academic innovation and real-world applicability.

Emphasis on the Paradigm Shift Toward Decentralized Intelligent Security

At its core, this research advocates for a paradigm shift in cybersecurity from reactive, centralized, and
fragmented models to proactive, decentralized, and intelligent security ecosystems. The integrated Al-
Blockchain framework is more than a technical enhancement; it represents a philosophical and structural
reorientation of how digital systems are secured, monitored, and governed.

This shift aligns with broader transformations in digital society:
e The move toward self-sovereign digital identities and user-centric privacy control;
o The rise of decentralized finance (DeFi), Web3, and zero-trust enterprise models;
e The need for cross-border, verifiable, and auditable cybersecurity governance;
e The impending challenges posed by quantum computing requiring future-proof security primitives.

By decentralising trust and embedding intelligence directly into system workflows, the proposed approach
enables autonomous security at scale, reduces dependence on fallible human operators, and supports
compliance in complex regulatory environments.

The research concludes with the assertion that the fusion of Al and Blockchain is not an endpoint, but the
foundation of a new generation of cybersecurity systems, ones that are resilient by design, ethical by
architecture, and scalable by default.
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\Appendix A: Algorithm Pseudocode

This appendix contains pseudocode for the major Al models and hybrid decision logic employed in the
Intelligence Layer.

Al. Random Forest Classifier for Intrusion Detection
Input: Pre-processed dataset D with features F and labels L
Output: Predicted class labels for test data
1. Initialize the number of trees N, maximum depth d
2. Fori=1to N do:
a. Randomly sample D_i < D with replacement
b. Train decision tree T_i using D_i and random subset of features F_i c F
3. For each test instance x:
a. Collect predictions P = {T_1(x), T_2(x), ..., T_N(X)}
b. Return majority vote: y = mode(P)
A2. Autoencoder for Anomaly Detection
Input: Normal training data X € R»
Output: Anomaly score for each input
1. Train an encoder-decoder neural network:
Encoder: h=1f 0(x)
Decoder: x'=g_o(h)
2. Define reconstruction error E = ||x - X||2
3. For each input x:
a. Compute E(x)
b. If E(x) > threshold T — flag as anomaly
Appendix B: Blockchain Smart Contract Snippets

This appendix includes excerpts from the smart contracts deployed on the Hyperledger Fabric blockchain
network to enforce cybersecurity policies.

B1. Access Revocation Smart Contract (Go)
go

func RevokeAccess(ctx contractapi. TransactionContextinterface, userID string) error {

a
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accessKey := "ACCESS_" + userIiD
exists, err := ctx.GetStub().GetState(accessKey)
iferr I=nil {

return fmt.Errorf("failed to read state: %v", err)
}
if exists == nil {

return fmt.Errorf("*access record does not exist™)

}
return ctx.GetStub().DelState(accessKey)

¥
B2. Threat Log Contract for Immutable Audit
go

func LogThreat(ctx contractapi. TransactionContextinterface, threatlD string, severity string, timestamp string)
error {

logKey := "THREAT _" + threatlD
logEntry := ThreatEvent{ID: threatID, Severity: severity, Time: timestamp}
logJSON, _ :=json.Marshal(logEntry)
return ctx.GetStub().PutState(logKey, logJSON)
}
Appendix C: Detailed Performance Tables and Graphs

This appendix presents quantitative performance benchmarks and graphical visualizations of experimental
results.

C1. Detection Accuracy Across Models

Model Accuracy (%) | Precision | Recall | F1-Score | AUC-ROC
Random Forest | 96.3 0.93 0.94 0.94 0.97
XGBoost 97.1 0.95 0.96 0.95 0.98

LSTM 95.4 0.92 0.93 0.92 0.985
Autoencoder 87.4 N/A N/A N/A 0.89

C2. Response Time Breakdown
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Component Average Latency (ms)
Al Inference 62
Blockchain Write 108

Smart Contract Execution | 27

End-to-End Response ~197

C3. Graphs
Figure C1: ROC Curve Comparison Across Models

Figure C1: ROC Curve Comparison Across Models
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(This figure compares the Receiver Operating Characteristic (ROC) curves of four machine learning models
used in the proposed cybersecurity framework: Random Forest, XGBoost, LSTM, and Autoencoder. The Area
Under the Curve (AUC) scores indicate that XGBoost exhibits the highest classification performance (AUC =
0.96), followed closely by Random Forest and LSTM. The Autoencoder, primarily used for unsupervised
anomaly detection, performs comparatively lower but still provides meaningful results for novelty detection.
This visualization underscores the effectiveness of supervised learning models in detecting threats when

trained on labelled cybersecurity datasets.)

Figure C2: Latency Distribution (Histogram)

Figure C2: Latency Distribution (Histogram)
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(This histogram illustrates the latency distribution of the proposed Al-Blockchain integrated cybersecurity
system, measured in milliseconds. The data follows a near-normal distribution centred around 200 ms, with
most transactions completing between 175-225 ms. A minor tail beyond 250 ms reflects occasional processing
overhead, likely due to smart contract execution and consensus validation. The smooth curve indicates
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consistent performance, validating the system’s suitability for real-time threat detection and response in
dynamic environments.)

Figure C3: Transaction Throughput vs. Attack Volume

Figure C3: Transaction Throughput vs. Attack Volume
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This figure compares the transaction throughput of three cybersecurity architectures: Traditional Al,
Blockchain-Only, and Al + Blockchain Hybrid under varying levels of attack volume. As the number of
simultaneous attacks increases, all systems experience a decline in throughput. However, the hybrid Al-
Blockchain model demonstrates the highest resilience, maintaining relatively stable throughput even under
high attack pressure. This robustness is attributed to the decentralized load balancing of the blockchain and the
intelligent threat mitigation of AI models. The results highlight the hybrid model’s scalability and suitability
for real-time cybersecurity in high-threat environments.

Appendix D: Dataset Descriptions and Preprocessing Steps
This appendix documents the datasets used in experiments and the preprocessing techniques applied.
D1. Datasets

NSL-KDD: Network-based intrusion detection dataset containing normal, DoS, probe, R2L, and U2R attacks.
Pre-processed with one-hot encoding and normalization.

CICIDS2017: Realistic traffic data with multiple attack types. Time-series features were extracted for LSTM
models.

Synthetic Blockchain-Augmented Dataset: Custom logs generated from simulation, including smart contract
invocation logs, user access logs, and tampering attempts. Labels are manually annotated based on injected
attack scripts.

D2. Preprocessing Pipeline

Data Cleaning: Removal of incomplete, duplicated, or corrupted entries.

Feature Engineering: Generation of protocol flags, byte counts, entropy scores, and access frequencies.
Normalization: Z-score normalization for continuous variables.

Encoding: One-hot encoding for categorical variables (e.g., protocol type, service).

Splitting: 70/15/15 split for training, validation, and testing.
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