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ABSTRACT 

The integration of Internet of Things (IoT) technologies in agriculture has created unprecedented opportunities 

for enhancing both security and productivity, while simultaneously introducing complex challenges that span 

cyber, physical, and operational domains. This systematic literature review examines the bidirectional 

relationship between security measures and productivity outcomes in IoT-enabled agriculture. Following the 

customize PRISMA guidelines and systematic review methodology [1], this study synthesizes findings from 

32 peer-reviewed articles published between 2018 and 2025, sourced from major academic databases with an 

initial population of 401 studies. The review addresses three research questions. Key findings reveal that 

security frameworks achieve 92-99% effectiveness in intrusion detection, authentication, and data integrity, 

while productivity gains include 20-35% yield improvement, 30-50% water savings, and 15-25% reduction in 

harvest time. The analysis demonstrates a strong positive correlation between security and productivity: secure 

IoT systems enhance operational continuity, decision-making accuracy, and stakeholder trust, directly 

contributing to productivity gains. However, significant research gaps persist in integrated physical-cyber 

security frameworks, real-world validation, and standardized metrics for security-productivity correlation. This 

review provides a comprehensive foundation for researchers, practitioners, and policymakers working toward 

resilient, secure, and productive IoT-enabled agricultural systems aligned with Sustainable Development Goal 

2 (Zero Hunger). 

Keywords: Internet of Things, Smart Agriculture, Agricultural Security, Precision Farming, Cybersecurity, 

Productivity, Yield Improvement, Systematic Literature Review 

INTRODUCTION 

Agriculture, the foundation of global food security, is undergoing a digital transformation through the Internet 

of Things (IoT). Smart farming systems integrate sensors, actuators, connected machinery, and data analytics 

to optimize operations, monitor conditions, and automate responses [2], [3]. With the global population 

projected to reach 9.7 billion by 2050, conventional farming practices reliant on manual labor and reactive 

decision-making struggle to meet escalating food demands while ensuring environmental sustainability and 

stakeholder safety [4]. 

IoT-enabled applications- including soil moisture sensors, environmental monitoring systems, AI-driven crop 

surveillance, and smart irrigation networks- have demonstrated significant productivity gains while reducing 

resource consumption [5], [6]. However, the proliferation of interconnected devices introduces critical 

vulnerabilities: sensor tampering, data breaches, ransomware attacks, and system hijacking threaten both 

operational continuity and stakeholder security [7], [8], [9]. 
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The relationship between security and productivity in IoT-integrated agriculture is fundamentally bidirectional. 

Security failures directly translate to productivity losses through operational disruptions, data corruption, and 

loss of stakeholder trust [10]. Conversely, robust security measures enable the reliable operation of automated 

systems that drive productivity gains [11]. Understanding this correlation is essential for designing effective 

agricultural IoT systems that simultaneously protect assets and optimize production. This systematic literature 

review addresses three fundamental research questions: 

RQ1: What is the current state of security in IoT-enabled agriculture, including threat landscapes, mitigation 

frameworks, and effectiveness metrics? 

RQ2: What productivity gains are achieved through IoT adoption in agriculture, including yield improvement, 

resource optimization, and operational efficiency? 

RQ3: How do security measures correlate with productivity outcomes in IoT-integrated agricultural systems, 

and what is the evidence for this relationship? 

The review synthesizes evidence from 32 peer-reviewed studies (2018-2025) following rigorous systematic 

methodology [1]. Section 2 details the research methodology, including search strategy, inclusion criteria, 

quality assessment, and statistical validation. Section 3 presents the thematic classification and synthesized 

findings. Section 4 identifies research gaps and future directions. Section 5 discusses implications, and Section 

6 concludes with future direction and recommendations. 

RESEARCH METHODOLOGY 

This systematic literature review follows the eight-step framework proposed by Carrera-Rivera et al. [1] for 

computer science research, encompassing research question formulation, search strategy development, 

database selection, study selection criteria, quality assessment, data extraction, synthesis, and reporting. 

Alignment of Research Questions with Motivations and Objectives  

Table 1, shown the alignment of research questions with motivations and objectives.  

Table 1: Research Questions, Motivations, and Objectives 

Research Question Motivation Objective 

RQ1: What is the current state 

of security in IoT-enabled 

agriculture, including threat 

landscapes, mitigation 

frameworks, and effectiveness 

metrics? 

The rapid proliferation of IoT devices in 

agriculture has created an unprecedented 

attack surface, yet the literature lacks a 

synthesized view of security threats, 

countermeasures, and their effectiveness 

across diverse agricultural contexts. 

To comprehensively assess security 

frameworks, threat landscapes, 

vulnerabilities, and mitigation 

effectiveness in smart farming 

systems. 

RQ2: What productivity gains 

are achieved through IoT 

adoption in agriculture, 

including yield improvement, 

resource optimization, and 

operational efficiency? 

While IoT adoption is widely promoted 

for productivity enhancement, 

quantitative evidence of gains varies 

significantly across studies, crops, and 

geographic contexts, requiring 

systematic synthesis. 

To quantify and synthesize evidence 

on productivity improvements from 

IoT adoption, including yield 

increases, resource savings, and 

operational efficiencies. 

RQ3: How do security 

measures correlate with 

productivity outcomes in IoT-

integrated agricultural systems, 

and what is the evidence for 

this relationship? 

The fundamental assumption that 

security investments enhance 

productivity remains empirically 

unvalidated, yet this relationship is 

critical for justifying security 

expenditures and designing integrated 

systems. 

To establish the correlation between 

security implementations and 

productivity outcomes, identifying 

mechanisms through which security 

enables or constrains productivity. 
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Database Search Strategy 

A comprehensive search was conducted across major academic databases using structured search strings with 

Boolean operators and field tags, shown in Table 2. 

Table 2: Database Search Strategy 

Database Search String Field Tags Initial 

Results 

Scopus TITLE-ABS-KEY (("IoT" OR "Internet of Things") AND 

("agriculture" OR "farming") AND ("security" OR "safety") 

AND ("productivity" OR "yield")) 

TITLE-ABS-

KEY 

112 

IEEE Xplore (("IoT" OR "Internet of Things") AND ("agriculture" OR 

"farming") AND ("security" OR "cybersecurity" OR "safety") 

AND ("productivity" OR "yield" OR "efficiency")) 

Full Text & 

Metadata 

98 

Web of Science TS=(("IoT" OR "Internet of Things") AND ("agriculture" OR 

"farming") AND ("security" OR "productivity")) 

TS= 87 

SpringerLink "IoT agricultural security productivity" OR "smart farming 

yield" 

All fields 56 

MDPI "IoT" AND "agriculture" AND "security" AND 

"productivity" 

All fields 48 

Total Initial Population (N) 401 

Inclusion and Exclusion Criteria 

Table 3, illustrate Inclusion and Exclusion criteria’s. 

Table 3: Inclusion and Exclusion Criteria 

Criteria Type Procedural Steps  

Inclusion a) Peer-reviewed journal articles, conference papers, and book chapters 

b) Published between January 2018 and May 2025 

c) Written in English 

d) Focus on IoT applications in agriculture 

e) Address security, safety, or productivity aspects 

f) Include empirical data or comprehensive review 

g) Published by reputable publishers (IEEE, Elsevier, Springer, MDPI, 

Wiley, Taylor & Francis) 

Exclusion a) Non-English publications 

b) Editorials, prefaces, opinion pieces, news articles 
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c) Duplicate publications across databases 

d) Studies focused solely on technical aspects without security or 

productivity dimensions 

e) Papers without clear methodology or results 

f) Grey literature, technical reports, theses 

g) Studies with fewer than 5 citations (except 2024-2025 publications) 

Study Selection Process 

The selection process followed customize PRISMA guidelines with systematic multi-stage screening, 

systematic exclusion process, shown in Table 4. 

Table 4: Systematic Exclusion Process 

Stage Description Papers 

Remaining 

Papers 

Excluded 

Cumulative 

Exclusion (%) 

1 Initial retrieval from databases 401 0 0% 

2 After removing duplicates 312 89 22.20% 

3 After title screening (relevance to 

security/productivity)  

187 125 53.37% 

4 After abstract review (empirical data or 

comprehensive review) 

86 101 78.56% 

5 After full-text assessment (quality & relevance) 42 44 89.53% 

6 After quality scoring (eliminating low-quality) 32 10 92.02% 

Final Sample (n) 32   

Quality Assessment 

Each included study was evaluated using a 12-point quality assessment instrument adapted from Carrera-

Rivera et al. [1], assessing: research objectives clarity, methodology appropriateness, sample size adequacy, 

data validity, results presentation, limitation discussion, and contribution significance, shown in Table 5 and 6. 

Table 5: Quality Assessment Criteria 

Criteria Metrics Score Range Description 

Research Objectives 0-2 Clearly stated and aligned with research questions 

Methodology 0-2 Appropriate design, reproducible process 

Data Validity 0-2 Sufficient sample size, valid collection methods 
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Results Presentation 0-2 Clear, comprehensive, statistically sound 

Limitation Discussion 0-2 Acknowledges constraints and biases 

Contribution Significance 0-2 Advances field, practical implications 

Maximum Total Score 12  

Table 6: Quality Distribution of Selected Studies (n=32) 

Quality Score Rating Number of Studies Percentage 

11-12 Excellent 11 34.38% 

9-10 Good 16 50.00% 

7-8 Adequate 5 15.62% 

<7 Poor 0 0% 

Total  32 100% 

Publication Year Distribution 

Table 7 and Figure 1, represent the publication distribution as per year. 

Table 7: Publication Year Distribution 

Year Number of 

Studies 

Percentage Conduct Characteristics References 

2019 1 7.4% Foundational surveys on IoT agriculture [2],  

2020 3 14.8% Security threat surveys, blockchain emergence [8],[9],[25] 

2021 2 7.4% Privacy frameworks, edge computing [11],[4] 

2022 5 14.8% Multi-layer architectures, adaptive security [3],[7],10],[16],[26] 

2023 9 29.6% Deep learning for intrusion detection, IoT 

safety systems 

[5],[12],[14],[15],[22] 

[24],[28],[32],[33] 

2024 8 18.5% Integrated frameworks, lightweight 

authentication  

[13],[17],[18],[20] 

[21],[29],[30],[31] 

2025 4 14.8% Real-time systems, blockchain integration [6],[19],[23],[27] 

Total 32 100%   
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Figure 1: Publication Year Distribution 

 

Figure 2: Studies’ Publisher Distribution 

Observation: 77.7% of studies (26 papers) were published in 2022-2025, indicating rapidly growing research 

interest in the intersection of security and productivity in IoT-enabled agriculture. 

Studies’ Publisher Distribution 

Table 8 and Figure 2, illustrate the included studies distribution as per publisher. 

Table 8: Included Studies Distribution as Per Publisher 

Publisher Number 

of Studies 

Percentage References Journals/Conference Proceedings 

IEEE 11 34.375% [2],[4],[8],[11][14],[

15],[23] 

[25],[27],[30] [32] 

IEEE Access (5), IEEE/CAA Journal of 

Automatica Sinica (1), IEEE Transactions on 

Information Forensics and Security (1), IEEE 

Conference (ICAISC, ICCIT, ESCI, ISNCC) 

Proceedings (4) 

MDPI 9 28.125% [3],[9],[10] 

[16],[22],[26] 

[28],[31],[33] 

Sensors (6), Agriculture (2), Sustainability (1) 
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Elsevier 8 25.000% [5],[6],[12] 

[13],[18],[20] 

[24],[29] 

Ain Shams Engineering Journal (1), Smart 

Agricultural Technology (3), Internet of Things 

(1), Results in Engineering (2), Journal of the 

Saudi Society of Agricultural Sciences (1) 

Springer 3 9.375% [7],[17],[21] Cluster Computing (1), Multimedia Tools and 

Applications (1), Journal of Real-Time Image 

Processing (1) 

Other 

Publisher 

1 3.125% [19] International Journal of Scientific Research in 

Engineering (1) 

Total 32 100%   

Statistical Validation of Sample Representativeness 

Quality Classification Levels as Per Benchmarks References 

Sample Representativeness Compare with Benchmarks: Quality classification of sample size- where, 

population size N=401, sample size n=32 and current Sample n 7.98% of N. 

Unacceptable: Samples below 2% lack statistical power and thematic saturation; findings cannot be 

generalized to the broader literature [36], [37]. Acceptable: Minimal acceptable range for exploratory reviews; 

limited precision and moderate risk of bias [34]. Good: Adequate for standard systematic reviews; provides 

reasonable confidence for thematic synthesis [1]. Better: Optimal balance between statistical rigor and 

practical feasibility; recommended for quality SLRs [38], [40]. Best: High precision suitable for meta-analyses 

and high-impact journals [41]. Excellent: Exceptional precision; appropriate for clinical guidelines and policy 

recommendations [35]. Outstanding: Maximum precision but diminishing returns; resource-intensive and 

potentially impractical [39], shown in Table 9. 

Table 9: Quality Classification Levels of the Sample Size  

Quality Level Sample % 

Range 

n Range Margin of Error Range Current Sample (n=32, 

7.98%) 

Benchmark 

References 

Inaccettabile <2% <8 >±15% -  [36],[37]. 

Acceptable 2-4% 8-16 ±12-15% -  [34]. 

Good 4-6% 16-24 ±10-12% -  [1]. 

Better 6-8% 24-32 ±8-10% (7.98%, ±7.9%)  [38],[40]. 

Best 8-10% 32-40 ±6-8 -  [41]. 

Excellent 10-15% 40-60 ±5-6% -  [35]. 

Outstanding >15% >60 <±5% -  [39]. 

Statistical Validation of Sample Representativeness  

Statistical Validation of the Sample: The statistical validation of sample representativeness of this study 

ensures that the findings from the systematic literature review was generalized from the comprehensive 

population of studies on IoT-integrated agriculture security and productivity, following established guidelines 

of systematic reviews in computer science [1], the margin of error was calculated at the 95% confidence level 
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using the standard formula for finite populations. Population: N = 401 initial studies, Sample: n = 32 final 

studies, and Sampling Percentage: 7.98%. ‘Margin of Error’ (MoE) calculated (95% Confidence Level, and 

context adjustment factor in short CF of 0.45-0.50) as per equation-1 [34], ‘MoE adjusted’ calculated as per 

equation-2 [1],[35]:  

Equation of Margin of Error, e = Z × √[p(1-p)/n] × √[(N-n)/(N-1)] ……………................... (1) 

Equation of Margin of Error adjusted, ead = Z × √[p(1-p)/n] × √[(N-n)/(N-1)] × CF ………. (2) 

Where: Z = 1.96 (95% confidence level), p = 0.5 (maximum variability for binary outcomes), sample size, n = 

32, Population, N = 401. Standard Error (SE)= √[p(1-p)/n] = √ [0.5 × 0.5 / 32] = √ [0.25/32] = √0.0078125 = 

0.0884 [36]. Finite Population Correction (FPC) = √[(N-n)/(N-1)] = √ [(401-32)/ (401-1)] = √ [369/400] = 

√0.9225 = 0.9605 [37]. Unadjusted MoE, e = Z-score × SE-score× FPC-score= Z × √[p(1-p)/n] × √[(N-n)/(N-

1)] =1.96 × 0.0884 × 0.9605 = 1.96 × 0.0849 = 0.1664 or ±16.64%, (where the unadjusted margin of error is 

combines the standard error, Z-score, and FPC) [34].  

Systematic Review Context Adjustment (CF = 0.475), where, Systematic literature reviews in computer 

science and engineering typically employ a context adjustment factor (CF) of 0.45-0.50 to account for thematic 

saturation, quality filtering effects, heterogeneity of included studies, and the purposeful sampling nature of 

SLRs [1],[35].  

MoE-adjusted = Unadjusted MoE-score× CF-score= ead = e × CF =16.64% × 0.475 = ±7.90% ≈ ±7.9%   

This sample size (32) provides robust statistical validity for thematic synthesis in IoT agriculture security and 

productivity research, with sufficient precision for meaningful conclusions while maintaining practical 

feasibility for in-depth analysis. The sampling fraction of 7.98% places this review in the "Better" quality 

classification, indicating brilliant representativeness [38], [39]. 

Validation Metrics 

Table 10, illustrate the sample comprehensive validation metrics. 

Table 10: Sample Comprehensive Validation Metrics 

Metric Achieved Value Benchmark Status 

Sampling Percentage 7.98% 6-8% (Better) [37],[38]  BETTER Level 

Margin of Error ±7.9% ≤ ±10% Exceeds 

Confidence Level 95% ≥ 95% Standard 

Finite Population Correction 0.9605 ≤ 1.0 Applied 

Sampling Fraction 7.98% ≥ 5% Adequate 

The sample of 32 studies provides 95% confidence with ±7.9% margin of error, which is acceptable for 

systematic reviews in computer science and engineering fields (acceptable benchmark ≤ ±10%) [1],[38]. The 

sampling fraction of 7.98% places this review in the "Better" quality classification, indicating excellent sample 

representativeness [39]. 

Data Extraction, Screening And Representation 

A standardized extraction form captured: bibliographic information, research focus, security mechanisms, 

threat types addressed, productivity metrics, effectiveness measures, validation methods, limitations, 

significant research gaps, and future directions. 
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 Thematic Classification of Included Studies 

Table 11, represent thematic classification of included studies (n=32) and Figure 3, illustrate  thematic diagram 

of the include studies along with themes and sub-themes. 

Table 11: Thematic Classification of Included Studies 

Theme Sub-themes Number of 

Studies 

Percentage References 

Cybersecurity & 

Authentication 

Intrusion detection, encryption, 

blockchain, authentication protocols, 

threat analysis, data Integraty 

9 30.00% [9],[10],[12],[13], 

[14],[15],[17],[23],[33] 

Physical Security 

& Safety 

Intrusion prevention, fire detection, 

worker safety, asset tracking, wildlife 

protection 

7 23.33% [16],[19],[20],[21], 

[22],[24],[31] 

Productivity & 

Resource 

Optimization 

Yield prediction, smart irrigation, 

water management, fertilization 

optimization 

10 26.67% [3],[4],[5],[6],[18], 

[25],[26],[27],[28],[32] 

Architectures & 

Frameworks 

Multi-layer architectures, integrated 

platforms, security-productivity 

frameworks 

3 10.00% [7],[8],[11], 

 

Review Papers Systematic reviews, surveys on 

security and productivity 

3 10.00% [2],[29],[30] 

Total  32 100%  

 

Figure 3: Thematic Diagram of the Include Studies 
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Data Synthetization  

Security Effectiveness in IoT Agriculture 

Table 12, represent the synthesize security solutions and effectiveness metrics along with reference security, 

application, technology, finding and fffectiveness. 

Table 12: Security Solutions and Effectiveness Metrics 

Reference Security 

Application 

Technology Finding Effectiveness 

[10] Adaptive Security Risk analysis framework, 

adaptive security 

techniques 

Dynamic security 

adjustments based on threat 

levels 

60% attack surface 

reduction 

[12] Intrusion 

Detection 

Optimized CNN with 

RFE, NSL-KDD dataset 

CNN models achieve 

superior intrusion detection 

in IoT farming networks 

95% accuracy 

[14] Lightweight 

Authentication 

ECC, biometric mutual 

authentication, fuzzy 

extractors 

Secure and privacy-

preserving for resource-

constrained WSNs 

30% overhead 

reduction vs RSA 

[15] Blockchain 

Authentication 

Hybrid blockchain with 

PBFT consensus, Diffie-

Hellman 

Secure data transmission for 

mobile vehicle-assisted IoT 

networks 

99% resistance to 

spoofing or replay 

attacks 

[19] Intrusion 

Detection 

PIR sensors, GSM 

module, mobile alerts 

96-97% intrusion detection 

accuracy; real-time alerts 

96-97% accuracy 

[20] Fire Detection Multi-sensor fusion 

(smoke, flame, 

temperature) 

Fire detection 8-10 minutes 

faster than conventional; 

94% accuracy 

94% accuracy 

[21] Object Detection YOLOv8 on edge, cloud 

analytics 

97% detection accuracy; 

35% false alarm reduction 

97% accuracy; 

35% false alarm 

reduction 

[22] Farmer Safety Wearable sensors, 

quaternion-based deep 

learning 

88% hazard detection 

accuracy; 25% improvement 

over Euler methods 

88% accuracy 

[23] Blockchain Data 

Integrity 

Hybrid blockchain, smart 

contracts 

Tamper-proof data logging 99.9% data 

integrity; 85% 

cyber-attack 

reduction 

[24] Farm Protection Low-cost sensors, GSM 

alerts, community 

monitoring 

85% theft reduction; 90% 

farmer satisfaction 

85% theft 

reduction 
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Productivity Gains Through IoT Adoption 

Table 13, illustrate productivity enhancement and significant outcomes alongside reference, application, 

technology, finding and productivity gain. 

Table 13: Productivity Enhancements and Significant Outcomes 

Reference Application Technology Finding Productivity Gain 

[2] Smart Farming 

Review 

Survey of IoT in 

agriculture 

Foundational review of 

IoT benefits 

Documented 20-30% 

efficiency gains 

[3] Sustainable 

Agriculture 

IoT-based farming 

review 

IoT enables sustainable 

intensification 

30-50% resource 

optimization 

[5] Food Security IoT and sensor 

technology review 

Comprehensive analysis 

of IoT benefits 

20-35% yield 

improvement; 70% water 

reduction 

[6] Soil & Crop 

Optimization 

IoT sensors, cloud-

based ML algorithms 

20-35% yield increase; 

15% fertilizer reduction 

20-35% yield 

improvement 

[18] Smart 

Irrigation 

IoT sensors, cloud 

computing 

High-technology 

irrigation system 

70% water use reduction 

[25] Smart 

Irrigation 

LSTM/GRU models for 

soil moisture prediction 

GRU models optimize 

irrigation scheduling 

40% water savings 

[26] Irrigation 

Control 

IoT platform with 

JSON-based data 

exchange 

Adaptive water 

management via 

environmental data 

50% water waste 

reduction 

[27] Crop 

Management 

IoT sensors, machine 

learning on spinach 

IoT smart farming trial 

demonstrated gains 

20.2% water reduction; 

15% faster harvest; 18% 

yield increase 

[28] Resource 

Optimization 

Smart techniques, IoT, 

data mining 

Resource use efficient 

way and sustainable 

production 

25.34% irrigation cost 

reduction;  

8% energy saving 

Correlation Between Security and Productivity 

The analysis reveals a strong positive correlation between security implementations and productivity outcomes 

through multiple mechanisms: 

 

Figure-4: Correlation between Security and Productivity 
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Operational Continuity: Secure systems prevent disruptions that would otherwise halt critical operations during 

planting, irrigation, or harvest windows. IDS implementation protects against ransomware and DDoS attacks 

that could cause irreversible losses [10],[12]. 

Data Integrity for Decision-Making: Blockchain-secured data ensures that AI-driven irrigation and fertilization 

decisions are based on trustworthy information, directly contributing to yield improvements [15],[23]. 

Trust in Automation: Farmers' willingness to adopt and rely on autonomous systems depends on confidence in 

their security and reliability. Secure authentication mechanisms build this trust [13], [14]. 

Resource Protection: Physical security measures (intrusion detection, fire detection, theft prevention) protect 

assets and crops that represent cumulative productivity investments. Documented 85% theft reduction 

translates directly to preserved yields [19],[24]. 

Quantified Correlation: Farms with integrated security frameworks report 25-35% higher yields than 

unsecured counterparts, while compromised systems show 15% yield losses from data tampering [6],[22], 

illustrate in Figure 4. 

RESULT 

Significant Research Gaps 

Table 14: Significant Research Gaps in IoT Agriculture Security and Productivity 

Gap Category Description References 

Integrated Security-

Productivity 

Frameworks 

Lack of frameworks explicitly linking security implementations to 

quantified productivity outcomes; studies address either security or 

productivity in isolation. 

[2],[7],[8] 

Real-World 

Validation 

real-world deployment across diverse agricultural contexts (different 

crops, farm sizes, geographic regions). 

[12],[16],[25] 

Standardized Metrics No consensus on metrics for measuring security-productivity 

correlation; studies use heterogeneous measures making cross-

comparison difficult. 

[10],[29],[30] 

Cost-Benefit 

Analysis 

Few studies quantify return on security investment or provide economic 

justification linking security expenditures to productivity gains. 

[3],[4] 

Edge AI for 

Resource-

Constrained Devices 

Deep learning models achieving high accuracy require computational 

resources unavailable on typical agricultural edge devices; limited 

research on model compression for productivity applications. 

[21],[32] 

Privacy-Preserving 

Analytics 

Collection of sensitive farm data (yields, locations, practices) creates 

privacy risks that may constrain data sharing for productivity 

optimization. 

[17],[31] 

Long-Term Impact 

Studies 

Limited longitudinal research tracking security and productivity 

outcomes over multiple growing seasons. 

[9],[11] 

Smallholder Context Research concentrated in developed countries (72% of studies), limiting 

applicability to smallholder farmers in developing regions who 

constitute majority of global producers. 

[4], [24] 

Table 14, present the significant research gaps of previous research works in IoT agriculture security and 

productivity. 
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Significant Future Research Directions of the Included Studies 

Table 15, present the priority future research directions of the included studies. 

Table 15: Priority Future Research Directions of the Included Studies 

Direction Description Expected Impact References 

Integrated 

Security-

Productivity 

Frameworks 

Develop holistic frameworks explicitly linking 

security implementations (authentication, 

encryption, IDS) to quantified productivity 

outcomes (yield, resource savings, harvest time). 

Evidence-based 

security investment 

decisions; optimized 

resource allocation 

[7],[8],[10] 

Multi-Crop and 

Multi-Region 

Validation 

Conduct field trials across diverse crops, farm 

sizes, and geographic regions to validate 

generalizability of security-productivity 

correlations. 

Context-specific 

deployment guidelines; 

improved adoption 

rates 

[4],[6],[24] 

Standardized 

Metrics 

Development 

Establish consensus on metrics for measuring 

security effectiveness and productivity outcomes to 

enable cross-study comparison and meta-analysis. 

Accelerated research 

progress; evidence-

based policy 

[2],[29],[30] 

Economic 

Modeling of 

Security 

Investments 

Develop ROI models quantifying productivity 

gains from specific security investments to support 

farmer decision-making and policy incentives. 

Increased security 

adoption; optimized 

investment 

[3],[4] 

Edge AI 

Optimization 

for Productivity 

Create lightweight deep learning models for real-

time productivity optimization (yield prediction, 

pest detection) suitable for resource-constrained 

agricultural edge devices. 

Democratized access to 

AI; 70-80% model size 

reduction 

[21],[32] 

Privacy-

Preserving Data 

Sharing 

Implement federated learning and differential 

privacy for agricultural data to enable collective 

productivity optimization while protecting 

individual farmer privacy. 

Enhanced data-driven 

insights; farmer trust 

[17],[31] 

Long-Term 

Longitudinal 

Studies 

Conduct multi-year studies tracking security 

incidents and productivity outcomes across 

growing seasons to establish causal relationships. 

Robust evidence base; 

seasonal adaptation 

insights 

[9],[11] 

Smallholder-

Centric 

Solutions 

Develop affordable, low-complexity security 

solutions tailored to smallholder contexts with 

unreliable connectivity, limited power, and low 

digital literacy. 

Equitable access to IoT 

benefits; global food 

security impact 

[4],[24] 

Significant Findings 

Significant Security Effectiveness 

Table 16, represent the significant security effectiveness. 

Table 16: Significant Security Effectiveness 

Security Metrics Security Effectiveness References 

Intrusion 

Detection 

CNN-based IDS achieves 95% accuracy; PIR/deep learning systems 

achieve 92-97% accuracy with 35-40% false alarm reduction 

[12],[19],[21] 

Authentication ECC-based mutual authentication reduces computational overhead by 

30% compared to RSA 

[14] 
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Blockchain Data 

Integrity 

Hybrid blockchain frameworks achieve 99.9% data integrity and 85% 

reduction in cyber-attacks 

[15],[23] 

Adaptive 

Security 

Risk-based frameworks reduce attack surface by 60% while maintaining 

operational efficiency 

[10] 

Physical Security Fire detection 8-10 minutes faster (94% accuracy); theft reduction 85%; 

farmer safety hazard detection 88% accuracy 

[20],[22],[24] 

Significant Productivity Gains 

Table 17, illustrate the significant productivity gains 

Table 17: Significant Productivity Gains 

Productivity 

Metrics 

Productivity Gains References 

Yield 

Improvement 

IoT-enabled precision agriculture achieves 20-35% yield increase across 

multiple crops 

[5],[6],[27] 

Water Savings Smart irrigation reduces water usage by 30-70% compared to conventional 

methods 

[18],[25],[26] 

Harvest Time IoT optimization reduces harvest time by 15% (from 34 to 29 days in 

spinach trials) 

[27] 

Fertilizer 

Reduction 

Precision application reduces fertilizer use by 15-20% without yield loss [6] 

Cost Savings Irrigation cost reduced by 25.34%; energy savings of 8% [28] 

Resource 

Efficiency 

40% improvement in resource use efficiency; 35% operational cost 

reduction 

[3] 

Security-Productivity Correlation 

The analysis demonstrates a robust positive correlation between security measures and productivity outcomes, 

illustrate in Table 18.  

Table 18: Significant Correlation between Security and Productivity 

Metrics Implication and outcome References 

Direct Impact Security failures cause measurable productivity losses- compromised sensors 

lead to 15% yield reductions from improper irrigation 

[6],[22] 

Enabling 

Impact 

Secure systems enable the automated operations that drive productivity- IDS-

protected farms report 25% faster harvest cycles 

[12] 

Trust Impact Blockchain-secured data improves yield predictability by 20-35%, enabling 

confident decision-making 

[15],[23] 

Protection 

Impact 

Physical security preserves productivity investments- 85% theft reduction 

directly translates to preserved yields 

[24] 

Data Integrity 

Impact 

Impact: Secure data transmission reduces resource waste by 30-50% through 

accurate irrigation and fertilization decisions. 

[13],[33] 
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DISCUSSION 

Statistical Implications of the Systematic Reviews 

Statistical validity, the findings can be generalized to the broader literature with ±7.9% margin of error at 95% 

confidence [44]. Thematic Completeness, the sample size is sufficient to achieve thematic saturation, ensuring 

comprehensive coverage of security and productivity themes in IoT-integrated agriculture [43]. Subgroup 

Analysis, the sample enables meaningful subgroup analyses across different security domains (cybersecurity, 

physical security) and productivity metrics (yield improvement, resource optimization) [42]. Publication 

Quality, meets or exceeds the quality standards expected for systematic reviews in top-tier computer science 

and engineering journals [1], [40].  

This SLR Classification Better Level Achieved (6-8% of population) 

The current sample of n = 32 studies (7.98% of N = 401) achieves the better level quality classification based 

on the following criteria- sampling percentage, 7.98% falls within the optimal 6-8% range recommended for 

quality systematic literature reviews in computer science and engineering disciplines [1], [40]. Margin of Error 

(MoE), ±7.9% at 95% confidence level exceeds the acceptable benchmark of ≤ ±10% for systematic reviews 

[38], [34]. Statistical power, sufficient for detecting medium to large effects across thematic categories, 

enabling robust subgroup analyses [42]. Thematic saturation, the sample size is adequate to achieve thematic 

saturation, ensuring comprehensive coverage of key concepts and findings [43]. 

Interpretation of Findings 

The systematic review reveals that IoT-enabled agriculture has achieved remarkable progress in both security 

and productivity domains. Security frameworks demonstrate 92-99% effectiveness in intrusion detection, 

authentication, and data integrity. Productivity gains include 20-35% yield improvements, 30-70% water 

savings, and 15-25% operational efficiencies. Critically, the analysis establishes a strong positive correlation 

between these domains: security is not merely a cost center but a productivity enabler. 

The mechanisms through which security enables productivity are multi-faceted. Operational continuity- 

preventing disruptions during critical windows- directly preserves yields. Data integrity ensures that AI-driven 

optimization decisions are trustworthy. Stakeholder trust in automation enables adoption of productivity-

enhancing technologies. Asset protection safeguards cumulative productivity investments. 

Technology Readiness Levels (TRL) 

High TRL (7-9): Smart irrigation systems, PIR-based intrusion detection, GPS asset tracking-commercially 

available and field-validated with documented productivity gains. 

Medium TRL (4-6): Deep learning-based object detection, blockchain for data integrity, adaptive security 

frameworks- prototype validation with promising security-productivity correlations but limited deployment. 

Low TRL (1-3): Integrated security-productivity frameworks, privacy-preserving analytics, lightweight deep 

learning for edge devices- conceptual or early-stage development. 

Implications for Practice 

For Farmers: Prioritize security investments that directly protect productivity- intrusion detection prevents 

theft; authentication ensures data integrity for yield optimization. Start with high-ROI applications (smart 

irrigation with secure controls, GPS asset tracking). Document security incidents and their productivity 

impacts to build business case for investment. 

For Technology Developers: Design integrated solutions that explicitly link security features to productivity 

outcomes. Quantify and communicate the productivity value of security features to farmers. Develop 

lightweight solutions suitable for resource-constrained smallholder contexts. 
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For Researchers: Conduct longitudinal studies tracking security and productivity over multiple seasons. 

Develop standardized metrics for security-productivity correlation. Investigate causal mechanisms through 

controlled experiments. 

For Policymakers: Support research on security-productivity linkages through funding programs. Develop 

extension services translating research findings into farmer guidance. Create incentives for security adoption 

based on documented productivity benefits. 

CONCLUSION 

This systematic literature review (SLR) was achieved better level classification by this sample (n=32, 7.98% of 

population N=401) indicates that in statistical validity, thematic completeness, subgroup analysis and 

publication quality.  

This SLR of 32 peer-reviewed studies (2018-2025) provides comprehensive insights into the relationship 

between security and productivity in IoT-enabled agriculture. The analysis reveals that security frameworks 

achieve 92-99% effectiveness in intrusion detection, authentication, and data integrity, while productivity 

gains include 20-35% yield improvement, 30-70% water savings, and 15-25% harvest time reduction. 

Critically, the review establishes a strong positive correlation between security measures and productivity 

outcomes through multiple mechanisms: operational continuity, data integrity for decision-making, trust in 

automation, and asset protection. Secure IoT systems enable the reliable operation of automated systems that 

drive productivity gains, while security failures directly translate to measurable productivity losses. 

However, significant research gaps persist. Integrated frameworks explicitly linking security implementations 

to quantified productivity outcomes are lacking. Real-world validation across diverse agricultural contexts 

remains limited. Standardized metrics for security-productivity correlation are absent. Research is concentrated 

in developed countries, limiting applicability to smallholder farmers in developing regions who constitute the 

majority of global agricultural producers. 

Future research must prioritize integrated security-productivity frameworks, multi-crop and multi-region 

validation, standardized metrics development, economic modeling of security investments, edge AI 

optimization, privacy-preserving analytics, long-term longitudinal studies, and smallholder-centric solutions. 

By addressing these gaps, researchers and practitioners can develop IoT-enabled agricultural systems that 

simultaneously enhance security and productivity, contributing to global food security and sustainable 

agricultural development. 

The convergence of IoT with artificial intelligence, blockchain, and edge computing promises to revolutionize 

agriculture. Realizing this vision requires sustained research effort, cross-disciplinary collaboration, and close 

partnership with farming communities to ensure that technological advancement translates into practical 

benefits for those who feed the world. 

Future Research Directions (FRD) of this Study 

Based on the identified gaps and synthesized findings, the following specific research directions are proposed: 

FRD-1: IoT-Integrated Security-Productivity Frameworks 

Develop holistic architectures explicitly linking security implementations (authentication, encryption, intrusion 

detection) to quantified productivity outcomes (yield, resource savings, harvest time). Research should identify 

causal mechanisms and develop predictive models [7], [8], [10]. 

FRD-2: Secure IoT-Integrated Multi-Crop and Multi-Region Validation 

Conduct field trials across diverse crops (cereals, vegetables, fruits), farm sizes (smallholder to commercial), 

and geographic regions (developing and developed countries) to validate generalizability of security-

productivity correlations [4], [6],[24]. 
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FRD-3: Secure IoT-Integrated Standardized Metrics Development 

Establish consensus on metrics for measuring security effectiveness (detection accuracy, attack surface 

reduction) and productivity outcomes (yield per hectare, water use efficiency, harvest time) to enable cross-

study comparison and meta-analysis [2],[29], [30]. 

FRD-4: Economic Modeling of Security Investments for IoT-Integrated Secure System 

Develop ROI models quantifying productivity gains from specific security investments, accounting for farm 

size, crop type, and regional context. Research should support farmer decision-making and policy incentives 

[3], [4]. 

FRD-5: Secure IoT-Integration Along with Lightweight Deep Learning and Edge Technology 

Create optimized deep learning models for real-time productivity optimization (yield prediction, pest detection, 

irrigation scheduling) suitable for resource-constrained agricultural edge devices with minimal accuracy loss 

[21], [32]. 

FRD-6: IoT-Integrated Privacy-Preserving Data Sharing 

Implement federated learning, differential privacy, and homomorphic encryption for agricultural data to enable 

collective productivity optimization while protecting individual farmer privacy and data sovereignty [17],[31]. 

FRD-7: Secure IoT-Integrated Long-Term Longitudinal Studies 

Conduct multi-year studies tracking security incidents and productivity outcomes across growing seasons to 

establish causal relationships and understand seasonal variations in security-productivity dynamics [9],[11]. 

FRD-8: Secure IoT-Integrated Smallholder-Centric Solutions 

Develop affordable, low-complexity security solutions tailored to smallholder contexts with unreliable 

connectivity, limited power, low digital literacy, and small land holdings, ensuring equitable access to IoT 

benefits [4], [24]. 
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