
INTERNATIONAL JOURNAL OF RESEARCH AND SCIENTIFIC INNOVATION (IJRSI) 

ISSN No. 2321-2705 | DOI: 10.51244/IJRSI |Volume XIII Issue IV April 2026 

Page 730 

 www.rsisinternational.org 

    
 

 

Integration of Real-Time Occupancy Detection Module and Security 

Encryption Standards for an IoT-Based Smart Distribution Metered 

System 

Obire, Ejenakevwe Vincent, Akazue, Maureen Ifeanyi, Okumoku-Evroro, Oniovosa 

Department of Computer Science, Delta State University, Abraka, Nigeria 

DOI: https://doi.org/10.51244/IJRSI.2026.1304000072 

Received: 26 March 2026; Accepted: 31 March 2026; Published: 30 April 2026 

ABSTRACT 

Most people contemplate how energy is maintained in houses and offices. Yet, the problems persist and are 

difficult to disregard. Increasing electricity costs, safety concerns, weaknesses in linked devices, and the 

financial losses associated with powering vacant quarters are issues that require urgent attention. This study 

offers an IoT-based smart supply model that collectively tackles efficiency, computerization, and security, rather 

than treating them as separate problems. The proposed system runs on an ESP32 microcontroller. It is a 

commonly used option for work that involves IoT, as it does not fail, it is inexpensive, and well-supported. The 

PIR motion sensors are responsible for occupancy detection by checking whether a room is in use before any 

devices are switched on. Current sensors display actual power draw. The different parts are not very useful on 

their own, but working together creates wonders and solves human challenges. Security handling is achieved 

via AES encryption, which protects metering and control data as it moves through the system. AES is not a new 

skill. However, applying it consistently to the residential system is still not as common as it perhaps should be, 

considering how much can be exposed through home energy data. The results showed occupant detection to be 

95% accuracy, and energy consumption fell to about 35% compared to a system running without automation. 

In summary, the study integrated a real-time occupancy detection module and security encryption standards for 

an IoT-based Metered System. 

Keywords— Smart Distribution System, IoT Integration, AES Encryption, Energy Efficiency, Occupancy 

Detection 

INTRODUCTION 

The Internet of Things is useful in speed detection ([1] [2]), alcohol detection [3], fire detection [4], irrigation 

management [5] [6] [7]), and Rest Room Faucet ([8] [9]).  The rapid advancement of technologies has 

significantly impacted different areas of human life ([10] [11] [12] [13] ]14] [15]). Technology has impacted 

energy conservation efforts, making them essential tools in the management and optimization of modern health 

systems and power distribution systems ([16] [17] [18] [19] [20] [21]). 

LITERATURE REVIEW 

Energy consumption is rising, and the environmental pressure that comes with it is real. Managing power more 

efficiently is no longer something engineers hope to achieve; it has become something very important ([22] [23] 

[24]). The old energy consumption models were rigid with slow response, and limited processing power as they 

were not built for the dynamic demands that result from new home electronic devices and what modern energy 

management requires ([25] [26]). The need for smart distribution metered modules became a necessity to close 

that gap by offering a smart system that handles the push and pull between energy supply and demand ([27] [28] 

[29]). 

The development of smart grids did not occur instantly. By the 2000s, numerous issues were mounting at the 
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same time, specifically old design structures that had been used for a long time, an increasing number of power 

generation sources like solar, and a quick technological revolution that made new techniques more viable ([30] 

[31] [32] [33] [34]). Modern approaches now incorporate advanced automation and metering infrastructure with 

better supported control schemes ([35] [36] [36] [37]). Collectively, these technologies allow smart grids to 

monitor, process information, and adapt to modifying settings without the intervention of human beings [38]. 

Such a quick comeback is essentially important for efficient occupancy detection. 

In this study, a real-time occupancy detection module and security encryption standards controlled where energy 

is actually being used, which makes the management of resources and load adjustment more practical. Such 

proximity mitigates waste and makes the energy distribution process more economical and environmentally 

useful [39]. The main techniques applied include integrated volt/VAR control, fault uncovering and repair, 

enhanced metering infrastructure, and load balancing ([40] [41]). These techniques support each component of 

a system that responds to real conditions. 

Governments' policy support and public funding for smart home deployment have tremendously increased, and 

the global smart grid market is projected to surpass $125 billion by 2027 [42], [43]. Against that backdrop, this 

study develops an energy distribution system that draws on current IoT techniques to advance energy 

conservation, efficiency, and maintainability. The aim is to contribute, even in a modest way, to the ongoing 

effort of making energy distribution genuinely smarter. 

METHODOLOGY  

The proposed real-time occupancy detection module and security encryption standards system was designed to 

address incompetence, high power usage, and security shortcomings associated with old-style power distribution 

systems. The Internet of Things-based architecture integrated real-time sensors, an automatic control 

mechanism, and tools to secure transmitted data, into the developed system. The architecture is centered on the 

ESP32 DevKit microcontroller, Wi-Fi and Bluetooth. The system further integrates PIR motion sensors, ACS712 

current sensors, relay modules to control load, and a camera module for occupant’s detection and ,monitoring of 

power usage. Software development was carried out using the Arduino IDE and ESP-IDF SDK, with C/C++ as 

programming language for firmware implementation. 

The materials and method were chosen to address the inefficiencies and security concerns of traditional power 

distribution systems. The IoT-based plug energy monitoring system developed by Abraham et al. (2022) 

provides valuable capabilities for analyzing home appliance energy usage through real-time sensing and data 

visualization. The system comprises a NodeMCU WiFi module connected to a shunt resistance current sensor, 

with data transmitted to cloud servers for dashboard access (Albraheem et al., 2022). By obtaining 1Hz power 

readings that are graphed over time, the system enables tracking standby losses and usage patterns to reduce 

waste. It also stores all data in a structured MySQL database for conducting customized queries to compare daily 

or monthly energy consumption by appliance. While the implemented smart plug demonstrates an effective 

approach to non-intrusive appliance load monitoring, limitations exist in terms of flexibility for electrical grid 

integration. As the focus is mainly on visualization rather than control functions or data exchanges with 

distribution infrastructure, expansions would be required to unlock smarter two-way capabilities, as seen in 

Figure 1.   

The proposed system employs a variety of sensors, including HC-SR501 PIR motion sensors for occupancy 

detection and ACS712 current sensing devices for measuring power usage. The software development was 

conducted using the Arduino IDE and the ESP-IDF SDK. The Arduino IDE provided a user-friendly 

environment for programming the ESP32, while the ESP-IDF SDK enabled more advanced control over the 

hardware capabilities of the ESP32, such as WiFi and Bluetooth management. The Blynk platform created the 

IoT dashboard and mobile app interface, facilitating remote monitoring and control. The Scrum framework was 

employed as the research methodology to ensure iterative progress and adaptation to changing requirements.  

The individual software modules are tested as subsystems, using simulated occupancy patterns, and performance 

testing to measure sensor data execution times and network latency. This was carried out to validate the 
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performance of the developed real-time occupancy detection module and security encryption standards for IoT 

Smart home and office systems.  

The modular design gave room for additional development and subsystem testing. This approach guarantees the 

system's adaptation to real-world applications. 

How the Control Algorithm Works 

The automated control algorithm runs in a nonstop loop, continuously checking the occupants’ status at each 

location in the office or home. That status information is obtained from the occupant’s tracking algorithm, which 

collects data from both PIR motion sensors and camera vision to decide whether a given area is occupied or 

empty. Therefore, if the room is occupied, the algorithm switches on whatever devices are linked to it, whether 

that is the lights, the air conditioning, or both. At the same time, a countdown timer is started, set to five minutes. 

That timer becomes relevant later. 

When there is no occupant in the room or office, the algorithm will not instantly cut power. But examines if the 

stipulated timer had run down. When this occurs, the device goes off. Otherwise, the timer stays a little longer 

in the loop interval. That delay is intentional to prevent triggering an immediate shutdown when occupants 

briefly leave a room. 

The outcome is a developed system that responds to the real-time presence of occupants without being overly 

reactive. It means that the devices are powered down automatically after a home or office has been declared 

empty. 

RESULTS 

The system showed a clear improvement in occupants' presence detection, managing the energy usage, and 

someone's ability to interact with it. In Figure 1, the microcontroller is seated at the center with connected 

sensors, control devices, and cloud support. It handles information processing, radio communication, and the 

GPIO interface straightforwardly. 

Designing the model into modules or components has made the development process to be less stressful. It 

enables the testing of each part before testing the full system. That bit-by-bit approach helps to solve small issues 

earlier before they cause bigger problems. The use of the Arduino IDE cannot be overemphasized as it connects 

all sensors to its board. Figure 2 gives a distinct picture of how the system architecture was assembled and how 

the whole process was simply put together. 

For occupant detection, the system uses an algorithm in computer vision to get about 95% accuracy in 

recognizing and classifying motion. That figure shows that the developed system is perfect and it is efficient. 

There are instances when someone will stand very still, thus making the detection not instantaneous. Despite 

this, compared to the simpler motion sensors show a noticeable improvement. The validation and evaluation 

process involved in comparing the results obtained with existing findings across different scenarios is seen in 

Figures 3 and 4. 

Automating device control is one of the more practical aspects of IoT applications. Based on the occupants’ data, 

the system has automatically adjusted device usage that leads to an average energy saving of 35% when 

compared to manual control. That reduction is very useful and significant in a real household, as it will lower 

electricity bills through energy usage management. 

The user interface is designed for ease of use and to allow people to monitor and adjust settings without much 

confusion. Figure 5 displays how the interface will look like in practice. The overall testing was carried out for 

both occupants’ detection accuracy and energy savings, with the main results listed in Table 1. Put together, the 

system did meet its goals. 
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 It shows clear potential for improving how smart homes can manage energy and respond to real-life conditions, 

even if there is still room to refine certain aspects. 

Tables and figures 

The tables (Table 1 and 2) and the figures (Figures 1 to 5) explain the activities and interactions that goes on 

within the system components.  
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Figure 1. Activity Flow Diagram 

 

Figure 2. Flowchart of the system. 

 

Figure 3. Accuracy Test of the System 
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Figure 4. Energy Saving Test of the System 

 

Figure 5. Blynk mobile application dashboard for the smart distribution system 
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Table 1. Test Cases and Expected Results 

Metric Result 

Occupancy Detection Accuracy 95% 

Energy Savings from Automation 35% average reduction 

User Interface Usability Rating 4.2 out of 5 

 

Table 2. Test model specifications and test conditions 

DISCUSSION 

Testing of the different components gave a clearer view of what the system can do. Applying scenarios showrd  

how the system can behave and perform under changing conditions. This integrating of a real-time occupancy 

detection module and security encryption standards gives the system the capability to detect whether a space was 

occupied, automate responses reliably, and deliver meaningful reductions in energy use, while remaining 

straightforward enough for a regular user to interact with. 

The standout result was the computer vision component. It correctly identified occupancy events in ninety-five 

out of a hundred cases, which is a reasonable margin for a system operating in real-world conditions. Not perfect, 

but strong enough to take it seriously. 

Beyond the numbers, the testing process itself revealed something useful about how the system behaves in 

practice. The automation responded consistently, which matters more than it might sound. A system that works 

well in controlled conditions but falters under irregular use is not genuinely reliable. 

The modular design also proved its worth during development. Breaking the system into distinct, manageable 

components made it easier to test each part independently and refine it before integration. That approach tends 

to reduce the risk of compounding errors, and here it helped produce a final system that improved both energy 

management and the overall user experience in ways that felt practical rather than theoretical. 

CONCLUSION 

The core aim of this research is to build a smarter home automation system that reduces power consumption by 

tracking whether spaces are actually occupied. That sounds simple, but existing systems have real gaps, and 

bridging them required more than just adding a sensor. 

To improve accuracy, two sensing approaches were combined. Computer vision and passive infrared detection 

work together to complement each other, so that what one can miss, the other can provide. A stand-alone PIR 

sensor fails to identify when people are sitting still, but the addition of a camera-based system provides a result 

that shows a more reliable photo of occupancy in real time. 

The designed system can be reused as the interface has the capabilities to set schedules, modify rules, and tune 

Test Case Description Expected Results Actual 

Results 

Pass/Fail Test Case 

Sensor 

connectivity 

Read PIR and 

current sensor values 

Non-zero digital 

and analog 

readings 

As expected Pass Sensor 

connectivity 

Occupancy 

detection 

accuracy 

Simulate motion and 

track detection rate 

>90% of motion 

events detected 

95%detected Pass Occupancy 

detection 

accuracy 

Device 

activation 

Trigger occupancy: 

validate devices 

activate 

All devices turn on 

when the zone 

occupied 

Working as 

expected 

Pass Device 

activation 
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behavior. The developed system picks up usage patterns over time and then adjusts its control logic to provide 

long-term efficiency gains. 
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