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ABSTRACT

Steganography enables the concealment of confidential information within a digital medium such that the
presence of the hidden data is not easily detected. Audio files, especially WAV formats, provide suitable
redundancy for embedding, making them ideal carriers for covert communication. This work presents a
secure audio steganography system that combines an enhanced Least Significant Bit (LSB) scheme with
AES-RSA hybrid encryption to improve confidentiality and resilience. The system encrypts the secret
message using AES, secures the AES key with RSA, and then embeds the encrypted bits into the LSBs of
audio samples without creating noticeable distortion. The proposed method ensures strong security, practical
usability, and highly accurate message extraction.

Keywords: Audio Steganography, LSB Encoding, WAV Files, AES-RSA Hybrid Encryption, Data Hiding,
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INTRODUCTION

Despite the availability of cryptographic techniques, secure communication continues to face challenges
because encryption alone cannot hide the presence of the message. An intercepted encrypted file can still
raise suspicion. Steganography reduces this risk by embedding data within an audio file in a way that is
imperceptible to listeners. However, traditional LSB techniques often suffer from low robustness and are
sensitive to audio compression and noise. In addition, methods that modify audio samples directly may
compromise fidelity if not implemented carefully. To address these limitations, this project aims to design a
system that embeds encrypted information inside audio with minimal distortion while ensuring that only
authorized users can retrieve the original message. This need for improved security and imperceptibility—
highlighted in earlier work on LSB capacity improvement ! and the reliability challenges discussed in LSB-
based hiding methods Pl—motivated the development of this enhanced system.

METHODOLOGY

The methodology of this work is built around a structured pipeline consisting of message preparation,
encryption, LSB embedding, transmission, extraction, and decryption. The process begins with converting
the user’s message into its binary form. To secure the data before hiding it inside the audio, AES encryption
is used because of its high speed and strong symmetric-key protection. However, since sharing AES keys
securely is crucial, RSA encryption is implemented to safeguard the AES key. This hybrid encryption
strategy is inspired by earlier research that emphasized the importance of cryptographic integration with
LSB steganography to strengthen security 21,

After encryption, the audio samples of the chosen WAV file are analyzed, and their least significant bits are
modified to embed the encrypted data. Instead of directly replacing each LSB with corresponding data bits,
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the system employs a controlled LSB adjustment technique that compares message bits with sample-specific
values, ensuring that modifications remain as natural as possible. This idea was partly motivated by prior
studies that explored ways to preserve audio quality while still performing bit-level embedding ! on
compressed text embedding and (¢! on efficient substitution strategies.

During data extraction, the process is reversed. The LSBs are retrieved, reassembled into the bitstream, and
decrypted first using RSA to recover the AES key and then using AES to obtain the original message. This
approach ensures reliable restoration of the message and minimizes the chance of data corruption, aligning
with earlier work that highlighted the importance of secure retrieval and robustness in audio steganography
systems P,

Block Diagram
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Fig 3.1 : Block Diagram Audio Steganography Using LSB

The block diagram illustrates the flow of the embedding and extraction mechanisms. In the embedding
stage, the input message is transformed into binary form, encrypted using the AES—RSA hybrid model, and
inserted into the LSBs of the audio samples to produce a stego audio file. The fundamental principle of this
stage is derived from the classical LSB replacement approach described in previous research " where data
bits are written into the least significant positions of WAV samples. However, while earlier works
sometimes rely on direct bit replacement, this system adapts the embedding in a controlled way to preserve
the waveform’s natural characteristics.

The extraction phase begins by scanning the stego audio to retrieve the embedded LSB bits. These bits are
combined to reconstruct the encrypted message and then decrypted to restore the original text. Though
several studies have proposed more complex embedding schemes involving randomness ®! or transform-
domain methods such as DWT-based embedding ), this project intentionally focuses on simplicity and
practicality.

The goal was to create a system that balances usability with high security rather than maximizing robustness
against all forms of audio manipulation. Thus, the block diagram represents a streamlined yet secure
approach to audio steganography that builds on the strengths of earlier LSB-based systems while avoiding
unnecessary implementation complexity.
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IMPLEMENTATION AND SIMULATION

The implementation of this project centers on building a secure audio steganography system in Python,
paired with an intuitive Tkinter interface that manages user registration and login. To ensure account
security, user passwords are stored as SHA-256 hashes, and each registered user is automatically assigned
an RSA key pair to facilitate secure encryption and decryption during communication.

A hybrid cryptographic model forms the backbone of the system. The secret message is encrypted using
AES for fast and reliable data protection, while the AES key itself is secured through RSA to guarantee safe
key exchange. After encryption, the message is embedded into a WAV audio file using the Least Significant
Bit (LSB) technique, which allows data to be hidden without noticeably altering the audio quality. During
the extraction process, the embedded bits are read back from the stego file, decrypted using the recovered
keys, and converted into the original readable message.

The system relies on several Python libraries—such as rsa, hashlib, numpy, and soundfile—to implement
cryptographic operations, hashing, bit-level processing, and audio manipulation. Together, these modules
create an efficient and secure framework that can be applied to confidential communication and basic digital
watermarking scenarios.

When compared with existing work, this implementation differs in its design priorities. The method in 1
focuses on improving LSB performance by adapting embedding behavior to characteristics of both the
carrier signal and the message. In contrast, the present system places greater emphasis on security through
layered AES—RSA encryption. Similarly, while the approach in [''] aims to increase embedding capacity and
strengthen resistance to attacks, this project prioritizes cryptographic protection before performing any LSB
substitution. Additionally, although ['* provides an efficient mechanism for concealing text within audio, the
system presented here extends beyond simple embedding by incorporating user authentication and secure
key management to enhance overall protection.

The operational workflow is organized into two primary phases. In the embedding phase, the encrypted
message is inserted into the LSBs of the audio samples to generate the stego audio file. In the extraction
phase, the hidden bits are retrieved, decrypted, and reconstructed to recover the original message. Through
this combination of cryptography and steganography, the system delivers secure hidden communication
while maintaining the perceptual quality of the audio signal.

RESULT AND ANALYSIS

The proposed system effectively hides secret data inside WAV audio using LSB embedding combined with
AES and RSA encryption. Because only the least significant bits are modified, the audio quality remains
unchanged, and the hidden message is accurately recovered during extraction.

Compared with earlier methods, the approach in 3 reduces distortion through a pyramid-based structure but
lacks encryption. Similarly, ¥ improves audio fidelity without providing strong protection for the hidden
data. The indirect LSB method in ['* achieves good imperceptibility but still does not secure the embedded
information cryptographically.

By integrating AES encryption and RSA-based key exchange with LSB embedding, the system developed in
this study ensures that the hidden data is both difficult to detect and protected from unauthorized access.
Overall, it provides a secure and efficient solution for covert communication, with future improvements
aimed at increasing capacity and robustness.

The fig.5.1 This figure shows a Python Tkinter-based graphical user interface for a login and registration
system displayed beside the corresponding source code.
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Fig.5.1 : Tkinter Login and Registration Interface
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Fig.5.2 : GUI of the Audio Steganography Application with Login/Registration Interface

The fig.5.3 represents sender selecting original WAV file for encrypting the message.

¢ Select WaY
& + Downlosds »
Ovgenice » MNew folder s v |
Artachments L fred
ACTVITY 02
&8 Deskiop G ACTVITY 02
| free-webp
il Documents
© output_babit 28-10- 202 163 Way Fie
M Picturm
G 20230524_154855 (1)
O assgnement 3
Ul Deskrop » G a3
}_ Downloads + B Front Sheet of BECTOT A-J

i Documents # Q) Assignment-1-12(1)

L B -
File name | output 64bit

Open |»

Fig.5.3 : Selection of original WAV file

The fig 5.4 shows the file Buttons for Encode, Decode, Play, and Logout are shown for user operations. A
popup dialog is visible prompting the user to enter the secret text to embed into the audio file.
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Fig.5.4:Audio Stego Application Interface Showing Encoding Options and Text Input Dialog

The fig.5.5 The figure shows a file dialog window where the user selects the receiver’s public key
fil(receiver public.pem) for use in the encryption or secure communication process.
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Fig.5.5: Selection of Receiver’s Public Key File

The fig.5.6 A dialog box prompting the user to select a stego WAV file (e.g., “stego out”) for processing or
extraction in the audio steganography system.
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Fig.5.6 : File Selection Window for Private Key
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Fig.5.7 : File Selection Window for Private Key

The fig.5.8 Options for Encode, Decode, Play, and Logout are presented to the user. A popup dialog allows
the user to choose whether to embed plain text or a file into the audio.
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Fig.5.8 : Audio Stego Application with Encode/Decode Menu and Text/File Input Prompt

The £ig.5.9 A popup window labeled “Decoded” displays the extracted hidden message from the audio file.
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Fig.5.9: Decoded Message Display in the Audio Steganography Application
CONCLUSION, CHALLENGES AND FUTURE ENHANCEMENTS
Conclusion

This project successfully implements a secure audio steganography system that combines LSB embedding
with AES—RSA hybrid encryption. The method preserves audio quality, enables accurate message recovery,
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and ensures that only authorized users can access the hidden data. The user-friendly GUI further enhances
the practicality of the system for secure communication.

Challenges

Limited payload capacity depending on audio size and format

Maintaining audio quality while embedding data

Vulnerability of LSB to compression, noise, and format changes

Secure handling of RSA keys

Designing a smooth and efficient GUI workflow

Future Enhancements

Implement error correction codes to improve robustness against noise and compression.

Support more audio formats and compressed audio files (e.g., MP3) with robust steganography
techniques.

Increase payload capacity by combining multiple audio channels or advanced embedding methods.

Add multi-factor authentication or biometric integration for stronger user security.

Integrate real-time audio steganography and streaming support.

Develop a more intuitive GUI with drag-and-drop features and batch processing capabilities.
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