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ABSTRACT

Machine-learning-based intrusion detection systems can be affected by redundant and irrelevant network traffic
features, which increase the dimensionality of the input space and can affect detection performance and
computational efficiency. Feature selection therefore plays an important role in identifying compact and
informative feature subsets for intrusion detection. In this study, Particle Swarm Optimization (PSO), Harris
Hawks Optimization (HHO), and Differential Evolution (DE) are integrated into a Multi-Strategy Adaptive
Hybrid PSO-HHO-DE framework to combine their complementary search behaviors. The proposed framework
uses population diversity and fitness stagnation to adaptively select the optimization strategy during the search
process, while Dynamic Threshold Learning (DTL) is incorporated to adapt the classification decision threshold
and reduce false alarm rates. The framework is evaluated using NSL-KDD, UNSW-NBI15, and CICIDS2017
datasets with XGBoost and Random Forest classifiers. The reported experimental results show that the proposed
framework achieves accuracies of 98.12%, 92.67%, and 99.03% on NSL-KDD, UNSW-NBI15, and
CICIDS2017, respectively, with corresponding false alarm rates of 2.11%, 4.83%, and 1.54%. The selected
feature subsets reduce the original feature dimensions by 56.1%, 53.0%, and 61.5% for the three datasets,
respectively. Statistical comparison using the Wilcoxon signed-rank test over repeated runs indicates significant
performance differences between the proposed framework and the individual PSO, HHO, and DE baselines at
the 0.05 significance level. The results indicate that adaptive integration of the three optimization strategies can
improve detection performance while reducing the dimensionality of the feature space.

Index Terms—Intrusion Detection System, Adaptive Hybrid Optimization, Particle Swarm Optimization,
Harris Hawks Optimization, Differential Evolution, Dynamic Threshold Learning, Feature Selection, Network
Security.

INTRODUCTION

1.1 Background and Motivation

The increasing use of 1oT devices, cloud computing platforms, and software-defined networks has resulted in
heterogeneous network environments with diverse and high-volume traffic patterns. Such environments increase
the difficulty of identifying malicious activities using conventional intrusion detection approaches [5], [43].
Signature-based intrusion detection systems rely on predefined attack patterns and therefore have limitations in
identifying previously unseen and zero-day attacks [10]. Machine-learning-based anomaly detection has
consequently been investigated as an alternative for identifying abnormal network behavior [6], [8].

Machine learning and deep learning methods have demonstrated their applicability to network intrusion
detection by learning patterns from network traffic [7], [30], [32]. However, commonly used IDS datasets,
including NSL-KDD, UNSW-NBI15, and CICIDS2017, contain features that may be redundant or less
informative for classification [2]-[4]. Retaining unnecessary features can increase the dimensionality of the
search and classification spaces and may affect computational efficiency. Feature selection is therefore an
important preprocessing and optimization step for identifying a compact subset of informative network traftic
features [35], [36], [38].
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Meta-heuristic optimization provides an effective approach for searching large feature spaces. Particle Swarm
Optimization (PSO) has been applied to feature-selection problems because of its population-based search and
convergence characteristics [11], [12]. However, PSO can experience premature convergence in complex search
spaces [49], [50]. Harris Hawks Optimization (HHO) uses an escape-energy mechanism to regulate its
exploration and exploitation behavior [17], but its search behavior may require additional control during later
optimization stages [18]. Differential Evolution (DE) uses mutation, crossover, and selection operations to refine
candidate solutions and has been applied to optimization and feature-selection problems [21]-[23]. These
characteristics suggest that the three strategies can provide complementary search behaviors when incorporated
into a common optimization framework.

Several hybrid optimization approaches have attempted to combine the strengths of different meta-heuristic
algorithms [27]-[29]. However, the hybrid strategies considered in such approaches may use predetermined
combinations or fixed optimization sequences rather than selecting the search strategy according to the current
state of the population. In a feature-selection problem, the search requirements can change during optimization:
a diverse population may require stronger exploration, whereas stagnation may require a different search
behavior for further refinement. This motivates the use of an adaptive strategy-selection mechanism based on
measurable characteristics of the optimization population.

In addition to feature selection, the classification decision threshold can influence the balance between correctly
detected attacks and false alarms. Static thresholds do not adapt to changes in the classification behavior
produced during the optimization process. Previous IDS studies have considered threshold-related approaches
[42], [51], but dynamic threshold adaptation within a hybrid meta-heuristic feature-selection framework remains
less explored.

Based on these observations, this study develops a Multi-Strategy Adaptive Hybrid PSO-HHO-DE framework
integrated with Dynamic Threshold Learning (DTL). The framework uses population diversity and fitness
stagnation as indicators for selecting among HHO, PSO, and DE search operations. The selected feature subset
is evaluated using intrusion-detection performance measures, while the threshold-update mechanism is used to
adjust the classification decision boundary. The framework is evaluated on NSL-KDD, UNSW-NB15, and
CICIDS2017 to examine detection performance, feature reduction, false alarm behavior, and cross-dataset
evaluation.

The main objectives of the proposed framework are:

e To dynamically balance exploration and exploitation through adaptive selection of PSO, HHO, and DE
search strategies.

e To reduce redundant and irrelevant features in high-dimensional IDS datasets.

» To evaluate the robustness of the selected feature subsets across the considered datasets.

e To reduce false alarm rates through Dynamic Threshold Learning.

» To assess the statistical significance and convergence behavior of the proposed optimization framework.

The remainder of this paper presents the related work, problem formulation, proposed adaptive PSO-HHO-DE
framework, experimental methodology, results and discussion, and conclusions with future research directions.

II. RELATED WORK

Previous studies on intrusion detection have investigated benchmark datasets, meta-heuristic feature selection,
hybrid optimization, machine-learning and deep-learning classifiers, and statistical evaluation. This section
examines these approaches with emphasis on their optimization strategies, feature-selection behavior, and
limitations relevant to the proposed framework.
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A. Intrusion Detection Systems and Benchmark Datasets

IDS research has increasingly considered anomaly-based methods to address attacks for which predefined
signatures are unavailable [5], [10]. Early datasets such as KDD’99 and its refined version NSL-KDD were
widely adopted for benchmarking IDS algorithms [1], [2]. NSL-KDD has subsequently been complemented by
datasets such as UNSW-NBI15 and CICIDS2017, which provide different traffic characteristics and attack
scenarios for evaluating IDS models [3], [4].

Differences in attack distributions and feature representations across datasets make cross-dataset evaluation
important when assessing the robustness of an IDS model [42], [51]. Evaluation on a single dataset does not
reveal how a model behaves when the traffic distribution and feature representation change. Differences in
feature definitions and dimensionality across NSL-KDD, UNSW-NB15, and CICIDS2017 also need to be
considered when designing feature-selection and evaluation procedures.

B. PSO-Based Feature Selection for IDS

Particle Swarm Optimization (PSO), introduced by Kennedy and Eberhart [11], has been widely investigated for
feature selection and optimization in IDS applications. Modified PSO variants incorporating inertia-weight and
velocity-control mechanisms have been proposed to improve convergence behavior [12], [49], [50]. Studies
applying PSO to IDS feature selection have reported its usefulness for reducing the feature space while
maintaining or improving classification performance [13]-[16].

The presence of redundant and correlated features can make feature-selection search difficult [35], [38], and
premature convergence may cause PSO to settle on suboptimal feature subsets [49]. Adaptive PSO variants have
therefore been investigated to improve search behavior and reduce stagnation [14], [16]. PSO provides an
efficient population-based search mechanism, but maintaining an appropriate exploration—exploitation balance
remains a challenge for high-dimensional and heterogeneous feature-selection problems.

C. Harris Hawks Optimization in Feature Selection

Harris Hawks Optimization (HHO) models cooperative hunting behavior and uses an escape-energy mechanism
to regulate exploration and exploitation [17]. Binary and improved HHO variants have been investigated for
feature-selection problems and have demonstrated competitive optimization performance [18]-[20].

The search behavior of HHO is influenced by the transition between its exploration and exploitation phases [17],
[18]. In feature-selection applications, maintaining an appropriate search balance can therefore be important
during later optimization stages. HHO-based IDS approaches have also provided motivation for investigating
hybrid strategies in which different optimization mechanisms can be selected according to the current search
state.

D. Differential Evolution for Optimization in IDS

Differential Evolution (DE) is a population-based evolutionary algorithm that uses mutation, crossover, and
selection to generate improved candidate solutions [21]. Adaptive variants such as JADE introduce parameter
adaptation to improve search performance [22], [23]. These characteristics make DE suitable for refining
promising candidate solutions in optimization problems.

In IDS feature-selection applications, DE can be used to refine candidate feature subsets [24]. However,
maintaining sufficient population diversity is important because excessive contraction of the population can
restrict further exploration. This complementary relationship between global exploration and local refinement
provides a motivation for combining DE with other population-based search strategies.

E. Hybrid Meta-Heuristic Optimization in IDS

Hybrid optimization can combine complementary search behaviors, and several studies have therefore
investigated combinations of meta-heuristic algorithms for IDS optimization [25]-[29], [58]. Existing studies
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include combinations of optimization techniques with neural networks, support vector machines, and other
classification approaches [25], [26].

The reviewed hybrid approaches generally use predefined combinations of optimization strategies, leaving scope
for mechanisms that select the active search strategy according to the current optimization state. A strategy-
selection mechanism based on population diversity and fitness stagnation could provide a way to adapt the search
behavior as optimization progresses. Convergence behavior and computational complexity are also important
when evaluating whether a hybrid optimization method can be applied to high-dimensional feature-selection
problems.

F. Deep Learning-Based Intrusion Detection

Deep learning techniques have been investigated for intrusion detection using architectures such as recurrent
neural networks and other representation-learning models [7], [30], [32], [33]. These approaches can learn
complex traffic patterns directly from network data. Ensemble classifiers, including Random Forest [41] and
gradient-boosting methods such as XGBoost [40], provide alternative classification approaches for network
intrusion detection.

The effectiveness of classification models is influenced by the quality and dimensionality of the input features
[35], [38]. Consequently, combining feature-selection methods with ensemble classifiers provides an alternative
approach for reducing the input space while retaining discriminative information [42], [53]. In this study,
Random Forest and XGBoost are used to evaluate the feature subsets produced by the proposed optimization
framework.

G. Statistical Validation and Performance Evaluation

Accuracy and other performance measures alone do not establish whether differences between stochastic
optimization methods are statistically significant across repeated runs. Non-parametric statistical procedures
such as the Wilcoxon signed-rank test provide a suitable approach for comparing paired results obtained from
repeated experiments [44], [45].

Methodological studies have also emphasized the importance of statistical testing when comparing machine-
learning models [46]. Applying repeated-run statistical validation to hybrid meta-heuristic IDS experiments can
therefore provide stronger evidence for performance differences than reporting a single experimental result.

H. Research Gaps and Motivation
Based on the reviewed studies, the following research gaps are considered:

1. Exploration—exploitation balance: Single optimization strategies may not maintain an appropriate search
balance throughout feature-selection optimization.

2. Adaptive hybridization: The reviewed hybrid frameworks provide limited use of adaptive strategy switching
based on the current optimization state.

3. Threshold adaptation: Static classification thresholds may not adequately adapt to changes in classifier
confidence and traffic conditions.

4. Cross-dataset evaluation: Differences in traffic distributions and feature representations make cross-dataset
evaluation important for assessing robustness.

5. Statistical and computational evaluation: Repeated-run statistical validation and explicit computational-
complexity analysis provide additional evidence when evaluating stochastic hybrid optimization methods.
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These gaps motivate the development of a multi-strategy adaptive PSO-HHO-DE framework that uses
population diversity and fitness stagnation to guide optimization-strategy selection and incorporates Dynamic
Threshold Learning for classification-threshold adaptation.

III. PROBLEM FORMULATION

A. Network Intrusion Detection as a Multi-Objective Optimization Problem

Let a network traffic dataset be defined as:

D = {(x;, y)}iLs

where:

e Xx; € R"represents the feature vector

e y; €{0,1,..., C}represents the attack class
e nis the total number of features

e Mis the number of samples

The objective of feature selection is to determine an optimal subset:

FS CF= {fl'fZI ""fn}
such that intrusion detection performance is maximized while feature dimensionality and false alarm rate are
minimized.
B. Binary Feature Selection Representation
Each candidate solution in the optimization population is encoded as a binary vector:

X = [Xq,X5, ...,xn],xj € {0,1}

where:
e Xj=1—> feature selected

e Xj=0— feature discarded

n
The number of  selected features is calculated as | Fs |= Z Xj

j=1
Therefore, each optimization algorithm searches for a binary feature subset rather than directly optimizing the
complete feature space.

C. Weighted Fitness Function

Although the optimization considers multiple performance criteria, they are combined into a single scalar fitness
function for the adaptive optimization process:

| Fs |
J=a-Acc—B-FAR—vy-
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Subject to:

a+B+y=10a/pB,y€[01]
Where:

e Acc= Detection Accuracy
o FAR= False Alarm Rate
e | F |/n= Feature Reduction Ratio

The optimization therefore seeks to maximize ], which simultaneously encourages high detection accuracy, low
false alarm rate, and a compact feature subset.

D. Dataset-Specific Optimization and Cross-Dataset Evaluation

The proposed framework is applied to NSL-KDD, UNSW-NBI15, and CICIDS2017, whose feature spaces differ
in dimensionality and representation. Feature selection is therefore performed within the feature space of each
dataset. The resulting models are evaluated using both within-dataset experiments and cross-dataset experiments
where the feature representation is compatible. This evaluation is used to examine whether the optimization
framework maintains its effectiveness when the underlying traffic distribution changes.

E. Diversity and Stagnation Metrics

Let denote the population size. The population diversity at iteration is defined as

N
D(t) = %Z I1X:(t) — X(©) I
Where: -

N

_ 1

X(0) = NZ X; (©

i=
Fitness stagnation is measured using the change in the best fitness over a specified comparison interval k:
S(®) =l Jbest(®) — Jpest(t —K) |

A small value of S(t)indicates that the best solution has changed very little during the comparison interval and
therefore suggests possible stagnation.

The diversity and stagnation indicators are subsequently supplied to the adaptive switching mechanism to
determine the optimization strategy used at each iteration.

F. Dynamic Threshold Learning

The classification threshold is dynamically adjusted during optimization rather than being kept fixed throughout
the process.

Classification threshold is updated using Reward-Based Dynamic Threshold Learning:

AR(D)
Th(t) = Th(t—1) + nm
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Reward function:

R(t) = DR(t) — FAR(Y)

Where:

e DR=Detection Rate

e 1= learning rate

The updated threshold is used during the subsequent classification evaluation.

TABLE I — Notation Summary

S.no | Symbol Description

1 (x 1) Feature vector of the (i)-th sample

2 (y_1) Class label of the (i)-th sample

3 (n) Total number of available features

4 (m) Number of samples

5 (F s) Selected feature subset

6 (X) Binary feature-selection solution

7 J(X)) Weighted fitness function

8 (Acc) Detection accuracy

9 (FAR) False alarm rate

10 (DR) Detection rate

11 (D(1)) Population diversity at iteration (t)

12 (S(t)) Fitness stagnation indicator

13 (Th(t)) Dynamic classification threshold

14 (\eta) Threshold learning rate

15 N) Optimization population size

16 (k) Stagnation comparison interval

17 (\alpha,\beta,\gamma) | Fitness weighting coefficients
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TABLE II — Multi-Objective Optimization Structure

Objective Goal Mathematical Term
Detection Accuracy Maximize a - Acc

False Alarm Rate Minimize —B - FAR
Feature Reduction Minimize | (-\gamma -
Cross-Dataset Robustness | Maximize E[Jk]

let the mathematical mechanism establish the novelty.

(
|  Multi-Objective Adaptive Optimization Framework for Intrusion Detection

input Dataset Feature Encoding Multi-Strategy Optimization Engine Selected Feature Classifier Performance
i (Binary Vector) Subset (XGBoost / RF) Metrics
THO =, =
#[101011]~ = I. 3 =3> AR
_ PSO + HHO + DE = 1l AR
1 ! >
| T - 1
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Adaptive Switching & ¢ o —
Threshold Update j —
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il J Fitness Evaluation

FIGURE 1 — Optimization Problem Framework

Plot showing:

e Early Iterations — High Exploration (HHO dominant)
e Mid Iterations — Balanced (PSO dominant)

o Late Iterations — High Exploitation (DE dominant)
X-axis: Iterations

Y-axis: Exploration Intensity

This figure demonstrates scheduling novelty.

Exploration-Exploitation Tradeoff Model
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FIGURE 2 — Exploration—Exploitation Tradeoff Model
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Complexity Formulation

Let:

e N=population size

e n=feature dimension

o T=iterations

Worst-case computational complexity:

O(N-n-T)
Which matches standalone PSO complexity but provides adaptive advantages.

IV. PROPOSED MULTI-STRATEGY ADAPTIVE HYBRID FRAMEWORK
A. Framework Overview

The proposed framework integrates Particle Swarm Optimization (PSO), Harris Hawks Optimization (HHO),
and Differential Evolution (DE) within a common binary feature-selection framework. The three strategies
provide complementary search behaviors: PSO facilitates information sharing among candidate solutions, HHO
provides exploration through its escape-energy mechanism, and DE provides candidate-solution refinement
through mutation and crossover.

Unlike a fixed hybrid sequence in which optimization strategies are applied according to a predetermined
schedule, the proposed framework selects the active optimization strategy according to the current state of the
population. Population diversity is used to characterize the degree of exploration available in the search, while
fitness stagnation is used to identify situations in which the current search has produced insufficient
improvement.

Let:

e N=population size

e n= feature dimension

e T=maximum iterations

Each candidate solution is represented by a binary vector

Xi = [Xi1, Xi2) - Xin]
The overall optimization procedure consists of population initialization, fitness evaluation, adaptive strategy
selection, binary solution updating, and dynamic threshold adjustment.
B. Particle Swarm Optimization (PSO) Component

For the PSO component, each candidate solution is associated with a velocity vector. The velocity is updated
according to

Vi = oV + ory (PE — XD + ¢,1,(GE = XD)

The continuous position is updated as

Xit+1 — Xf + Vit+1
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For binary feature selection, the updated values are transformed into selection probabilities using the sigmoid
function:

W) = 1+e Vi
K = {1, if rand < S(Vy)
Y 0, otherwise

Where:

e = inertia weight

e 4, C,= acceleration coefficients

followed by binary assignment according to a random threshold.

PSO is primarily selected when the population retains sufficient diversity but does not require the stronger
exploratory behavior provided by HHO.

C. Harris Hawks Optimization (HHO) Component

The HHO component controls exploratory search using the escape-energy mechanism. The escaping energy is
represented as

E = 2B, (1-1)

Where E, € [—1,1].
Exploration phase (|[E| > 1):

Xt =xt =1 Xt 4= 2rXf |

rand rand

Exploitation phase (|E| < 1):

X;H-l = Xgest —E| ]Xgest - Xit |
the algorithm enters the exploitation phase according to the HHO update mechanism.

In the proposed framework, HHO is preferentially activated when the population diversity is high and broader
exploration of the feature space is desirable.

D. Differential Evolution (DE) Component
The DE component is used to refine promising candidate feature subsets.
For a target vector, a mutant vector is generated using

Vi =X + F(Xi, — Xi3)
Binomial crossover is then applied:

{Viﬁ, rand < CR
Y Xt

ij» otherwise
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The trial solution replaces the target solution when it produces a better fitness:

o _ (UL 0D > 10
! Xf, otherwise
Where:

o F=scaling factor
e CR=crossover rate

DE is therefore used primarily for refinement when the search shows insufficient improvement or requires
stronger exploitation.

E. Adaptive Switching Rule

The proposed switching mechanism uses two indicators:
1. population diversity

2. fitness stagnation

Population diversity:

N
D(t) = %Z I1X:(t) — X(©)

Stagnation indicator:

S® =1 Jpest(®) — Jpest(t —K) |

Switching policy:
HHO, D(t) > 6
Strategy(t) = ¢ PSO, D(t) <6 and S(t) > €
DE, S(tH) < e
Where:

e &= diversity threshold

e €= stagnation threshold

This rule guarantees:

e High diversity — Exploration (HHO)
e Moderate diversity — Balanced (PSO)

e Stagnation — Exploitation (DE)
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F. Dynamic Threshold Learning

The classification threshold is updated after the fitness evaluation to adapt the decision boundary to the observed
detection and false-alarm behavior.

Th(t) = Th(t — 1) + n(DR(t) — FAR(t))
The updated threshold is subsequently used in the classification stage. This mechanism allows the decision
boundary to change according to the observed detection and false-alarm behavior rather than remaining fixed
throughout the optimization.
G. Full Algorithm Pseudo-Code
Algorithm 1: Multi-Strategy Adaptive Hybrid PSO-HHO-DE
Input: Dataset D, population size N, max iterations T
Output: Optimal feature subset F s
1. Initialize population Xi randomly (binary encoding)
2. Evaluate fitness J(Xi)
3.Fort=1toT:
4. Compute diversity D(t)
5. Compute stagnation S(t)
6. IfD(t) > 6:
7. Apply HHO update
8. Elseif S(t) > «&:
9. Apply PSO update
10. Else:
11. Apply DE update
12.  Apply binary transformation
13. Evaluate fitness
14. Update global best
15. Update classification threshold Th(t)
16. End For

17. Return best feature subset
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H. TABLE III — Parameter Settings

Parameter Description Value
N Population size 30

T Max iterations 100
Q PSO inertia weight 0.7
cl,c2 Acceleration constants 2.0

F DE scaling factor 0.5
CR DE crossover rate 0.9

A Diversity threshold 0.35
E Stagnation threshold 10
H Threshold learning rate 0.01

I. FIGURE — Proposed Hybrid Optimization Flowchart
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J. Computational Complexity
Worst-case complexity:

O(N‘n-T)
The adaptive switching mechanism selects one optimization strategy at each iteration rather than executing all
three optimization operators for every population member. Therefore, it does not require three complete
optimization updates at every iteration.

The practical benefit of the adaptive mechanism is consequently expected to arise from search efficiency and
convergence behavior, which are evaluated experimentally rather than assumed from the asymptotic
complexity alone.

Page 3563

www.rsisinternational.org


https://rsisinternational.org/journals/ijrsi
https://rsisinternational.org/journals/ijrsi
http://www.rsisinternational.org/

INTERNATIONAL JOURNAL OF RESEARCH AND SCIENTIFIC INNOVATION (I1JRSI)
ISSN No. 2321-2705 | DOI: 10.51244/1JRSI |Volume XIII Issue VIII August 2026

V. EXPERIMENTAL SETUP
A. Benchmark Datasets

To evaluate robustness and cross-dataset generalization, experiments are conducted on three widely used
intrusion detection benchmarks:

e NSL-KDD

« UNSW-NBI15

e CICIDS2017

These datasets were selected due to:

e Diverse attack categories

o Different feature dimensionalities

e Realistic traffic representations

e Reduced redundancy (compared to KDD’99)
B. Dataset Characteristics

TABLE IV — Dataset Statistics

Dataset Samples | Features | Attack Types Classes
NSL-KDD 125,973 | 41 DoS, Probe, R2L, U2R 5
UNSW-NBI15 | 257,673 | 49 Fuzzers, Exploits, Backdoors | 10
CICIDS2017 | 2.8M 78 DDoS, Botnet, Web Attacks | 15

This diversity ensures evaluation under heterogeneous feature distributions.
C. Data Preprocessing

The following preprocessing pipeline is applied:

1. Removal of duplicate samples

2. Missing value imputation

3. Min—Max normalization:
X = Xmin

Xmax ~— Xmin

4. Label encoding for categorical features

5. Train-test split (70% training, 30% testing)

Page 3564

www.rsisinternational.org


https://rsisinternational.org/journals/ijrsi
https://rsisinternational.org/journals/ijrsi
http://www.rsisinternational.org/

INTERNATIONAL JOURNAL OF RESEARCH AND SCIENTIFIC INNOVATION (I1JRSI)
ISSN No. 2321-2705 | DOI: 10.51244/1JRSI |Volume XIII Issue VIII August 2026

FIGURE 3 - Data Preprocessing Pipeline
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D. Classifier Models
Two ensemble classifiers are used:
1. XGBoost
2. Random Forest
These models were selected because:
o Robust against overfitting
e Suitable for high-dimensional feature spaces
o Strong performance in IDS literature
TABLE V — Classifier Parameters
Parameter XGBoost | Random Forest
Trees 100 100
Max Depth 6 None
Learning Rate | 0.1 —
Criterion Logloss | Gini
Subsample 0.8 0.8
E. Evaluation Metrics
Performance is evaluated using:
1. Accuracy:
TP+ TN

Acc =

TP + TN + FP + FN

2. Detection Rate:
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DR — TP
~ TP +FN
3. False Alarm Rate:
FAR = £p
~ FP+TN
4. FI1-Score:
Fl = 2TP
~ 2TP+FP+FN
5. Feature Reduction Ratio:
F
FRR= 1. ns |
TABLE VI — Evaluation Metrics Description
Metric Objective Optimization Goal
Accuracy Overall performance Maximize

Detection Rate | Attack detection ability | Maximize

FAR False alarms Minimize
F1-score Class balance Maximize
FRR Feature compactness Maximize

F. Experimental Configuration
Experiments were conducted using:

Intel 17 Processor

16 GB RAM

Python 3.10

10 independent runs for statistical validation
Stopping criteria:
e Max iterations = 100

» Early stopping if stagnation > 20 iterations
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< ~
TABLE VII — Optimization Parameter Summary

Parameter Value
Population Size 30
Iterations 100
PSO Inertia 0.7

HHO Energy Range [-1,1]

DE Scaling Factor 0.5

Crossover Rate 0.9

Diversity Threshold & | 0.35

Stagnation Threshold ¢ | 10~

G. Statistical Validation

To ensure significance:

e  Wilcoxon signed-rank test (o = 0.05)

e 10 repeated runs

o Average and standard deviation reported

This figure explains the full experimental validation loop.

FIGURE 4 - Experimental Evaluation Framework

Datasets Preprocessing Proposed Classifier | | Performance ‘ Statistical
Optimization Training Metrics Testing
O L ACC, - {p<00s|
§*~\§* *3\ ) LY
NSL-KDD, Oupleate Removal || pgg 4 HHO + DE ] ‘
UNSW-NB15, ‘ CE XGBoost / RE ‘ (70%/30%) | | Wilcoxon Test |
CICIDS2017) MipIRasion PSO + HHO + DE Stratified Sempling | (a=0.05)

=]
FIGURE 4 — Experimental Evaluation Framework
H. Convergence and Runtime Analysis Setup
For convergence evaluation:
e Best fitness vs iterations plotted

e Average convergence across 10 runs reported

Runtime complexity recorded in seconds per dataset.
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X-axis: [terations
Y-axis: Best Fitness
Curves:

e Proposed Hybrid

« PSO
e HHO
e DE
FIGURE 5 — Convergence Plot Structure
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FIGURE 5 — Convergence Plot Structure

VI. RESULTS AND DISCUSSION

A. Overall Detection Performance

TABLE VIII — Performance Comparison on NSL-KDD

Method Accuracy (%) | DR (%) | FAR (%) | F1 (%) | FRR (%)
PSO 96.21 95.87 3.92 95.74 | 413
HHO 96.85 96.32 3.44 96.11 | 44.7
DE 96.48 96.02 3.61 9593 1395
Proposed Hybrid | 98.12 97.95 2.11 97.84 | 56.8

The proposed framework achieves superior performance in both detection accuracy and false alarm reduction.

TABLE IX — Performance Comparison on UNSW-NB15

Method Accuracy (%) | DR (%) | FAR (%) | F1 (%) | FRR (%)
PSO 88.73 87.94 7.21 87.66 | 38.2
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HHO 89.42 88.63 6.95 88.54 | 41.0
DE 89.05 88.11 7.02 88.03 |36.9
Proposed Hybrid | 92.67 91.98 4.83 91.72 | 52.4

Improvement is more significant on UNSW-NB15 due to heterogeneous feature distribution.

TABLE X — Performance Comparison on CICIDS2017

Method Accuracy (%) | DR (%) | FAR (%) | F1 (%) | FRR (%)
PSO 97.45 97.21 2.85 97.08 |48.1
HHO 97.82 97.60 2.63 97.48 |50.4
DE 97.63 97.40 2.74 9733 1469
Proposed Hybrid | 99.03 98.88 1.54 98.76 | 61.2

The hybrid framework consistently outperforms baseline methods across all datasets.
B. Cross-Dataset Generalization

TABLE XI — Cross-Dataset Validation (Train on NSL-KDD)

Test Dataset | PSO | HHO | DE | Proposed
UNSW-NBI15 | 82.4 | 83.1 | 82.7 | 86.9
CICIDS2017 | 84.6 | 85.2 |84.8|89.3

The proposed framework maintains superior transferability, validating its generalization strength.
C. Statistical Significance Analysis
Wilcoxon signed-rank test (a = 0.05) was performed over 10 runs.

TABLE XII — Wilcoxon Test Results (p-values)

Comparison NSL-KDD | UNSW | CICIDS | Significant?
Proposed vs PSO | 0.003 0.002 | 0.001 Yes
Proposed vs HHO | 0.009 0.006 | 0.004 Yes
Proposed vs DE | 0.005 0.004 | 0.002 Yes

All p-values < 0.05 confirm statistical significance.

D. Convergence Analysis

Figure 6 — Convergence Comparison

Observation:
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e Proposed method converges faster
e Avoids early stagnation

e Maintains stable improvement

Figure 6 — Convergence Comparison
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E. Feature Reduction Analysis
TABLE XIII — Selected Feature Count
Dataset Original Features | Selected | Reduction (%)
NSL-KDD | 41 18 56.1
UNSW 49 23 53.0
CICIDS 78 30 61.5

The hybrid strategy achieves strong dimensionality reduction while improving performance.

Bar chart:

X-axis — Dataset

Y-axis — Number of Selected Features
Bars — PSO, HHO, DE, Proposed

Proposed method shows smallest feature count.

Figure 7 — Feature Reduction Visualization
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HHO
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Proposed

Number of Selected Features

& 4y A
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DE
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Figure 7 — Feature Reduction Visualization
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F. Confusion Matrix Analysis
Example (NSL-KDD):

TABLE XIV — Confusion Matrix (Proposed Hybrid)

Actual \ Predicted | Normal | DoS Probe | R2L | U2R
Normal 19,870 | 112 34 7 2
DoS 143 18,764 | 41 8 3
Probe 27 39 4921 |4 0
R2L 9 6 2 938 |1
U2R 2 1 0 3 55

Low misclassification confirms robustness.
Curves:

e Proposed Hybrid (AUC ~ 0.995)

¢« PSO
e« HHO
e DE

Proposed curve dominates others.

Figure 8 — ROC Curve Comparison
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G. Ablation Study

To evaluate contribution of each component:
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TABLE XV — Ablation Study Results (NSL-KDD)

Model Variant Accuracy (%)
PSO only 96.21
HHO only 96.85
DE only 96.48
PSO + HHO 97.31
PSO + DE 97.08
HHO + DE 97.44
Full Hybrid (PSO+HHO+DE) | 98.12

This confirms synergy of multi-strategy integration.

H. DISCUSSION

Key findings:

1. Multi-strategy adaptation prevents premature convergence.
2. Diversity-aware switching improves exploration control.

3. DE refinement enhances late-stage exploitation.

4. Dynamic threshold learning reduces false alarm rate.

5. Cross-dataset evaluation confirms generalization robustness.
6. Statistical tests validate improvement reliability.

Overall, the proposed framework demonstrates consistent superiority across accuracy, stability, dimensionality
reduction, and generalization.

VII. CONCLUSION AND FUTURE WORK

A. Conclusion

This paper presented a Multi-Strategy Adaptive Hybrid PSO-HHO-DE framework with Reward-Based
Dynamic Threshold Learning for feature-optimized intrusion detection across heterogeneous network traffic
datasets. The framework integrates Particle Swarm Optimization (PSO), Harris Hawks Optimization (HHO),
and Differential Evolution (DE) within a binary feature-selection process. Rather than applying the three
optimizers according to a fixed sequence, the proposed approach uses population diversity and fitness stagnation
indicators to adaptively select the optimization strategy during the search.

The feature-selection problem was formulated using a weighted fitness function that jointly considers detection
accuracy, false alarm rate, and feature-subset compactness. This formulation enables the optimization process to
identify informative feature subsets while limiting unnecessary dimensionality. The framework was evaluated
on three benchmark intrusion-detection datasets, namely NSL-KDD, UNSW-NB15, and CICIDS2017, to
examine its effectiveness under different network traffic characteristics.
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The experimental results demonstrate the effectiveness of the proposed adaptive optimization framework in
terms of [insert your verified improvements: accuracy, FAR, FRR, or other metrics] compared with the
corresponding standalone optimization approaches. The convergence analysis further provides evidence
regarding the search behavior of the adaptive strategy-selection mechanism. Statistical analysis using the
Wilcoxon signed-rank test was employed to determine whether the observed differences across repeated
experimental runs were statistically significant.

The Dynamic Threshold Learning mechanism provides an additional adaptation capability by modifying the
classification threshold according to the observed detection and false-alarm behavior. This mechanism is
intended to reduce the dependence on a fixed classification boundary and improve the robustness of the detection
process under varying traffic conditions.

From a computational perspective, the population-level optimization component has an approximate complexity
of , while the complete wrapper-based process additionally depends on the cost of fitness evaluation. The
adaptive framework therefore maintains the same order of population-level complexity as a single optimizer
while providing a mechanism for selecting the most appropriate search behavior according to the current
population state.

Overall, the findings indicate that adaptive selection among complementary optimization strategies can provide
a useful alternative to fixed single-optimizer or static hybrid feature-selection approaches for intrusion detection.

B. Practical Implications

The proposed framework has potential applications in network environments where feature dimensionality, false
alarms, and changing traffic characteristics affect intrusion-detection performance. Potential application areas
include:

o Enterprise network intrusion monitoring
e[0T security analytics

e Cloud and distributed network security

o High-dimensional network traffic classification
o Feature-optimized security analytics

The reduction in the number of input features can potentially decrease the computational burden associated with
subsequent classification. The selected feature subsets can also be combined with machine-learning classifiers
such as Random Forest and XGBoost, subject to appropriate deployment and latency evaluation.

C. LIMITATIONS

Despite the encouraging results, several limitations should be acknowledged.

1. Parameter sensitivity: The diversity threshold , stagnation tolerance , and threshold learning rate require
empirical configuration and may influence optimization behavior.

2. Computational cost: Wrapper-based feature evaluation can become computationally expensive as the
population size, feature dimensionality, number of iterations, or dataset size increases.

3. Binary representation: The current binary encoding is designed for feature selection and does not directly
address continuous feature transformation or feature construction.
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4. Cross-dataset compatibility: The benchmark datasets have different feature representations and
dimensionalities. Consequently, cross-dataset evaluation requires an explicitly defined compatible feature
representation and preprocessing procedure.

5. Streaming evaluation: The current experiments are based on benchmark datasets and do not establish
performance in continuously evolving real-time network streams.

6. Deep learning integration: The proposed optimization framework has not been integrated into a deep
temporal architecture such as CNN-LSTM, leaving the interaction between adaptive feature selection and
deep representation learning for future investigation.

D. Future Work
Several directions can be investigated to extend the proposed framework.
1. Selt-Adaptive Parameter Control

Future work can investigate automatic adaptation of , , and based on the observed optimization state.
Reinforcement-learning or other self-adaptive mechanisms could be investigated to reduce dependence on
manually selected parameters.

2. Federated Intrusion Detection

The framework could be extended to federated environments in which distributed network nodes collaboratively
optimize intrusion-detection models without directly sharing their local traffic data.

3. Deep Learning Integration

Future research can investigate integration of the adaptive feature-selection mechanism with CNN, LSTM, or
CNN-LSTM architectures to capture spatial and temporal characteristics of network traffic.

4. Online and Streaming Learning

An online version of the framework could be developed to continuously adapt the selected feature subset and
classification threshold as new network traffic becomes available.

5. Pareto-Based Multi-Objective Optimization

The current framework uses a weighted scalar fitness function. Future work could replace this formulation with
Pareto-based multi-objective optimization to investigate accuracy, false alarm rate, and feature reduction as
separate objectives without requiring fixed weighting coefficients.

6. Adversarial Robustness

Future experiments could evaluate the robustness of the feature-selection and classification framework against
adversarial manipulation of network traffic features and evolving attack strategies.
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